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Cisco ACI2| SPAN £3

Bt AFSH QI x|

A XA

HM|A SPAN(ERSPAN)
MIZ EZXZZaX
ZAu| o[ ofA

MM A SPAN(ZZ)
MIZ EEZZX
ZAm|ago|M of|A

HM|A SPAN - ACL ZE| A

Ef|-1E SPAN(ERSPAN)
MIZ EZXZZX

ZAu|ago|M oflA

o = 2| SPAN(ERSPAN)
MZ EZZX
ZAm|agjo|M oflA

GUI &0l

ACI SPAN £3 A=

Ml A SPAN(ERSPAN)

Ated] 1. Src "Leaf1 e1/11 1/34 & Leaf2 e1/11" | Dst "192.168.254.1"

Ated] 2. Src "Leaf1 e1/11 & Leaf2 e1/11" | Dst "192.168.254.1"
A2l 3. Src "Leaf1 e1/11 & Leaf2 e1/11 & EPGA filter" | Dst "192.168.254.1"
Ated| 4. Src "Leaf1-Leaf2 vPC" | Dst "192.168.254.1"

HN|A SPAN(ZZ SPAN)

Ated] 1. Src "Leaf1 e1/11 e1/34" | Dst "Leaf1 e1/33"

ALl 2. Src "Leaf1 e1/11 e1/34 & EPG1 filter | Dst " Leaf1 e1/33"
Ated] 3. Src "Leaf1 e1/11 & Leaf2 e/11" | Dst "Leaf1 e1/33" (A2 El BAR)

Ated 4. Src "Leaf1 e1/11 & EPGS filter" | Dst "Leaf1 e1/33" (I R El B)

70| A 5: Src "EPGH1 filter" | Dst "Leaf1 e1/33"(H R El )

Ated] 6. Src "Leaf1 - Leaf2 vPC" | Dst "Leaf1 e1/33"(RH R El )

Ated] 7. Src "Leafl e1/11 | Dst "Leaf1 e1/33 2! e1/330]| EPGH]| £t (faultot BH7H &t &
El'-IE SPAN(ERSPAN)

AtE 1. AA "EPG1" | Dst "192.168.254.1"

I{ = 2] SPAN(ERSPAN)

A2l 1. Src "Leaf1 e1/49-50" | Dst "192.168.254.1"

Ated| 2. Src "Leaf1 e1/49-50 & VREF filter" | Dst "192.168.254.1"

At2d| 3. Src "Leaf1 e1/49-50 & BD filter” | Dst "192.168.254.1"
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SPAN CH& ClHIO|A & £Si0

ERSPANE

27 SPANE

ERSPAN H|O|E{ 947] &t
ERSPAN HHZT(£3)
ERSPAN Type I(Broadcom Trident 20| A{ AMS)

ERSPAN Type Il EE= I

ERSPAN H[O[E{ of
E|iE SPAN/2AA SPAN(ERSPAN)
4= miZ1o| M5 XM= (ERSPAN 838 1)
I} = 2| SPAN(ERSPAN)

% El THZ10| M2 %2 (ERSPAN Type II)

ERSPAN 93 | C|2 S 4]

iVXLAN S| E C|F &5t dhe

2 7H

0| 2 M0l M= Cisco ACI(Application Centric Infrastructure)0llA{ SPAN(Switched Port Analyzer)2
TA5hE SEdof CHal A ELlct.

HiE HE

et o 2 SPANMIE Ml 7kX| R 0| U&LIch. 22 SPAN, #4174 SPAN(RSPAN) 2! Zi&3tE
Z4 SPAN(ERSPAN). O|Z{&t SPANS| RIO|H2 F 2 S AL THZ! 9| CHAMILICt Cisco ACI= 2ZH
SPAN %! ERSPANE X|&4&FL|CH.



&1 0l EMolME SXH7t 22 SPAN & ERSPAN #H0[2F Z 2 UHHEQ1 SPANOY CHaH
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== TYPE ==
@ Fabnc SPAN

= SR ==

== 05T ==
SPAN on Fabric ports on Spine or Leaf == ERSPAN (remote IP)

@ Tenant SPAN SPAN on EPG{=VLAN) on Leaf — ERSPAN (remote IP)

® Access SPAN

— ERSPAN te IP
SPAN on Access porls on Leaf s,

—3 Local SPAN (Local port)
5 Infra SPAN = Access SRAN

Cisco ACIOI= Al 7HX| f% 2] SPANFabric SPAN, ZTenant SPAN 0| Access SPAN7} /& LICH. ZF SPANS| XFO| &2 =
AN miZlol Aact,

Fabric SPAN OlM E0121 Lt7He TZ!E A 5HE interfaces between Leaf and Spine switchesZd &1LIC}.

«  AccessSPAN 0 E0{2 1 LE7HE IHZ!E ZR{5HE interfaces between Leaf switches and external devices Zd IL|C}.

Tenant SPAN 0lA E0{21 Lt7t= TZ!E %5t = EndPoint Group (EPG) on ACI Leaf switches Zd &/L|C}.

0| SPAN O|E 2 Cisco ACI GUIOIAM T A4E | x|ofl sHE &t LIC}.

o I{EZ! SPANS Fabric > Fabric Policies



HA|A SPANS Fabric > Access Policies

+ E|HE SPANO| Tenants > { each tenant}

ZH SPANS| CHAof CHa M= L & S Access SPAN AHE
Tenant)2 ERSPANDt 7hs&HLICEH

Mgt Arg 8 X

st
=

#=Local SPAN = <08t ERSPAN. LIHX| & SPAN(Fabric &

CiscoAPIC EXE 8 7t0|E9| Mgt A X|ElS HESHAIAIL. of LI+ Troubleshooting Tools and Methodology > Using SPAN QU & L

ch.

23

ol MMof A= 2t SPAN R0l Hm|TB0MT BT

TR ME Azi|7h A& LI

et ol & A7HELICH OlF

M0 A span R B MsHE ol ot

SPAN Z1I|22{0|M2 Cisco APIC EFHER#RE 7I0|E: EHERE & S YEHE > SPAN AFS | M3 E|o] &L

UIZH S0 BIEIDE Ch2 A LhER 4 RIS A aEolM M2 wale St

OB N A SPAN(ERSPAN)

[C EPG

1

Dst EPG 182.168,254.1

Drestination Group

ff

VMs to be captured

vian-751

IEJ""“-IHEEI

vian-752

vian-T63

vlan-754

vlan-755

vlan-756

g

35

%5
EPG1

1

EPG2

J 4

2

w
EPG3

g
EPG1

192.168.1.0124

192.168.2. 0724


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html

Hm o] ofA|

PROPERTIES
Rne: SRC_GRP1L
[

i Stw: O Dinabled
& Erabied

DESTINATION GROUPS

TG Teom Gres

RLPLIMMNG DRUECTS 1 10F L

e LR e LRI, eSS LL

0{7|M 2 ¥ =2 &S LIEt LT

SPAN Destination - DST )
[ e TR
[CIE | scroe |
PROPERTIES
Hame: DT
Crsirgtem.

Dot £5%: et T, SPAN_APP gy S8
P s Wrsken 1

Detrution B: 1921601541
St Bk 15 1601
o 0 1
™ 4
w131

[ S re——

SPAN Version :

ERSPAN Type
ERSPAN dst IP :

SPAN packet will be thrown to this IP. Need to be learmned as EP in Dst EPG.
ERSPAN src IP :

192.168.254.254 : every Leaf use this

192.168.254.0/24 : each Leaf use it's own node id { ex. 192.168.254.101)

SPAN Source - SRCL i

B s e |
[=E3 [ acrioess |
PROFPERTIES

P SAE

Direction :

Both / Incoming / Cutgoing
Source EPG ;

Option. When you need EPG(VLAN) filter.
Source Paths :

Mormal port, PC, vPC

2 FABRIC > ACCESS POLICIES > Troubleshoot Policies > SPAN O|S&fL|C}.

» SPAN Source Groups

¢ SPAN Destination Groups

SPAN Source Group </E} O|Destination 2! Sources.
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1. ‘44SPAN Source Group(SRC_GRP1)

+  (SPAN SourceSRC_GRPSPAN Source Group1)0il (SRC1)2 A &fL|Ct.

ch.

«  (SRC1)0il CHEFSPAN Source Ol24 8t DH7HEH 5 F 48
- Direction - Source EPG(=Z M)
- A FE (042 QEH oAU £ IF)




»  MMSPAN Destination Group(DST_EPG).
+  DST(4444SPAN Destination)& 2 &!&fL|C}.

»  DST(SPAN Destination)odl CH3H O] D74 74
- CH& EPG
-CHed 1P
-AA IPIHFEASS IPY = UZ) HFALE AFESHH AA L E 9| node-id7t Mol E[X|
04, M= A}l: 1.0.0.0/8 on node-101 => src IP 1.0.0.101)
-CHE 7= 7|2USE & + UsLich

ot
LS —

HIEO AHSELCH dE &

i

Za: Zh ofvHgof CHEF RtMIEH LHE 2 a3 HESIAMAIR.

+ 7} SPAN Destination Group T4 8t 912401 42 E|0q Q= X| & I EFLICFSPAN Source Group.

«  AEAdmin State0| M HEIR =K = QgL



11 0] Admin State(2 2| 2 EH)0ll A Disabled(HIE &8+ E)E ME4StH SPANO| ZX|ELICH LS 0| HAE CHA|
=2 =
o —

HMg ANE Eeot glauioh

3t ERSPANS| CHAL IP7} XK=l CHA EPGOIM HIEZQIE R SIAE|QU= K| EQISHAAIQR. 2tA{ HAZ 8 0dl0flA] 192.168.254.12
of2Hoi| A &F& 8l ok Tenant TK > Application profile SPAN_APP > EPG SPAN & LICt. =& CH4 C[HFO IA7+ = 3AEQFE2 0
EPGOIA CHY IPE 1Y AIEZQIER ZME 4 laLch

WA SPAN(ZEH)

i}
1]
Hn
1]
Hu
Ral



Destination Group ! !
LT

Dst EPG 192.168.254.1

vian-753

vian-754 vlan-T55

vian-756

W v

EPG2

EPG3

N

EPG1

dm o] oflAl

TEMANTS FABRIC

bl 5PAN Source Group - SRC_GRP1
I crvmnons, | rnsnrs | sesroms
| _scnows - |

3]
PROPERTIES -
M SRC_GRP1
J—

St St ) Dinatied
# Tl

DESTINATION GROUPS

N e Pk G

SPAN Destination - DST

[#]
PROPERTIES
Hame: DST
Description:

DESTINATION ACCESS PATH.

[ Destination Path: Node-101/eth1/33 ]

SPAN Source - SRC1

=E
PROPERTIES
Hame: SRCL
Descripton:

i

| scnows - |

Durection: Boh -
Souwte ERG: unktn.TK ap-SPAN_AP) aeg-ERGL

Nede- 100/ 4N

iede: bifesha i

« 0{7|M Zt =2 ChE S LIEHELICH

Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN

- SPAN Source Groups

- SPAN Destination Groups




SPAN Source Group </E} O|Destination 2! Sources.

0
L

1. 8 4ISPAN Source Group(SRC_GRP1)

SRC1)01| CHEHSPAN Source CHS 07 B4

.
~~

ahsF
- AA EPG(SM)

- A B2 (042 QEH oAU £ /IF)

Zb Oi7HE =0 CHEt REAIEH LIS 2 O BIZ x.

BHE 7|(SPAN Destination GroupDST_L eaf1)
DHE 7|(SPAN DestinationDST)

DST(SPAN Destination)o| CH3H O] Of7{eds~ 2
- MK QlEHO|A S L E

« 7} SPAN Destination Group 28 24Z40f 44|01 Q!
Enable(Admin State) 0| A |01 Rl=X| = QIgLIC.

% Admin State(0| Zt2| A Elf)0ll M Dissbled(H|E A3HE)E

£ mAS 4N TR} giaLt

C
1

A OlE{Ho|A0l= QIE{TO|A H

S

U &0l ofgh Hxm|3eo[4M0
i

i Arg:

£ T4t

M

| iI|lo
=

(SPAN SourceSRC_GRPSPAN Source Groupl) OF2H0d| (SRC1) A4

Qg

Q5HK]|

LICFSPAN Source Group.

E# St SPANO| S X|ElLICH LESoi

A
g

YHE CHA AL

LICt. ACI LeafQ| QIE{H|O|A 0| 70|22

od 745t
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« ZZ SPANS| B CHY QEH 0]|A %t AA QIE{HO|AT SUE Leafoll A F/d[0{of BfLICH

+ CHE QIE{mHO|ATL UPRl B EPGO] IS EHeTt eiaLch

+ vPC(virtual Port-Channel) QIE{H|O|AE AA ZEZ K|t A2 24 SPANS AISE & Ql&LCt
St X|2H SHZ 2ol /&Lt 1MICH leafoll A vPC = PCo| HIEHQI i E 2|3 ZEE SPAN AAE THE £ UgLict
0| 2Z SPANS AF835tH vPC ZEO| ECHE/0l| A E # U&LICH
J2{Lt o] SM2 2AMICH 2lZ(CSCvcl1053)ll M= AL = iaLict CHAl, "vPC T+ 24 PColl A SPANOY CHEF X|2/0|

2.1(2e), 2.2(2e) 2| CSCvca46432 S5l FIHEIAR D OE EE E[d&LICH Ol S5 ZE MICH leaf= vPC2| HIEH QI ZE R
2 SPAN AAE T ME £ J&LICH o[ A 5tH ZE MCHO| leafoll A vPC ZE S| EBHEI Local SPANS AL E = QU
&Lct

Aol 5h¢l EEEF ABELICHCSCVC110532 2 2lat).

2

o 2MICH leafoll M ZE Aol 7 T EE XY}

« PCLUVPCE ZZ SPANS| CHA ZEZ A8E £ Q& LICH 4.1(1)FE{ PCE ZZ SPANQ| CHA ZEZ AIE £ Ql&LCH

QM| A SPAN - ACL ZE| Al

HM|A EH 2 _/.\_aoﬂ ACL “'EF MEE £ QU&LICH 0] 7|S2 SPAN AANM E0{2 1 LI7E EBEIO EH SE FESES A

A0 SPANACLE M8 5= &LiCH
&Lt

t= ZE 2400 Chall team EFE FIHE = U222 Folalfok &L

A& RH= SPAN EE% E’g EEH‘i!P_I SPANO| ER3t F2 &
Fabric SPAN %! Tenant Span &4 1 E/AA0ME K| E|X|
LZE 250 ZE| €52 £7t8 42 8 ZE| 2ES ME
ct

s
O]

ZEH O8S O30 HZ2E = U&LICh

-Span Source(A T AA): HEf IF2 0| 2T A A of2iof HolEl 2 E QIEH 0|40 EcfEE HE{RS
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053

Q00000

Dot oo . o
Filter Group
[ - n associated with SPAN = .
source group
-' = = - Source IP Prefx First Source  LawiSource  Desination IP Pref First Destination Poet Last T—— -
o ' Pent Port Dentnation
Per
ik
e Dvecrun Saurce Pura : You can also
e o —» . ) associate a filter
Fo— Group with SPAN
Shew Linsge : source
e AR = | e

% Span Source7} 0|0] EE| & (0 y)at A E B2, 3T ZE 2E(y)2 0l £3 Span Source o2 2| ZE QIE{H|0|AMM 2 &
ZEstE ol chal A8 ELic

o Jm

(A OE| MEE :L—z-m Y A4 D80 BE AL RIS02 MBELC.
-aA0| MEE EE Og2 sHE 2408 MEEL|CH
-ZIE| J20| AA OED} oH':'l' AADEO AA RFO| MM AA0 MEE HE I50| MM ZE MEZELICH
_AAO| HMBE LE 120| AXED 49 AA IS0 MRE TWE| 10| AECE MBELICH
-AA DB M2 TE OE0| AXED Y AA JIE0M A ASElE BE AAOM ARIELICH

B|'dE SPAN(ERSPAN)

# ERSPAN only
# EPG(=VLAN) filter on whole Leaf
3% No Interface filter

[ ST - = - X 192.168.254 Zal

. |
.\ w34 [ R EGE 2] | PollelT] SrpETs
DstEPG 192,168,264.1 SPANSRC - vian-756
vian-751, 752 [ =RC I EFGT )
Destination Group L — — | Source Group
vian-751 vian-752 vian-753 vian-754 vian-7558 vlan-758

f o [ o o " f

Vs to be captured EPG1 EPG2 EPG3 EPG1




Hm o] M oAl

ADMIN  OPERATIONS 2 i J——

U1 L] [ —— — M
cises  Tod | THEES | PSR yery

[ e T T
® Enabled
TENANT DESTINATION GROUPS
Py prrm
J

SPAMN Destination - DST_A

[
PROPERTIES
Dwscripton:

DESTINATION EPG

Y

Destnation EPG: wnl/tn-TK/2p-SPAN_APP/epg-SPAN
PN Versen: Version 1
Datingtion P: 191.168.154.1

Seurce BfPeefic 192 168.234.0/24

Flow B1: 1
TIL: &4
LT
DSCP: Usspecdnd

Same as Access SPAN

< Wr 02 42

SPAN Source - SRC_A

TSN ARG |

« 0{7|M Zt &= ChE S LIEHELICH

Tenants > { tenant name} > Troubleshoot Policies > SPAN

- SPAN Source Groups

- SPAN Destination Groups

X SPAN AA & 47 Destination 2! Sources.

PROPERTIES
Mame: SRC_A
> Description: | <o
Direction:  Both W
Source EPG: | uniftn.TK/ 3p-SPAN_AFF/ pg-EPGL v @
Direction :
Bath f Incoming / Qutgoing

Source EPG :

SPAN source EPG.
(appropriate VLAN sources are automatically configured on each Leaf)

(Source Paths cannot be configured)




1. 2444 SPAN Source Group(SRC_GRP)

«  (SPAN Source GRP) Of2H0fl SPAN Source Group (SRC_A) 44

+  (SRC_A)0i CHEFSPAN Source Ol 8t OH7HE# S 249
CIE=1

-_/.\_A EPG
x Zt o7 =of CHE ZEMIEH L8 2 2B HZSHAAIR.

0

BHE 7|SPAN Destination Group(DST_GRP)

BHE 7|SPAN Destination(DST_A)

+  (DST_A)0 CHEt SPAN DestinationChS OH7H#H4~8 FFrLICH
- CH& EPG
-CH& 1P
JAAN |p/7t-l A}.
-CHE 7 7|2US R & = UsLY
% Zb Oi7HE <=0l CHEt RtMIEH LHE S T 8ls

ct.
tx

ikl
ol

FAAI2.
« 32 SPAN Destination Group & 50f 212 £|04 !=X| SPAN Source GroupZ !

+  Enable(Admin State) 0| A’HE|0f = X[ & QI LICH.

=
% Admin State(O| Et 2| & Elj)0d| M Disabled(H| & 45t E)E ME45HH SPANO| S X|ELICEH LISof

Mg AAY 2ot st

I 52 SPAN(ERSPAN)

0=
1]
Hm
1]
Hu
XA

Destination Group

Dst EPG 182.168.254.1

[ EPG

M Al BT B2 2

dm o] oflAl



W La-L7 = = i ricome,
ADMIN  OPERA 3
HETWORKING  SERVICES L AR - i samn v

stust]n SYSTEM TERANTS ABRSC

IR crvmnmones | rmars | vesrom |

%
PROPERTIES
P SR_GRP
Cuscrpnen:
A Ste: ) Dusabbed
& Eatind

DESTINATION GROUPS

Tl Given

SOURCES

Wk = Mo LWL, Node- JEAMEATS

« 0{7|M Zt &= ChE S LIEHELICH

Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN

- Fabric

- SPAN Destination Groups

% SPAN Source GroupDestination %! Sources

SPAN Destination - DST_A

Ql(¥]

PROPERTIES
tame: DST_A
Decripten;

DESTINATION EPG
Dastintion EPG

: unif o TR/ ap-SPAN_APP [ epg-SPAN

Source BPeeic 162,163,254 0024
Flow 15 3
T &4
MTU: 1518
D50P: Unspexified

SPAN Version (ERSPAN Type) : 2
Others are same as Access SPAN

SPAN Source - SRC_A

(]3]
PROPERTIES
Harse: SBE_A
Descrighan:

Dirvetoe: | Both
Privice Metwark:
Bl DSROIR | usd/tn-Ti/BO-E0IL

Rt WAt

Mo Li3/ethl 30

-

Direction :

Both / Incoming / Outgoing
Private Metwork / Bridge Domain :
Either of them, Filter packets on Fabric ports with specific VRF/BD




1. 2444SPAN Source Group(SRC_GRP)

«  (SPAN Source GRP) Of2H0fl SPAN Source Group (SRC_A) 44

«  (SRC_A)0il CHEtSPAN Source O|24 8t Of7HEd 4 A4
_dbsF
o o
-Z2o|Y! HERI (M)
- HEIX| ZHQIEM)
- AL F2 (04 QIEEHO|AY = /IF)
ZF O 7HE <=0 CHE REMIEH LHE S J'IE x.

« DHE7|SPAN Destination Group(DST_GRP)
« DFE7|SPAN Destination(DST_A)

« (DST_A)0i| CHEFSPAN Destination O|248F D74 244
- CH& EPG
-CHAHIP
SAAN |p/7t-| A|.
-OHE ohfeEs= 7|84t
Zb Oi7HE <=0 CHE REMIEH LHE S J83IE x.

|0
tu
n
4
0
i
r
o

+ 3 SPAN Detination Group & 5 0f 24|04 Ql=X| SPAN Source Group® Q1 L|C}.

«  AEAdmin State O Y|} = X| F 7 LICH
A

g &}
oll M Disabled(HI & 443t E)E MEHSHH SPANO| Admin StateS K| EILICH LISol A2 CHA| AFHS

‘éo 7t ed&Lch

|'||0|I

L} S0l "ERSPAN HE (S &))" AlAdof M3 z|o] Q! X|BF ERSPAN HA 117} TE 2] SPANO| AL E| T
SPANOI AFEEE & = U&LICH

GuUI =tol
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ADMIN  DPERATIONS P

¥ See Use Case for CLI verification

i
B

ADISWISTRATVE STATE  OPERATIOMAL STATE
Ropeligiipod-Unode-101  tn_TH_SRC_GRP_DOT_GRP_DSTA 23 tnabled w

opologuped-Linede- 101 tn_TK_SRC_GRP_DST_GRP_DSTA 3 Enabled w

atfualn / : AC M 417
cIsco Send]  uEni L NETWORKING  SERVICES

—
LAo) Session - tn_TK_SRC_GRP_DST_GRP_DST_A

ADMIN OPERATIONS yel i welcoms, sdwin

[ operanonaL || meth || rauwts || mistory |

PROPERTIES
Hamne: tn_TK_SRC_GRP_DST_GRP_DST_A
o 23
Administrative State: Enabled
Source IP: 192.168.254.101/24
Destination IP: 192.168.254.1/32

Double Click

Flow ID: 1

{H Fabric source SRC_aBO-16387318 DSCP:inspacified

B infra_srC_GaP1_DST_Leaf1_DST TIL: 64
| Type: Gre encapsulated

(Bl source sne 1 Version: Version 1

{El source SRC1an-752 ] WHID ID: wxlan-3080192
I T shc e osT G 0T A | VEF: TR:VRFL

(5] ERSPAN Destinption MTU: 1518

{Hl source sRC_avan-751

1Bl source SRE_Avisn-752

Operational State: Up
Operational State Info: The sassion is up

. SPAN LI @0 &= 2ol

1. Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Tenants > {tenant name} > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

S HETH HAX U] FHUSHAAI2.

o L X2 SPAN MM &0l



EE0lAM ZH MME F B SPAN Configuration PolicyE 218 LIC}. Fabric > INVENTORY > Node > Span Sessions > { SPAN

session name }

SPAN M| B 713
- I = 2] SPAN: fabric_xxxx

- HA|A SPAN: infra_xxxx
- EI'dE SPAN: tn_xxxx

ACl SPAN §4¢ MEH

( |
E[[ epct | [ EPes ]] [[ EPG2 ]] [[ EPGX ]]J

Dst EPG 192.168.254 1

vlan-756

vian-754 vian-T55

vian-752 vlan-753

vian-751

MEELICH Z Alugleel 7|2 EEEX|E 0]

o| MMoflME ZH ACI SPAN £ & (Access, Tenant, Fabric)oll CHEH REA|SH AlLIZ2|2
™ MM M AL

lo
>
»
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¥
Rl
ol
X
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o
m
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2
>
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o
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0
3
o
H
rn
i
»
fo
I
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Q'I_-
rr
on
50)

o|z{et AlLEIRE Of
T Ar&of MEE ACl SPA



ZEE|of JELICH CHeh IE2 24 SPANS| CH4 QIE{H|0|A = ESPANS| CH

£ C|Z Y524 "SPAN HI|O|EE

RTEA

g

FHx
=

AUEIRE ZZ EAE VMO TS 2

SotalAl2. Z

x|
=

Hu: 2t EEZX|0M SM EASoZ ZX EAIE VMO

b= Rt

13|

x

o | A SPAN(ERSPAN)

A2l 1. Src"Leafl el/11el/34 & Leaf2 el/11" | Dst " 192.168.254.1"



e

Dst EPG 192.168.254.1

WMs to be capiured

Destination Group

Pot(el)

vian-752

vian-753 vian-754
EPG2

vlan-T55

vian-758

¥

EPG3

Mg

EPG1

FabZ-Leafl§ show monitor session all FabZ-LeafZ§ show monitor session all FabZi-Leafl§ show monitor session all
segzion 13 session 127 Note: No sessions configured
description : Span session 13 description : Span session 12
ype : erspan type : erspan
wersion : wersion not specified wversion : wersion not specified
stace 1 up (accivel atate i up (active)
erspan-id : 1 erspan-id 1
granularity : granularity =
wef-name : TH:IVRF1 vel-name : TR:VRF1
acl-name : acl-name E
ip-ttl ] ip-ttl ]
ip-dacp : ip-dasp net spesified ip-dacp : ip-dsep net specified
deacination-ip t 162.168.254.1/32 destination-ip t 162.168.254.1/32
origin-ip T 152.168.254.101724 origin-ip r182.169.254.102/24
mode T access node T access
souree incf : souree incf =
=4 : Ethl/11 Ethl/34 X : Ethl/11
tx 1 Ethl/11 Ethl/ 34 =4 ¢ Ethl/11
both : Ethil/11 Ethl/34 both : Ethl/11
source VLANS = source VLANg =
3 = £x
1= s 1=4
both 3 both :
filver VLANs : filter not specified filter VLANS : filter not specified

¢ Source Group

. BlEZ1ev11

. BlZ1el/34

. BlZ2el11

¢ Destination Group

- EPG X2]192.168.254.1

A& SPANE Y SPAN M|Mof CHaH o424 QIE{T|0|AE XIHE 4~ UELICH EPGS & 21810| X|HE ClE{H 0]A0 M S0{27



L Lz 2E HiZle BxE 4

0{z{ QIE{H|0|A T} 0E] B|= A

A&LICt

N
Ml

0| oflofl ME EPGL & EPG22| 2= VMOIM THZ!S S AFEFLICH

CLI HAMH

o AEH7} "up(active)" 21 K|

sto|
—_

SHAAIR.

+ "destination-ip"2 ERSPANS| CHAF IPRILICE.

+  origin-ip"2 ERSPANS| & A |PRILCH.

At 2. Src"Leaflel/11 & Leaf2 e1/11" | Dst " 192.168.254.1"

DST: X 192.168.254.1 <&

@\ A

Dst EPG 192.168.254.1

Destination Group

WMs to be captured

vian-751

|%|Q] AA IEOE X|HE AR CHa 1= 2 SPANO| OFL|ZF ERSPANO|040F BHL|Ct.

_‘—] Source Group I

¥

EPG1

vian-752

vian-753

vian-755

vlan-756

¥

EPG3

“

EPG1

: erspan

! TKIVRF1

origin=ip
mode

source inct

source VLANS
I®
[=3
both

filver VLANs

: wersien not
: up (active)
1

: filter not

FabZ-Leafl§ show monitor session all

session 2

: Span session 2

specified

specified
L1732
101424

apecified

Fab2-Leaf2f show monitor session all

session 3

: Span session 3

: erspan

: versien pot specified
t up (actiwve)

: TRIVRF1

-p not specified
.254.1/32
254,102/24

destination-ip
origin=-ip
mode

seurce incf :
4.4 i Ethlf11
= i Bthl/il
: Ethl/ll
source VLANS :
EX
tx
both

filter VLANs : filter not specified

FabZ-Leaf3§ show monitor session all

Note: No sessions configured




>
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W]
o

2lZ1 el/11

2|Z2 el/11

=
M
I

EPG X 2| 192.168.254.1

0| oi|ofl A= 0| CaselOll A T A48F SPAN AA 1504 M Leafl el/347} M7{E LI}

0| of| 2| A2 Access SPANO| EPGS} AFtgi0o] A4 QIE{H0|AE K|

e
1
30
imi
rir

¥

o

CLI HAHH

o leaf19| AA QIE{H| O|A 7} "Ethl/11 Eth1/34" 0| A "Eth1/11" 2 HHZ3ElL|C}.

A3l 3. Src"Leafl el/11 & Leaf2 e1/11 & EPG1 filter” | Dst " 192.168.254.1"



gy

Dst EPG 192.168.254.1

1134
| SRC

Destination Group

vian-751

vian-T56

¥

WMs to be captured

~F

EPG1

afl§ show monitor session all

12

: Span session 12

: erspan

; version net specified
i up lactive)

L |

stace

erspan-id
jramalarity E
. : TH:VREL

-1

i lp-dscp not specified
t 18 8.254.1/32
-254.101/24

¢ Ethl/11
3 h1/11
+ Bthisfil

source VLANS : agurce VLAHS
R = R
e = 13
both H bath
filter VLANS T 35,39 filter VLANS

. BlZ1el/11

. BlZ2el11

. EE EPG1

. o4 1E

- EPG X2]192.168.254.1

Fab2-Leaflf show monitor session all
Note: No sessions configured

: Span seszsion 11

1

1

1

]

|

: erspan L

: wersion not aspevified I
: failed (no-oper-src-dst)

: 1 |

|

'

|

1

|

|

1

'

H -

Fab2-Leaflf shew vlan id 35,39 extended

VLAN Hame Status Ports
: TK:VRF1 35 THISPAN_APPIEPGL active Ethl/34
: 39 TK:SERM_APPIEPGL active Eenl/11
: ip-dscp mot VLAN Type Vlan-mode Encap
1 254 ] - mmeme mme-
= 35 enet CE vlan-751
33 enet OB vlan-752

F1553 : Failed to configure SPAN with socurce SRC_A due to missing/invalid EPG

F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available
# SPAN on Leafl works

: filter not ap

0| of|ofl A= Access SPANO| AA ZEO|M S EPGE KIHE =& USS Eof ELIC} 0l 048] EPG7I B QIE{HH|0|A0M &
2 0| 2IEH 0|A S| EPG10Y| CHEHAM BF EBHEIS ZHX{ Sl of 5t B R ELICH



EPG12 Leaf20]l £ EE|X| ot =2 2 Leaf20] CHEF SPAN2 F1553 2! F1561 @ 7 2F & 74 Mgt 2 2{Lt Leaf12] SPANS 0{F 3|
A= S |__||:|._

ToHd

8 EPG12 Leaf10i M 2742 VLAN(VLAN-751,752)2 AF& 522 Leaf12| SPAN MlMof CHEH 2702 VLAN EE{7} S22 F7}
Euct.

CLI2| VLAN ID(35, 39)= HiMo| AlA| D7} ob =l LHE VLAN, 22| PI-VLAN(Platform Independent VLAN)O|2HE ol S 2l5l&lAI2.
23t 20| show vian extended HE2 Al Z1E3H VLAN IDS PI-VLANS| OfEE Eo{FLICH.

0| SPAN M|440f| A& EPG2(VLAN-753)7} S Ut QIE{H 0| A0|AM E2C|EHE Leafl e1/112] EPG1(VLAN-752)04 CHaH A BF THZ ! 24

Mg = A&LCh

CLI HAHH

o ZEof AF2E|= EPGO] 2t ZE{ VLANO| F7FEIL|CH,

o Leafod| SHiE EPG7I e A Y Leaf 2| SPAN MM 0| AlmfgtLCt,

At 4. Src" Leafl-Leaf2 vPC" | Dst " 192.168.254.1"

A

Dst EPG 192.168.254.1

_1 Source Group
Destination Group
R
¥
Fab2-Leafl§ show wvpc extended wpo 2

FabZ-Leafl# show monitor session all VPC status Fab2-Leaf?§ show monitor session all

Poi

Fah2-Leafl§ show port-ch sxtended int po? | grep Fo
iEoup POrt Bund oGy Prot Membe

FoZ {50) BCSh_VEC_1 LRCE EThl/&{E)

Fab2-Lenf2} show vp< sxtendsd vpe 2

Fab2-Laafl§ show port-ch extended int pol | grep Fo
sroup Fort Bun I Frotocol M




>
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M
Hu

2/Z1 - 2el/11

EPG X 2| 192.168.254.1

vPC QIE{H|O|A T} AAR T E ZL CHA2 QIE{H 0| A(Local SPAN)7ZL OfLIZF 474 IP(ERSPAN)O{OF B L|Ct

UM A SPAN(ZZ SPAN)

A3 1. Src"Leafl el/11el/34" | Dst " Leafl e1/33"

Destination Group

- D

ST- i - 101/1/33 8

o}

Dst EPG 182.1688.254 1

J _‘—] Source Group l

VMs to be captured

vian-753

vian-754

vian-755 vian-756
*J W ¥
EPG2 EPG3 EPG1

FabZ-Leaflf show moniter session all Fabz-Leafit
5 w1 Note: Mo se
: Span session 14
: local
i up lactive)
; access
source intf =
23 : Echl/11 Ethl/34
43 : Echl/11 Ethl/34
bath + Ethl/11 Ethl/34
source VLANs :
rx
X
both '
filter VLANS : filter not specified
destination ports : Ethl/33

Fabi-Leaf3# show monitor session all
Wote: Mo sessions configured




>
I>
W]
o

2lZ1 el/11

2lZ1el/34

=
M
I

2/Z1 el/33

HMA SPAN2 2Z SPAN(E, S CIEHO|AE TSR A8 AFSE = /JU&LICH

a2t 0| B2 A4 QIEHolAE CHY QIE{H0|A9L SUEH Leafoll 24040k E LICH

At 2. Src"Leafl el/11e1/34 & EPG1 filter | Dst " Leafl e1/33"



DST: 101/1/33

R

Dst EPG 182.168.254.1

vian-753 vlan-754 wlan-756

w W et

EPG2 EPG3 EPG1

VMs to be captured

Fab2-Leafl§ show monitor session all Fab2-Leaf2d shi ponitor session all Fab2-Leaf3# show monitor session all
14 Note: Mo sessions configured Wote: Mo sessions configured
t Span session 14
: local
: up lactive)
T access FabZ-Leaflf show vlan id 35,39 extended
source intf -
r : Erh1/11 Ethl/34 VLAN Hame Ports
X : EChl/11 == 1 L
both : Ethlrs1l Ethl/34 35 TE:SPAN_APP:EPFSL active Echl/34

source VIANS : 3% TH:SPAN_APP:ERG1 active Ethl/11
£x :
s : / VLA Typé Vlan-mode Encap
both : / s e = —meomee

filter VLANsS 1 35,39 35 enet CE vlan-751

destination ports : Bthls33 3% enst CE vlan-752

>
I>
M
I

. BlZT1ev11

. BlZ1el/34

. EPG1 ZE

. B|Z1e1/33

EZ SPANZ A2 5tE UM A SPANOIME ERSPANEE OfL|E} EPG EE{E AF2E 4 & LCh



At 3. Src"Leaflel/11 & Leaf2 /11" | Dst " Leafl el/33" (2 E HA2)

Dst EPG 192.168.254.1

|]

I B
EPG1 E EPG3 EPG1

~
Unable to configure in the first place
“Source GroSerwer Error:d400 Span zource and deatination group combination
not supported”

=> In Local mode, SRC and DST port must be on the same Leaf)

nfigured

itor session all ‘

2lZ1 el/11

2|Z2 el/11

2|Z1 el/33

At 4. Src"Leafl el/11 & EPG3filter” | Dst " Leafl el/33" (B2 E AQ)



S

Dst EPG 192.168.254.1

__Snun:e Group

J

vlan-751 vlan-752 vian-753 vian-T54 vlan-755 vian-758

w v

EPG1

f1§ show monitor session all

sion 14

W (MO=0PeE=STo=dat) sy

F1553 : Failed to configure SPAN with source SRC_A due to missing/invalid EPG
F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available

>
I>
]
Hu

2|lZ1 el/11

EPG3 ZE|

2lZ1el/33

ERSPAN(Access SPAN) 2| case 3T} §AFstX|2H, O] oflofl A= EPG37} Leaf10ll 1222 Leaf1o] §UBH SPAN Al4d0] Almigho|ct.
2tM SPAN2 T84 &t S5tx| ek&Lct,

AHO|A 5: Src"EPG1filter” | Dst “Leafl el/33" (B2 E L)



1.

]

1111011133 &

Dst EPG 182.1688.254.1

vian=T51 vian-752 vlan-753 \ 754 vian-T55 vian-756
T
EPG1 EPG2 EPG3 EPG1
L .
o e Mo Faults ; Just capture nothing
redd  Nead to use Tenant SPAN instead of Access SPAN |
T T

. AAOE
EPG1 ZE]

2|Z1 el/33

HM|A SPANS| EPG ZEIE A4 ZETJI FHEE ZA20E S #LICt EPGE X|HE ¢

SPANEZ AF&3HoF BfLICt.

o
>
I
o
oy

Al 6. Src"Leafl- Leaf2vPC" | Dst " Leafl el/33" (R RE A2)

2 HAMA SPAN CHA EIHE



i R =ncs ;
Cal EPG 192 163 254 1 [

Unable o oenfigurs in ths first plaos
"Eaurce GraServer E-roc:ddd Span nource and deatinatian grouvp cosbiratics
-

NoL SUPEOLLad”
» wBC cannot be configured with Local Dest port
I | |

Z2|lZ 1-2 vPC

2lZ1el/33

VvPC QIE{H|O|A = Local SPANE A&5t0{ AAE FHE £ QIELICH ERSPANE ASSHAAIR. AM A SPAN(ERSPAN)2 casdS
HESAAR.
™ <)

A3l 7. Src"Leaflel/11 | Dst " Leafl e1/33 % €1/330] EPGO| &8t (fault2t EHH %HE)



\_‘] Source Gmup

Dst EPG 182.168.254.1

: Port has invalid configuration of both EPG and span destination
But SPAN itself works

J (Foe” | t ot | Lo ]

Fabd-Leaflll show monitor session all ‘ Fak

SPANOI CHEF CHA I/F7F o|O] EPGOY| &8t 22 E2IH I/F ol 2ol "F1696: ZEofl EPG ! SPAN CHA o] 22 El ZAm|ado|40] /&
Lictete Agol ZAIELICH

3t x|2H o] Ao SPANZ EXgio] HSELIC o] Z&E S I/FoilM o] et EPG EfEof ¥ DI = le2R
SPANS Z QI3 et MstE 7+ EBf=lol CHe Zo Y #ellch.

E|'d E SPAN(ERSPAN)

Al 1. &2 "EPG1" | Dst " 192.168.254.1"



3 ERSPAN only
¥ EPG(=VLAN) filter on whole Leaf
¥ No Interface filter

Dst EPG 192.168.254.1

Destination Group

SPAN SRC :
vlan-751, 752

vian-751

SRC : EPG1

vlan-753 vlan-754

vian-758

SPAN SRC :
vlan-756

WMs to be captured
= EPG2 EPG3 EPG1
FabZ-Leaf2§ show monitor session all Fab2-Leaf3# show monitor session all
Note: No sess figured sion 1
FabZ-Leafl§ show vlan id 35,39 extended R .
i dpan session 15 description ession 1
1 apspan type N
+ warsisn net specified varsion speci fied
1 up (active) state
i | erspan-id
: granularity
I TKIVRF1 VE.
: acl-name
1 : 64 vlan-751 ip-ttl
ip-dscp : ip-dsep not specified vlan-752 ip-dsep apeci fied
destination-ip t 192.168. destination-ip : . 1432
oris 1 192.164. crigin-ip : 192.168.254.102/24
mods : access Fah2-Laaf3§ show wlan id 9 axtandsd de Lo
source intf source intf
™ 2"
=1 ¥
both 5 i B R B s o both =
SGiiEca VaNS i 9 PAN_APPIEPGL active  Ethl/l, Pol bl source viaus :
X ¢ 35,39 K P 1 p Ex : B
VLAN Type WVlan-medse Encap
£x : 35,38 e el - : 8
(., beth i 3929 - 5 emet CE vian-756 _ heth P9 s
filter VIANS : filter not specified filter VLANS : filter not specified

- EPGL(H

B eig)

. EPG X2| 192.168.254.1

El'IE SPANS EPG RIH&|E AA R AM2stE HHH Access SPANS ZIE{of| CHE A2t EPGE AFR &FLICH.

EllE SPANS| A2 ZH IIH ZEE X
Ch. et £ EPcol st 2E Tz

£ 382 f8&uch

P
o
=

g 27t edx ACI7t Z 2|= AR|x[olM M8 VLANE RS2 2 B X|gtote AU
LIE{2isHoF 5t SHE EPGL| QEZQIE T} 2|Z AQ|%| FELO| 0424 QIE{H|O|A 0 &6




oj 2 2] SPAN(ERSPAN)

A2l 1. Src"Leafl €1/49-50" | Dst " 192.168.254.1"

# ERSPAN only
! ¥ Capture traffic between Leaf & Spine

Destination Group

Dst EPG 192.168.254.1

I@ ¥ I ’T — | Source Group '
DST: X 192.168.254.1

| |
«vJvu] v W
EPG3

EPG2 EPG1

Fabz-leafli show meniter aeasicn all
on 17

FabZ-Leaf3f show meniter sessicn all
Hote: Wo sessions configured

Fabz-LeafZi ahow meniter sessicn all
Note: Mo sessions configured

t Span seasisn 17
t arapan

t 2
toup jastived
i1

t THIVRFL

ot specified
destination-ip 254.1/32
srigin-ip
mode
source intf £
= : Behi/4% Eth1/50
= : Ethi/f4% Ethl/%0
both : Ethl/4% Ethl/50
source VIANs £
4
™

both i
filter VLAN=s i fileer mot specified

221 el/49-50

EPG X 2| 192.168.254.1



Fabric SPAN2 THE2] ZEE AAZ X|HELICI MEE ZEE B[=Z AQX|9

O| SPAN2 E|Z A Qx| ATl AL|X| ZHol IZ!S S ALS
ZI2 iVXLAN Sl 2 &3t ELICH Jeid 272 gledH

ARl AQ|X| ZHo| QIE{H O] A RILICE.

38tCh "SPAN ClIO|E] e47| ¥d"E H XS

A1 iVxLAN SlIE ACI Fabric LIE 89| & 4HEl VXLAN Sl I LICH.

o

Al 2. Src"Leafl e1/49-50 & VRF filter" | Dst " 192.168.254.1"

ok sh= BS REELICH JILt 2= A9IxIoh Aol A9Ix| ZHol Tf
oF =



Destination Group

Dst EPG 192.168.254.1

a8
SRC : VRF

SRC - 101/1/49-50

DST

—

<

¥ w ¥

EPG1 EPG2

¥

EPG3

EPG1

FabZ-Leafl§ show monitor session all
segzion 17

description : Span session 17
Type 1 erspan

version : 2

stace i up {accive)

erspan-id
granularity

wel-name : TH:VRF1

acl-name :

ip-ttl T 6

ip-dacp : ip-dasp net spesified

deacination-ip t 162.168.254.1/32

origin-ip T 152.168.254.101724

mode : fabric

soures inef =
x : Ethl/49 Ethl/50
tx 1 Ethl/49 Ethl/50
both : Ethl/49 Ethl/50

=source VLANs

filter VLANS i wxlan-30801%2

X =
= =
both 3

FabZ-LeafZ§ show monitor session all
Wote: Mo sessions configured

FabZi-Leafl§ show monitor session all
Note: No sessions configured

VRF-Name: TK:VRFl, VRF-ID: 4, State:
VENID: unknown
RD: 10.0.1%2.582:1
Max Routes: 0 Mid-Threshold: 0
Encap: wxlan-30801592

Table-ID: OXB000000Z, RE: IPve, Fwd-ID:
Table-ID: Ox00000002, AF: IPv4, Pwd-ID: Ox0000000Z, State: Up

FabZ-Leaflf show vrf TH:VRFL detail extended

OxBO00000Z, State: Up

>
I>
]
Hu

- BIZ1 el/49-50

- VRF Z/E

- EPG X2 192.168.254.1

Fabric SPAN2 Access SPANH#CF o2t EE{E AFSE = &LCt 5HX|2t Z2E &/ 7t & LI Fabric SPAN2 VRF(Virtua
Routing and Forwarding) 2= BDE ZE{Z AFSELICH




Cisco ACIOIME A HHEEH CHE TiEE] ZE

VNID(Virtual Network Identifier) 2 VRF £ BD HE 7t Ql&Lct iZ!0| L2(LayerZ)E e

£ S5t mZl0liVxLAN SlHHZE §P

Ct. ZiZ10] L3(Layer3) 2 2 HEEl Z32 iVXLAN VNIDE VRFE LIEHELICE.

metM HE R ZEof| M et E

< VRFE ZEZ AFSELCH

=

LIC}. O] iVxLAN &lol&
F=| 4L iVXLAN VNIDE BDE LIEFHL|

Destination Group

Dst EPG 192.168.254.1 SRC : 101/1/49-50
@ ¥ Source Group
FabZ-Leafl§ show monitor session all FabZ-Leafif show monitor seasicn all FabZ-Leaf3§ show monitor session all
sessicn 17 Wore: Mo sessions configured Nete: No sessions configured
: Span session 17
: erspan
] Fab2-Leafl§ show vrf TK:VRF1 detail extended
: up (acrive) VRF-1D: 4, State: Up
.1 VENID: unkmown
. R 2:1
vrf-nams : TE:VRF1 Max 0 Mid-Thresheld: ©
acl=nama : Encap: wxlan-3080192
i : 64 Table-ID: Ox 002, AF: IFvE, Fwd-ID: Oxa00 . BT up
T specified Table-ID: Ox00000002, AF: IPvd, Pwd-ID: Ox00000002, State: Up
1 152.168.254.1/32
%1;;??3‘“""’1“2‘ Fab2-Leafl§ show vlan id 17 extended
: VIAN Mom Status Port
: Ethl/49 Bchisse | o0 0
= EEHLAS Ethi sy 17 TH:EDL active  Ethl/S, Ethl/€, Ethl/ll,
: Eth1/f49 Ethl/50 Bthi/34, Fo2, Pod
source VLANS N
[ VLAM Type WVlan-made s..Lw
tx
naEn : e..-l-"" l; - T
< = = 7 vxlan- ]u 0?3"3
filter VLANS : wxlan-16187318, vxlan-3080192
. AA DB
2|21 el/49-50
BD EF
Ak =
- & 38




EPG X 2| 192.168.254.1

2t ol case 20{| M M et HFQ ZHO|, Fabric SPAN2 BDE ZE{Z A2E £ QlCt.

2] ZEOM EE2|X| EBiEE Zixslof st= B BDE ZEHZ ASELICH

SPAN L4 C|HtO[A0f = £9i0] ERetL| 72
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71 24 %] o & 2[7H044(0dl: tepdump, wireshark)S AR B LICE. ERSPAN CHY Ml S 7 &

ERSPANE

SPAN THZ!O| CHA IPE ME E|2 2 ERSPANO CHE CHA 1P7F e QIE{H|O|A MM X 2 A&sHof gLt

= AE 22 GRE SIHE &3t LICH ERSPAN GRE SIHE CIZ E5HE ol CHiA{E O] 444 "ERSPAN HO|E] 27| Wid"s

22 SspANE

ACI LeafQ| SPAN Destination Q/E{H 0| A 0] 9145t = QIE{H| 0| A0 M R ES A& 5sHoF & LICt

Al THZ!2 of QIE{m|o|A 0| M = &IELICH ERSPAN SIHE ®MEIE He = gLt

ERSPAN H|O|E{| 27| ditH

ERSPAN HH (8 ¥)

ERSPANS SAHE miZI2 ZH&35t5t0d Y23 CHAtoll MEELICt O] Zi&slol= GREJF AFEEILICH GRE SIL{2| ERSPAN Z2EZ
282 0x88be]L|C}.

IETF(Internet Engineering Task Force) & MO AE ERSPAN HHEO| HHE CHAl R 8o 2 MY EL|CH

ERSPANOIE Ml 7HX| Q& 0| Q&LICH 1, 11 2 111. ERSPAN &2 0| RFC Zotof| LIQt & L|C} EE 3t 0| GRE REC17012 Z+
ERSPAN &8 & o|aliste ol =20l & = U&Lich

ERSPAN Type | (Broadcom Trident 20{lA] AL)


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701
https://www.rfc-editor.org/rfc/rfc1701

Ethernet IP GRE Ethernet IP

Payload
header header | header header header y

] 2 3
1234567890123 456789012345678901
ISR RS TR R N SRS R S S RS N SR SR T SR RIE BE SYRNE RS S NI S NS SSST ST PUT RSE MRS ST RUY RS N &
[O1GI01010100000|0000000001000001 Protocol Type (0x88be=ERSPAN} |
L Sl S s il sl (el S S A S S sl sl bl sl sl Sl Sl sl Skt S Sl s skl s sk s sl ks Sl Sl
GRE HEADER : 0x0000 88be

0
0

S8 1= GRE S| A|RHA ZHEE AI26HK| 2t &LICH ERSPAN £30| 11 2 1112 B2 GRE &l Flof 2tof 5= ERSPAN SlIC =
MN&35HK| et&LICH Broadcom Trident 2= 0| ERSPAN £33 |18+ x| ghLCt

ERSPAN Typell & |1

Ethernet IP GRE ERSPAN Ethernet IP

Payload
header header header header header header Y

GRE HE 0x1000 BEbke 0000 0000 ver H 1 Type II . 2 Type III

ABIA EETL SHIE 9l5h &8st ElE E<2, Ol= ERSPAN EF! 11 EE&= [110]040F BtC}F. ERSPAN &I 2] version 2 =& ERSPAN
fEg AldEsLIch ACIoM 11 82 2016'A 32 20 3R X|HEIX| ok &LICEH

HMA E= EHEIE SPANO| CHEF SPAN &4 T E0] 1A|CH L 2M|CH o= 2F 0| AA T} Qe AL ERSPAN CH 2 2t AMlcH = =0

M ERSPAN Typel & 1| I{Z!g 25 £=Al8tL|CH 2L} Wireshark= 8t ol 8tLI 2| ERSPAN R B C|ZYE £ Q&LICH 7|EX

O 2 ERSPAN TypelI2t C|2 Y& LICE ERSPAN Typel 8| C|Z2E S & 43l 51T Wiresharke= ERSPAN Type [l & Cl2 25t K| ef&LICH
Wireshark0l| A{ ERSPAN Type | & C|2E 5t BEdol| CHEF RHAIEH LIS 2 HE 2ol MME B ZFHMAIL.
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Policies SPAN Destination Group - SPAN_DST

(C» Quick Start
I Switches

B Modules

[ Interfaces
- [ Policies
» [ Switch
> [ Interface
> [ Global
> [l Monitoring

Mame: SPAN_DST

Description: |optiona

Destination EPG. yniiin-SPAN/an-APenn -2 DAN

,_
e

Enforce SPAN Version:

Destination IP: | 20.20_20.20

-~ [ Troubleshooting

- [l SPAN

- [l SPAN Source Groups

Source IP/Prefix:

B srci Flow ID: | 1 o
> [l SPAN Filter Groups TTL: |64 o
» [l SPAN Destination Groups MTU: 1518 -
B span_pst DSCP: | Unspecified

o SPAN HHF(HZT 1 =& BT 2): ERSPAN &8 | £ 112 LIEFHLICH

 Enforce SPAN Version(SPAN BT M8)(MEH e = MEH F|A): T E ERSPAN 80| AA L& FEQ oo M XX of
= &% SPAN MMo| MulsHol st=X| oiF & ZA-ELICH

712222 SPAN Version(SPAN H7Z)2 Version 2(H{% 2)0| I Enforce SPAN Version(SPAN H{& A|&)2 MEd F| A F[o] JI&LICEH
Ol A4 =7t ERSPAN TypellE X|5tE 2MICH 0|4 Q1 B Typell & At&350{ ERSPANS d&& 2 olOlgfLct A4 =7t
ERSPAN Type |l (Fabric SPAN M2))& XI5t X| &= 1M =01 B2 SPAN HH Aldig MEHSIX| tdo B2 Typel 2 S0+ L
C}. 7 7230} ERSPAN CHAHO| 28 9330 ERSPANS £ AIEHL|CH,

ol EoME HMA L EHIHE SPANS| ZH Z=ghol| CHal Ad>EeFL|Ct.
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ERSPAN Ci|O|E{ of

HYE SPAN/ M A SPAN(ERSPAN)

[C EPG
@ 1134 | ] [ 1111 [ ] )

= thsiak i i
I ( SRC: 101/1/4,11  SRC: 102/1/11
vian-752

0

vian-751 vian-753 vian-754 vian-755 vian-756

w il il Mi w, i w gl
35 F ?.1 T F 2 ’ ‘
EPG1 EPG2 EPG3 EPG1
10216810024 102.168,2,0/24
[rootécentosd ~]§ topdump -i ethl not arp -w AcosssERSPAN.poap (113 I5ource |pestination |Protocol _[Length |#
1 0.000000 1%92.168.2.2 192.168.2.254 TCMP 140 Echo (ping) request
[rootécentosd ~1# tcpdump -r ACCESSERSPAN.pCap 2 0.000113 192.168.2.254 192.168.2.2 ICHP 140 Echo (ping) reply
ceading from file B 5 mk-tYE _ 3 0.350976 192.168.2.1 102.168.2.254 IcMP 140 Echo (ping) request
: 4 0.351100 192.168.2.254 192.168.2.1 ICMP 140 Eche (ping) reply
: 5 0.365184 192.168.1.35 192.168.1.254 MR 140 Echo (ping) request
" 6 0.365312 192.168.1.254 192,168.1.35 ICMP 140 Echo {ping) reply
% 7 0.627912 192.168.1.1 192.168.1.254 ICMP 140 Echo {ping) request
% 8 0.628035 192.168.1.254 192,168.1.1 ICMP 140 Echo {ping) reply
% 9 1.000038 192.168.2.2 192.168.2.254 ICMP 140 Echo (ping) request
- 10 1.000183 192.168.2.254 192.168.2.2 ICMP 140 Echo (ping) reply
> boo : i i 11 1.352294 192.168.2.1 102.168.2.254 IcMP 140 Echo (ping) request
i 12 1.352417 192.168.2.254 192.168.2.1 ICMP 140 Echo {ping) reply

# ERSPAN = GRE encap'ed packet = Src/Dst are GRE IP ¥ After decode it on Wireshark = real IPs are shown
¥ 192.168.254.101 = from node-101 # See How to Decode ERSPAN Type 1 on Wireshark
# "not arp” : suppress arp for ERSPAN src from capture machine (may not need)

HE&stz|2 2 C|2 Yok B LICH Ol WireshakE A& 350 - E 4 QI&LICH "ERSPAN Type 1

7 ol
Y Y NS BESH AL

A E DZlo] M HE(ERSPAN RE 1)

0000 &tbe

22| SPAN(ERSPAN)



[Source.

j Expression... Clear o0 Sarve

10.0.192.9

UDP

198 Source : 7248

pestination

13’ 1

) ) 10.0.19 160 Source 62672 DESTINATiON
ERSPAN Type 2 is automatically decoded 34 0.262855  10.0.162.92 239.255.255.255  UDP 156 Source port: 38745 Destination port: 48879
by Wireshark 35 0.262868 10.0.192.92 239.255.255.255 uppP 156 Source port: 38745 pestination port: 4887%
Y o o 38 0.263458 10.0.192.92 225.0.213. 250 uoP 160 Source port: 43738 Destination port: 4887%
3 be noted that this is still iVxLAN header 145 0. 768367 10.0.0.1 10.0.192.92 TCP 116 56210-12151 [ack] seq=l Ack=l win=770 Len=0 -
152 0.856142 10.0.192.92 225.0.213.248 [ 164 Source port: 45334 Destination port: 48879
234 1.185477 10.0.192.62 10.0.32.66 uoP 198 source port: 7248 Destination port: 48879
235 1.185606 10.0.192.95 10.0.192.92 upE 198 Source port: 25168 oDpestination port: 48879
253 1.250119 10.0.192.92 10.0.0.1 TCP 116 5720412375 [ACK] Seqel Ack=1l win=270 Len=0 -

Wireshark= ERSPAN Typell& AHS 22 C|2 Y ELICE a8 Lt 04T 5] iVXLAN SIHZE & stE LICtH

7|BH2 2 Wiresharki= ACI LIS SHO|2 2 iVXLAN SIHE 145t X| RELICH "IVXLAN I E CIZYstE S"S & Z5HAAl
(=]

_.

HAE Df3lo] MIE HE(ERSPAN Typell)

ERSPAN 8 | C|3 Y W

=M 1. 2 Edit > Preference > Protocols > ERSPAN O|S 5t 11 FORCES ME4stod 7 ERSPAN Z 2|2 Cla G gtLCt

e Wireshark(GUI)



mﬁresharlc Preferences - Profile: Default

- - -y - o —

DVB-C1
Dve-s52
DVMRP
EDONKEY
ELF

ENIP
ENTTEC
EPL

ERF

ESL

ESP

ESS

Etch
Ethernet
EVRC
EXEC

FC

FCGI
FColB
FDDI
Fibre Channel over IP

-

il

FORCE to decade fake ERSPAN frame: (¥

I QK ] Apply Lancel

e ——————

« Tshark(Wireshark CLI EHZ1):

user1l@i nux# tshark -f

'proto GRE

-nV -i

ethO -o erspan. fake_erspan:true



a1l: ERSPAN typell &£

Xt
(=]

=M 2. B M Decode As> Network > ICMP (if it' sICMP).



M Wireshark: Decode As Em

Decode Link| Network
Do not decode GRE R

HIP
ICMP

ICMPv6
IGMP
| IGRP

IPComp
| Show Current | -

| TMh e

IP protocol 47 as

| Clear

Help 0K | Apply Close

iVXLAN 8l|C{ & C|As}= Hity

coumz ® Decode Link| Network Link| Networ Transpon |
Filter: Donct decode UNISTIM “
No.  Time vcou

14 ZUL>—1U-£3 232422000 9UD 348 1Uu.u.u. Vines FRP -|r_1=5:-_1. Len=su 1:
15 2015-10-23 23:25:00. 905402 10.0.0.2 Win=331 Len=0 1
16 2015-10-23 23:25:00. 905405 10.0.0. UDP destination (~48879) || port(s) as VITA 49 Win=331 Len=0
17 2015-10-23 23:25:00.905484 10.0.0. uze-DHT =151 wWin=331 1
18 2015-10-23 23:25:00.905497 10.0.0. D Win=331 Len=(
19 2015-10-23 23:25:00. 905964 10.0.0. Clear — 155 win=331 Le
20 2015-10-23 23:25:00.906111 10.0.0. [—]ShawCurrent WASSP « lEk=200 win=331
21 2015-10-23 23:25:00.945693 10.0.0. 6 win=331 Len=(
22 2015-10-23 23:25:00.945709 10.0.0. - [ win=331 Len=0
23 2015-10-23 23:25:00. 045830 10.0.0.4 |l Hele Lok ] [Lawny [ gese JHOEo s TS0
24 2015-10-23 23:25:00.945927 10.0.0.1 TOTU-0C 2 TCF TIO LZ307=36322Z [ACK] S Win=331 Len=(
25 2015-10-23 23:25:00. 946480 10.0.0.1 10.0.0.2 TCP 161 1256758322 [PSH, ACK] Seq=155 Ack=200 Win=331
26 2015-10-23 23:25:00.962085 10.0.192.92 10.0.32.66 upp 198 Source port: ?248 Destination port: 48879

27 2015-10-23 23:25:00.962224 10.0.192.95 10.0.192.92 uppP 198 Source port: 25168 Destination port: 48879

28 2015-10-23 23:25:00. 986492 10.0.0.2 10.0.0.1 TCP 116 58322-12567 [ACK] Seq=200 Ack=200 Win=331 Len=(
29 2015-10-23 23:25:01.039557 10.0.0.3 10.0.0.1 TCp 166 50193-+12567 [PSH, ACK] Seq= 196 Ack=200 win=331
30 2015-10-23 23:25:01.039671 10.0.0.1 10.0.0.3 TCP 116 12567450193 [ACK] seq_zoo Ack=246 win-331 Len=(
31 2015-10-23 23:25:01.039933 10.0.0.3 10.0.0.1 Tcp 1415 50193-12567 [PSH, Af eq=246 Ack=200 331
32 2015-10-23 23:25:01. 040066 10.0.192.92 10.0.32.65 uDP 160 Source port: 62672 Destination port: 48879

33 2015-10-23 23:25:01.040079 10.0.0.1 10.0.0.3 Tcp 116 1256750193 [ACK] S 0 Ack=1545 Win= on:

4 i

iIVXLAN e SXX| ZE 488792 AL erL|Ct. [t M Wiresharkol A UDP S X X| L E 488792 VXLANS 2 T A5t AR
iIVXLAN SIIHQF VXLANS C|ZEE = U&LICH



1. MK iVXLAN &3} mZle MEdsloF ghL|Ct.

2. 2 Analyze > Decode As > Transport > UDP destination (48879) > VxLAN O|S&fL|C}.

« 2|3 Apply.

PTP(Precision Time Protocol)

Bt =2 0il Wireshark7} CIO|E{E S A5t K| b= B
Zt Efl10d| CHE ol EFILICH. Ol EBtel 0x89882

ZEO| APIC ZHol= &4 TiZ!0| //&LCt. Ol248t TZ!2 ivXLAN SIEHZE 2

2 AlsH

= =20

St ALEAF UIEZ0M erspan X E +stE B

&3t x| et&LCt

2 GRE encap(0x8988) LHo| &
o= ARt Q& LICH 0x89882 PTP7t 445! [ o|O|E| Zai|Q! mHZ o]

AAEH

"Ciscottag" 2 C|ZE5t0{ IHZ!o| MR ALE & SIHE LICH
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Frame 25280: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
Ethernet II, Src: Cisco_f8:19;:ff (9@:22:bd:f8:19:ff), Dst: Dell_4b:aB:cf (ad:4c:cB:db:adicf)
Internet Protocol Version 4, Src: 1.0.0.104, Dst: 172.30.32.7
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis
Ethernet II, Src: Itsuppor_@d:0d:@d (@0:0d:0d:0d:8d:@d), Dst: ApproTec_Oc:8c:@c (PB:@c:0c:0c:0c:0C)
Internet Protocol Version 4, Src: 100.86.06.69, Dst: 180.68.160.65
User Datagram Protocol, Src Port: 31327, Dst Port: 48879
Virtual eXtensible Local Area Network
» Flags: ©@xcB38, GBP Extension, WXLAN Metwork ID (VNI), Policy Applied
Group Policy ID: 49203
VXLAN Network Identifier (VWI): 14974940
Reserved: 128
Ethernet II, Src: Cisco_c9:18:80 (lc:df:@f:c9:10:80), Dst: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
¥ Destination: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
<[Destination (resolved): 54:bf:64:a6:89:24]>
Address: S54:bf:64:a6:89:24 (54:bf:64:26:89:24)
<[Address (resolved): 54:bf:64:a6:89:24]>
veer oa@e waus sswe wese sees = LG bit: Globally unique address (factory default)
seas 224@ wuus sees sers wess = 16 bit: Individual address (unicast)
v Source: Cisco_c9:10:80 (lc:df:@f:c9:10:88)
<[Source (resolved): Cisco_c9:10:80]=
Address: Cisco_c9:10:80 (1c:df:0f:c9:10:80)
<[Address (resolved): Cisco_c9:10:88]=
ver wa®l tiit tive eues ewes = LG bit: Globally unique address (factory default)
weew = IG bit: Individual address (unicast)
Type: Unknown (@xBOEB)
ata (68 byies]
Data: fea691a6d34908004500003chbaal0@0Rf7019983a1874141, .,
[Length: 68]
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