IiZ! BAM2 28l Cisco Business WAPO| A
Wireshark AFE:I} & 2 =

SE

0| EMoiAE Cisco WAP(Business Wireless Access Point) 2! Wireshark& At8 35104
2 X E 8, XM& 2 Y2 =5t wedol chal AHELct.

22 UHER3 &2|At7t XHF %250k 5t 2reddu|ct
0l SLELICHO| EAel S Wiresharkof TS
Mol 7|8 AE 2 2t €A olsiste ALICH ol Z2AMA
| 2 AHA = e H7HX| Z2of Eds =E2|Z&LICt

LM WiresharkE HIEQIT EX|E sl|ZAsteie ZE AIZXIE QI8 F2 Iz EAM47|¢
LICt Wireshark= Z{XE I8t CIY&t SMHE NS E 0k ofL|2F oded 7FX| OH7H B
E J|1Z2o2 EP|EIE MasrL|Ct WiresharkZ2 0|S35104 0| 2 Z AA SMof CHEE XA
Bt LIS &It AAIL.

et FAdL7?

|
X

PCAP THUOIEt 1T 3He T2 Zixi= 27 2ol T80l H £ 9= TRt
9JZ9| ClHolA ZHof FMAEIE IE WS MATCR JISY + UsLic IS !
*5H CluholA 744 Z2E 2
£9l3 sajEo| M HEE B8 & oLt

EY EfL 589 d
E9|30| ClutolA 7t ZE 4% B22 OIS + aLich TR0 mHat 7t 24
QlsH Ol WS MEE 4 USLICHIHZ MeS S UENI LI S X-

rayE2 st [t 2 &Lt

|'O

M QAEHO|ANM =4l & MEE 802.11 A F M QE{H| 0|20 M A E THZ!of
= =
— =

802.11 a7} = &
0|4 QIE{TH|O| A0 AM =41 & MSEl 802.3 THZ!

VAP (Virtual Access Point) 2! WDS(Wireless Distribution System) QI E{m| 0| A} ZF2
L2 =2 QUE{H o|AMM =21 2 MESE 802.3 TH!

HZ! YxE sdsie Y2 FAULMN?


https://www.wireshark.org/

1. 4 27 8He] - HX{El IHZ] 2 WiresharkE AlgistE F HAFEZE AA|IZISZ Z|C|

2| ME|LICH Stream to a Remote Host(&4 EAEZ AEE)E MEHGlo] 79 2 &

2 MEIY = A&LICHHEE A WHE M3 5t= B Using Wireshark on a WAP
o El'-

2. 24 ZAx g - U El TS 2 WAP C|Hto|A 9| mhloi| R{E ElL|CHWAP ClHIO|A =
I} S TFTP(Trivial File Transfer Protocol) MHHZ & & 4+ Q&LICH IS PCAP &
Ao 2 X BHE|0] {2 H WiresharkE ALE5t04 HALE = U&LICH O] & x[of of & X

AN —

£ MEfsto =24 A LS MEE & &L

ol Mol E %Al GUI(Graphical User Interface)7t Z & El Wiresharkoll It 4 S A2
A

Este o 882 SUtt 24 AN Yol o|x GUIE AI8stE EME EedH £4

HMA ZOIEM M £X361 7| &l MZ! A A 2 A3 of2erL|Ct.

PCAP I 0| RI=™ mZ! X E o1EA| afioF BLI7H?

2H £ AHE35HH WAP CIHFO|A M = 4I5H0{ TS E THZ!
B 4QALICLOHCIS HEQI Z2EZE BEAM7|7F ZXE T3l

= caE = USLICHL2EIQI2 2 MBS El= EFAL
Z|Ato M R 2l Wiresharkol =S & LCt.

of&LICH X| O] Bt 32 Wireshark o

Ls =

2Ol A2

x| AZEQ o] HE

- WAP125|1.0.2.0
- WAP150(|1.1.1.0
- WAP121|1.0.6.8
- WAP361|1.1.1.0
- WAP581|1.0.2.0
- WAP57111.1.0.4
- WAPS71E | 1.1.0.4

Wireshark CI22E
=3
o T{EBH HHS MENSHLICHSHH 2% 5Tl M Che 2 Z

28| AFEQ| /22 E2 0|536104 Wireshark IS MEHSt0 S T2 S A
x[gfLict.

4 Wireshark-win64-3.0.6.exe 10/30/2019 4:05 PM Application 57,887 KB


https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-wireless-access-points/1779-tz-Using-Wireshark-on-a-WAP-for-Packet-Analysis-Stream-Directly-to-Wireshark.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-wireless-access-points/1779-tz-Using-Wireshark-on-a-WAP-for-Packet-Analysis-Stream-Directly-to-Wireshark.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-wireless-access-points/1779-tz-Using-Wireshark-on-a-WAP-for-Packet-Analysis-Stream-Directly-to-Wireshark.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb4355-configure-packet-capture-to-optimize-performance-on-a-wirele.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb4355-configure-packet-capture-to-optimize-performance-on-a-wirele.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb4355-configure-packet-capture-to-optimize-performance-on-a-wirele.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb4355-configure-packet-capture-to-optimize-performance-on-a-wirele.html
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/

WAPO| 219l

H EEtRXo|MH WAPS| IP A8 QUBELICHAIY 3FS =g Lct. o] CIHFO|A o
K1° HMASHHLE SE MHEHEHS 3T 2 7|2 AI8At OIEJ"—P HIZYHS = ciscod
LICH 2291 gredof |1H°F X|&lo| = st B WAP(Wireless Access Point) 7|AH2] ¢
7|8t FEZIE] HMA BHAHE ME £ A&LICH

Niir
CISCO

Wireless Access Point

cisco

PCol| 3! Zi{*{ K& & Wiresharkdll 2 E
1EHA|. Troubleshoot(2X| 51Z2) > Packet Capture(TZ! Z{%{)2 o|S&fL|CH.

Packet Capture Method(Z{Z! Zi*{ &)0il CHaH Save File on this Device(O| C|HIO[A
o| ot XME) 7t MEHE|RFE=K| & OI8f L[t

CHS OH7HeH =8 FELict

‘Interface - %! ZX{E {8 ZX{ QE{HO|A FES =4FLICH.
-OJHH! - O] ZE 0] 802.3 EEHE

P4 1(5GHz) / B412(2.4GHz) - 41 CIE{H| 0|A 9| 802.11 ECH=

fL|CH Q= 10~3600QLCH. 7|

ok

-Duration(Z[Z}) - ZIA Q| AlzZt 7|7tE = EHR(E =
57 =) 60°|L|E|-_


https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb5499-access-the-web-based-utility-of-the-wireless-access-point-wa.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb5499-access-the-web-based-utility-of-the-wireless-access-point-wa.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb5499-access-the-web-based-utility-of-the-wireless-access-point-wa.html

rr

Max File Size(£ICh T2l 371) - 243 mto| Z/cH 518 27I(KB)E QB S|
64~4096 LICt.7|22f2 1024 LIt

HZ! AXolE F 7HK| 227} Q&L

Enable Filters& 2|&LIC} ALE 7Hs5 8t Ml 7HX| = QIBH2 Ignore Beacons(&lE FA)),
Filter on Client(22}0|21E o] E/E]), SSID 9/ Filter(E/E]) &/L|CF.

&z F A - FH0| BX|SHHLE &5t 802.1

gL CHZd ZE2 HIER=of Ciet HEE
ZO|FH2 J|IE FHUERIE Este X
? Mz FAE M= £+ &L T

2SOl A E & M35t5H7HLE HIE M35t
CIlAE Zh|del|ct Al
| R0 EClEE &KX otg 4

-Filter on Client - WLAN 22}0|¢E EE{Q| MAC FAE X|HELICHEZCI0|HE EH

E
= 802.11 QIE{H| 0|20 A HKHE £

(1
ek
o
Mk
0x
fo
o
I 1
n

-SSIDH| M ZE - IiZ! Z4X{E 9/t SSID 0|5 S =gt
Apply(Z&)E 2 2|5}04 Startup Configuration(AlEf Z1I|2)|0]Ad)0dl KZH & LCH.

vl _ )
e Clsco WAP150-wapOaddee cisco g

£ Getting Started
Packet Capture

Administration

iz G T Packet Capture Method: Save File on this Device v
= Wireless
Interface: Radio 1 (2.4 GHz) ~
Wireless Bridge
. Duration: @ 60 Sec.
Fast Roaming
Single Point Setup Max File Size: @ 1024 KB
Access Control Mode: Q All Wireless Traffic ® Traffic to/from this AP
Cisco Umbrella Enable Filters: =
Monitor Ignore Beacons: (m]
Filter on Client: @ O 00:00:00:00:00:00
Filter on SSID: O ciscosb-150-2.4 v

Support Information

2EHA|. X AlZf otol|Z

FELCh

fjo



Packet Capture Status

Cisco Umbrella

) Current Capture Status: Not started
Monitor
Packet Capture Time: 00:00:00
Packet Capture File Size: 0 KB

=3
(@0 v

POl HIAIX| 7 EAIEILICH ol E 2

Support Information

S
2
L]
kl
H
e
n
M0
Hu
N
i
)
rot
ok

3EHA. golEd Fol ¥
2|5tod It CH22E & AIFEfLICH

Confirm

Do you want to start file capture now?

4TH7|. Refresh(MZ T E)E 22504 CI2 ClO|E{7} £ & El Packet Capture Status(ZH
Z! 247 SEf)E 7RSS LICt.

Cisco Umbrella Packet Capture Status

) Current Capture Status: Not started
Monitor
Packet Capture Time: 00:00:00
Packet Capture File Size: 0 KB

ooaw]

Support Information

1. BIXH 2~ &Ef
Packet Capture Status

Current Capture Status: Gile capture in progre59
Packet Capture Time: 00:00:00

Packet Capture File Size: 0 KB
EXEsa

2. HZ! Ax Az



Packet Capture Status

Current Capture Status: File capture in progress
Packet Capture Time: 00:00:45
Packet Capture File Size: 69 KB

EXress

3. W2 Z% e 37|
Packet Capture Status

Current Capture Status: File capture in progress
Packet Capture Time: 00:00:45
Packet Capture File Size: 69 KB

EXeEsa

4. Packet File Capture ZE0{ A WAP C|HIO|AE ZHXE IZ!E RAM(Random Access
Memory) Tt A|ARI0| MHE & LICHEMHS Al 2] A= CHS O|HIE F 5Ltz
g 7t x| > Ect

R AlZHol FMHE 7|Zholl ZEEhLICE

WA ool z[cH 7)ol = R&LICEH

-B2|A7F AHE S K[ L.

—

Packet Capture Status

Current Capture Status: Stopped due to administrative action
Packet Capture Time: 00:01:00
Packet Capture File Size: 89 KB

5EF7|. Download to this Device(O| C|HFO|A0]| CHREE) 0t 0|22 ZF=I5t0q %20l &
AME oS cre 2ot



Packet Capture Status
Current Capture Status: Stopped due to administrative action
Packet Capture Time: 00:01:00

Packet Capture File Size: 89 KB

kxiers

6Er7l. 2o/ Fol de|lm uhd ot

Jok

o

il
kl

2
i
1
Ju
o
r
o

2C7t

Ho

Confirm

The file is downloading now.

Yes No

7EHA. THZ! 2R Tt Yol AFE{ol Ct2ZE=ELICH 0| ool M apcapture.pcap Tt 9|
O|& JLCt.

| apcapture.pcap

8CtAH|. Wiresharke= 0|0| CHREE RS2 2 Microsoft Windows2| ZAM E AIZ of

WiresharkE 22st1 88 Z=2 10| SMYU M MEsto] MM AE 4 &LICH



B DO @

Best match

‘ Wireshark

App

Based on past activity
Apps
@ Word
~ WordPad
Settings
% Change Wi-Fi settings
L3 Connect to a wireless display
o= Turn wireless devices on or off
Ef Connect wireless Xbox One controllers
Search the web
£ wir - See web result
Documents - This PC (3+)

Photos (4+)
O wir

OEt7|. It > ¥7|Z o|SErLCE.

M The Wireshark Network Analyzer
File Edity View Go  Capture  Analyze  Statistics

Open Ctrl+0

Telephony

—=

Wireless

Tools

Help

Open Recent 4

10CHAH|. M B EollM mt 2 #&L|CHO| B apcapture.pcap). @7 E=|&LICtH



Ol A
AHE

M \Wireshark: Open Capture File X
- .
Look in: / 4 Downloads v ‘\? ¥ @y
A m A
Quick access
Va 010101
Deskto 11 1 o
z 011010
M 011100
Libraries
‘ \ apcapture )
This PC
3 0
Network
File name: ‘apcapture e ‘ ( L
Files of type: All Files > Cancel
Help
Read filter: I Format: Wireshark/tcpdump/... - pcap
Automatically detect file type v Size: 87 KiB, 685 data records
1127, Wireshark OHE 2|71 0| Moi| M m o] g2/ miZlol ME HEE =
Ch.
‘ apcapture.pcap
File  Edit View Go  Capture Analyze  Statistics  Telephony  Wireless  Tools  Help
a4 = ® RO Qe EF I = = @ Q QK
. | Apply a display filter ... <Ctrl-/>
No. Time Source Destination Protocol Length Info
16 ©.946501 Cisco_©a:4d:ee (80:e8:6f:0a:4d:ee).. 802.11 39 Acknowledgement, Flags=.....
17 ©.955541 Cisco_©a:4d:ee (80:e8:6f:0a:4d:ee).. 802.11 39 Acknowledgement, Flags=......
18 ©.965037 Cisco_@a:4d:ee (80:e8:6f:0a:4d:ee).. 802.11 39 Acknowledgement, Flags=......
10 o a7cacce Facrn BacAdenn (O nAQ@ 8L Adnn) enn 11 20 Aerlenaadlad - Elamea
> Frame 16: 39 bytes on wire (312 bits), 39 bytes captured (312 bits)
> Radiotap Header v@, Length 25
> 802.11 radio information
> IEEE 82.11 Acknowledgement, Flags: ........
a4
IZ!E Zx{5t0{ Wiresharkol| YE2EE 2 B oA M2 =™ &= UELICEH0{7|M 0
CIZ shof & X| & 227LtR728t0l0R HAY £ ol B2 HICIQ9 2 M7}
Lict AMsi e LIS 2 & o et FetELIchUZH 2ot 8!



	패킷 분석을 위해 Cisco Business WAP에서 Wireshark 사용:파일 업로드
	목표
	소개
	패킷 캡처란 무엇입니까?
	캡처할 수 있는 패킷 유형은 무엇입니까?
	패킷 캡처를 수행하는 방법은 무엇입니까?
	PCAP 파일이 있으면 패킷 캡처를 어떻게 해야 합니까?
	장치 | 소프트웨어 버전

	Wireshark 다운로드
	WAP에 로그인
	PC에 패킷 캡처 저장 및 Wireshark에 업로드
	결론


