Orof of2{E0| E0|Z + 9l Y48 SJo{HFICHH, oft{E 2 HofLt WE| I|7F o{HES| &2 &
St HEASHY| ARE = JEX| g1 J&LICH o] EMolM = HIZ API(Application Programming
Interface) 7|& £ 4sto 76t YHS HTELICE Ol HIE 7| HEEU}S W 8 HEF E AL
O CHAl ZAIE|X| & LICHEEIR XM E API 7| 3tEH0iM HE| 0|SstH sl HE7H £4E = U&

Lict.
& 715 CldHtolA

- WAP125
- WAPS581

2T EQJo{ HE

- 1.0.1

7 A

. 84 Umbrella (A0l &L HAM 2

03'_'

e 22 WM AR

of7] B1E A0l leruich Zlol BlY wals, 2%e ol Lol 2 AsIgiALIc AtRtEiaLIC

01710| Cf B AT} EIE 7 ZHIA7E 227 TEAHR| hchs ZLICH A} API 7|
S Madstod Af HIY 7 et 27 T2 HAOIME £AIE (ol HZE API 718 4
M3t M API 7| ZIgte AAsHs Bredg esLIC

0| AH M0 A Umbrella 017} 2 E CHA|EE0{| A API 7|2} Secret 7|& AF&5t0d AI F.EFL—IIZP e
Cl= WAP C|HFO|AO| 21918l04 APl 2! Secret 7|2 F7I&FLICHE2X|7} gh2ist AL o7]0l M A
HME =elst 097|0d A Umbrella_ Support 44 =HQISHAAL.

r°l'

1EtA|. Umbrella Account0ll 21218t & Dashboard 3210 A Admin > APl KeysE 2 2/gfL|C}.


https://umbrella.cisco.com/products/features
https://signup.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/

Cisco Umbrella

=
£ LAST 24 HOURS ~ ‘\II/J

Schedule

e i Overview
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Documentation

Read here to get authentication set
up your first endpoint queries,
explore what you can do and
search for any answers you need.

VIEWDOCS
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Our Legacy APIs

Some of our older legacy APls use
a different authentication
mechanism than what you are
setting up here.

VIEW DOCS

investigate

Looking for information about the Investigate
API? That APl is managed separately.

VIEW DOCS
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Documentation Our Legacy APIs Investigate
Read here to get authentication Some of our older legacy APIs Looking for information about the Investigate
set up for your first endpoint use a different authentication API? That APl is managed separately.
queries, explore what you can do mechanism than what you are
and search for any answers you setting up here and have unique
need. functions.
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The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management,
reporting and more. If you are using an Umbrella-integrated hardware device that uses basic authentication, this allows management of
Umbrella from the device and vice versa.

Your Key: 494: @

Check out the documentation for step by step instructions.
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Documentation

Read here to get authentication set
up for your first endpoint queries,
explore what you can do and
search for any answers you need.

VIEW DOCS

Our Legacy APIs

Some of our older legacy APIs use
a different authentication
mechanism than what you are
setting up here and have unique
functions.

VIEW DOCS

Created:
Apr 18, 2018

Investigate

Looking for information about the Investigate
API? That API is managed separately.

VIEW DOCS
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\What should this API do?

Choose the API that you would like to use

Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and
delete identities in Umbrella.

®

Legacy Network Devices

You can only generate one token. Refresh your current token to get a new token.

Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations
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The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management,
reporting and more. If you are using an Umbrella-integrated hardware device that uses basic authentication, this allows management of

Umbrella from the device and vice versa.

e

Your Key: aae 'm mm H EEE EEE N

Your Secret: 352 u

To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this

box to acknowledge this.

Check out the documentation for step by step instructions.
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To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this

box to acknowledge this.

Check out the documentation for step by step instructions.
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Your Secret: 352
To keep it secure, we only display your key's secret once. el ISTXc 1@ Ce, copy this secret and keep it in a safe place. Tick this

box to acknowledge this.

Check out the documentation for step by step instructions.
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Umbreta

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: ]
APl Key: @
Secret: @

Local Domains to Bypass (optional):
Device Tag (optional): WAP581

DNSCrypt: O Enable

Registration Status:
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Umbrel

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashbeard as a network device for applying pelicy and viewing reports.

Enable: ]
APl Key: @
Secret: @

Local Domains to Bypass (optional):
Device Tag (optional): WAP581

DNSCrypt: O Enable

Registration Status:
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Umbrels

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: &
APl Key: @ aae
Secret: @ 3520

Local Domains to Bypass (optional):
Device Tag (optional): WAP581

DNSCrypt: & Enable

Registration Status:
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Umbrels

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: [m]
APIKey: @
Secret: @

Local Domains to Bypass (optional):
Device Tag (optional) WAP581

DNSCrypt: O Enable

Registration Status:
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Enable: ~

APl Key: @ aae

Secret: @ 352

Local Domains to Bypass (optional): Multiple inputs separated by comma
Device Tag (optional): WAP581

DNSCrypt: ¥ Enable
(Registration Status: Successful )
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SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access to the web site Not_Found has been blocked to prevent an attack on
your browser.

Malware protection has shifted from the endpoint, deeper into the network, in order to cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Security Business Group have jointly rolled out Umbrella protection for Cisco's corporate DNS infrastructure. This service will
block access to hostnames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network.

If you believe this page should not be blocked, open a case providing the following information:

+ Text or screenshot of the corresponding debug information below
« Business justification for use of the website

Block Reason: Umbrella DNS Block

Date: July 26, 2018

Time: 22:58:17

Host Requested: Not_Found

URL Requested: Not Found

Client IP address:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Request Method: GET
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