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Getting Started

Use the following links to quickly configure your router.

#% Launch Setup Wizard
Initial Setup Wizard
VPN Setup Wizard

Application Control Wizard

C&g Initial Configuration
Change Administrator Password
Configure WAN Settings
Configure USB Settings
Configure VLAN Settings
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* Quick Access
Upgrade Router Firmware
Configure Remote Management Access

Backup Device Configuration

[ihl Device Status
System Summary
VPN Status
Port Statistics
Traffic Statistics

View System Log
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Initial Setup Wizard .

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.
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Next Cancel
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Initial Setup Wizard

Interface WANT
0 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detected)

Cancel
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Initial Setup Wizard

Configure Router - Select Connection Type

Q 1. Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a

different option, please use the current option and click next to continue.

0 2. Check Connection (@ Dynamic |P Address, or DHCP (Recnmmended))

O Static IP Address
3. Configure Router

O PPPoE

O PPTP (Commen in Europe)

O L2TP (Common in Europe)

Back Next

6E Al

Initial Setup Wizard .
Configure Router - Set System Date and Time
e 1 Welcome Enter the router's time zone, date and time
(T\me Zone: | (UTC -06:00) Central Time (US & Canada) VJ
e 2. Check Connection
® Enable Network Time Protocol Synchronization
3. Configure Router O Set the date and time manually, or click here to impert them from your computer
2020-11-17 = (yyyy-mm-dd)
18 41 ~ 05~ (24hh:mm:ss)
Back Cancel
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Initial Setup Wizard

Configure Router - Set Router MAC Address
° 1. Welcome

Each device on your network has its own unique identifier called a MAC address. In most cases, you should

choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change
o 2. Check Connection Lhere.

3. Configure Router

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel
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Initial Setup Wizard

Summary

O 1. Welcome Please review the following settings and ensure the data is correct

O 2. Check Connection

3. Configure Router

Connection Type: DHCP

MAC Address: ecbd:1d:44:91:2a

Back m Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference

o 2. Check Connection

O 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement

Disable Password Strength Enforcement(H]|
Z&LCf.0| SME AME5HE 123%H ZHEHSHA
O|XQ1 A AF7E 1-2-30H2 &H A E &
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Configure Power over Ethemnet (PoE) Settings(PoE 4% T A)E Qs AA|2.
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VLAN Table
+ (&
Inter-
VLAN Device
& VLANID $ Name Routing Management IPv4 Address/Mask
~ 1 VLAN1 o 192.168.1.1/24
o 255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
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File Management

System Information

Device Model: R\345P

PID VID: RV345P PP

Current Firmware Version: 1.0.03.15

Last Updated: 2019-Mar-22, 01:43:16 GMT
2EHAH|

Manual Upgrade(+& 2/75/0/=) M0l M File Type(TtY 72)oll CHEt Firmware
Image(H¥0{ O|0O|X|) 2iC|2 HE £ F&/&fLICH

Manual Upgrade

File Type: ® Firmware Image |O Language File O USB Dongle Driver
Upgrade From: O cisco.com ® PC Uuse

Firmware Image Format: *.img (Maximum size: 100MB)
No file is selected
(O Reset all configurations/settings to factory defaults

The device will be automatically rebooted after the upgrade is complete.
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https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver

Upgrade From: O PC OUSB &7

O Reset all configurations/settings to factory defaults

Ulolo|zle[sW The device will be automatically rebooted after the upgrade is complete.

Download to USB

487

UpgradeE 2 &|#fLCt.

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From:  ® ciscocom O PC O USB &5

O Reset all configurations/settings to factory defaults

Uele|=le[XW The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Confirm

Are you sure you want to upgrade the firmware right now?
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® ¢ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® ocomplete.
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A\ Restarting

Please wait for 176 seconds...
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File Management

System Information

Device Model: R\W345P
FID WID: RV345P-K9 V01
(Current Firmware Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT
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g 7|8k REZ|E|o 239l5t1 System Configuration(A|AE Iz 0|M) >
Automatic Updates(AS 4Cl|O|E)E MEHELICH

System

Time

Log

Email

User Accounts
User Groups

IP Address Groups

SNMP

Discovery-Bonjour

LLDP

28|

Check Every EELH2 S50i|M 2t E7I YOI0O|EE &Qlets EITE ME{ELICH

Automatic Updates

Check Every: Week  w Check Now

MNotify via:
MNotifications will not be sent unless an email server is configured.

0O Email to - i )
Click here to manage email server settings.
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Automatic Updates

Check Every: Week  w Check Now
MNotify via:

MNotifications will not be sent unless an email server is configured.

O Email to i i :
Click here to manage email server settings.

487

Email to address ZE0{ O|H Y FAE =35HLIC}.

MRl ™A HIYUE A

Zio| E&LICH

Automatic Updates

Check Every: Week w Check Now

Motify wia:
MNotifications will not be sent unless an email server is configured.

¥ Email to @gmail.com ) . )
Click here to manage email server settings.
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Automatic Updates

Check Every: Week w Check Now

MNotify via:

Motifications will not be sent unless an

O Email to
Click here to manage email server seti
Automatic Update
Notify |+ Update (hh:mm) = Status =
System Firmware T4 MNever v | Version 1.0.03.20
USB Modemn Firmware o MNever v Version 1.0.00.02

Security Signature o 23:00 v | Version 2.0.0.001&
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. 01:00
Automatic Updates o
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Check Every: Week ~ Check Now 05:00
06:00
Motify via: v 07:00
08:00
. . . C
& Email to terizepnick@gmajl| 09:00
10:00 fd
11:00
12:00
: 13:00
Automatic Update 1 4-00
15:00
16:00
Notify = 17:00
18:00 -
System Firmware 4 MNeve v
N r
USB Modem Firmware e Never v
Security Signature o 23:00 ~
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Smart Account 2444

FIF

CCO ID(O| 22| A% FEof et ID)E ArEstod Ui

Cisco.com 0{7} 2

E X £
Cisco 017} 2 E0f HMASHH Smart AccountE MASHE HIAIXIE &2 £ &L|CE

It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.
Smart Accounts are required to use Smart Licensing

Get a Smart Account ( Learn More ) Mot Now )

Ol BHYe EX| 28t B 22!5t04 Smart Account ¥4 H0O|X|2 0|5& £ U&LICH
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Smart License 0{7}2 E H|0|X|2 0|8t C}S Smart Software License HO|X]| >
Inventory > Licenses& 2 2|8fL|C}.

> Smart Software Licensing

Smart Software Licensing

Virtual Account: S Hide Alerts

Licenses

By Name

Smart Account0l| 2O|MA T EA|Z|X| fOHH
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Cisco Software0i| | A3t 1 Smart Software Licensing2 2 0| &S &fLICt.




GERR 00 &) @ ~ow

— - ara]n o)
p— Cisco Software Central A
cisco
Download & Upgrade Network Plug and Play License
Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
. including demo licenses.
eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos
documentation.

(= 2)

Smart Software Licensing 9
Track and manage Smart Software Licenses.
Product Upgrade Tool (PUT) Enterprise Agreements

Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.
communications.

Upgradable Products
Browse a list of all available software updates.

2EHAH|

A%t O/F == olHY X HIZEH=E 123610 Smart Accountdll 2218 LTt Log

in(212)& = grict.

vtfean]
CISCO

Log in to your account

Username or email

Password

Forgot password? 9

Log in 3

3EA

Inventory(RIHIE 2|) > Licenses(2t0|MA)Z 0|58t RV-Series Security Services
License7t Smart Account0l| Lt E=|=X| & QlgfL|ct LIFE 2to|MATL EA|L|X| §fe
™ Cisco IHEL{0|H 22|35t MAI2.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:
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Inventory(2IHIE2]) > General(&EH2 2 O|S & LICt.Product Instance Registration
Tokens(MZE CIAEIA && EZ)0| A New Token(M EZE)S S=IghLICH

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

( New Token... ) e

=

SE EZ MM &o| LIEFZLICH Virtual Account(7H4 0472 E) Gdol=
*”“°* 7“* 017t 2 E7} E AIEILIC} Create Registration Token(&5% £E2
o{lA—l |:} r=2 &hLCt.
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- Description Z=0i EZ0i CHet T3t HdHS U= LIC 0| ool M= 2ot 2to|MIA -
2 ZEjo| YELich
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- Z|CHNumber of Uses HE0 gf2 2dstod sliT EES A8 H+E HolgfLICLEE
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. Allow export-controlled functionality on the products registered with this token(O| EZ 0|
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Create Registration Token ¢

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: . "

Description :

* Expire After: e | | Days

|@ecu rity license - web ﬁltering)

Between 1 - 365, 30 days recommended

Max. Number of Uses:

| |

The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) o

‘ Create Token ) Cancel

M& ABA SE EES ddF&LICH

Token Expiration Date Uses Export-C Description Created By Actions

- ItMGZiN.. 3 / 2019-Sep-08 09:46:20 (in 30... 0 0f 10 Allowed security license - web filtering Actions

The token will be expired when either the expiration or the maximum uses is reached

6E Al

L

EZ ¥o| 34 FE ofo|2E FZ/5l0f EES 2RIECEE EASIE{H FIEE0A <

ctri+c>& FELILCt.

TEAH|(ME ALE)

Actions(%d) EECHR HFE Z2I5t1 Copy(BAME MBSt EES2 EREEE §
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Actions

E 0
>\ @

Showing
Download...

Revoke...

8EH

License(BFO|MIA)2 0| S 3t Registration Status(&5 4 Ef)7} Unregistered(S 5 =/ K|
OF2)2 EAZ|T License Authorization Status(2F0[#IA #3201 AEH) 7} Evaluation
Mode(Z7} ZE)2 EAEIEX| &0/5fL|Cf.

Smart Software Licensing Status
Y QoS 2

Registration Status: A% Unregistered e
#~ Configuration Wizards

License Authorization Status: A4 Evaluation Modef 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

oLt

System Configuration(AlAE 1|71 0|4) > T|me(A|lf)°§ 0|83
and Time and Time Zone(2iA &R} &/ AlZt & EZ A[ZICHO| EE A
7| HFQIE|QA=X| & OIEHL|C},

AN —

t T Current Date
|ZICHE 2 SHI=

afna], .
e Lkt RV340-routerd46751
Getting Started )
Time
@ Status and Statistics
ﬁ Administration -
( Current Date and Time: 2019-] )
(Time Zone: [ y ) v

Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

10EHA|

LicenseZ O|SgrLIC. S AISt E2E 6THA0IM License B oteie| HIAE AMXIod| & 04
daLct 7I2E0M ctrl + vE ME4EILICH Register(S8)& &2 &fLICtH



License

© You are currently running in evaluation mode, to register an account:
- Ensure this product has internet access.
« Click here to access your Cisco Smart Account.
+ Navigate to the Virtual Account section which contains licenses.
- Generate and copy a token for the specific license to be applied to this device. e
« Paste the token into the box bellow.

JEALTE 1NjcoMzUS5%0A0DAAMThBdFNO]

ra
\_V

Learn More about Smart Software Licensing

Smart Software Licensing Status
/&~ Configuration Wizards

Registration Status: 44 Unregistered
1 License Authorization Status: 44 Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )
Export-Controlled Functionality: Not Allowed

SEos ¥ 2 ¥k 42 = USLICHEFRE{ 7} 2o|MlA Mo Hd4E A|=sIE2
H O|X|E Blo{L}X| OFAA|2.

11EHA|
O|M| Smart LicenseZE Al 35l0{ RV345P Series B REIE HMZXo 2 SE51 55|
OfF &fLCt.3lH S&0| ¥z o= 2E LU= L7 0] EAIE/LICLER Registration

Status(5Z A'Ef)7} Registered(SEE)Z E A|Z|1 License Authorization Status(2+0|
MA Hek 2o MEH)7F Authorized(THEN 2 E AIE/LICH

r
@ Registeration completed successfully

12EHAH|(ME AHED

2tO|MIA Of Registration Status(&5 &'Ef)of| CHet AEAIEH LIS E2{H Ot A Z2IH
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License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered '
|} Initial Registration 2019 11:01:37 (Succeed)

License Authorization Status: Authorized (4] Next Renewal Attempt: 2020 11:01:36
Registration Expire: 2020 10:55:01

Smart Account:

Virtual Account:

PID: RV340-K9
Export-Controlled Functionality: Allowed
- X7 85 — 0| B2 Elo|dAT SEE et AlZhS LIEHLICH
- Next Renewal Attempt — O 32 Bt E{7| EtO|HAE AAlStE{D AlEst= €t

AlZhE LIEFELICH

- S5 Bz — 0| P2 S50l Btz et AlZhE LHERHLICH

m
rr

13EHA|

License H|O|X|0| M Security-License & EN 7} Authorized(& 2IE)E E Ax|=X| 2 0/5f
L/Ct.Choose License(2tO| M A HEH) HHE S 2 2l6+0{ Security-License( 2 2 2O/ 44
)7t B ESEIGEX EolE =2 &L T

O| EtAHl0M E |7}

Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance

Enable # Name (Version) $ Description Count $
[C4 Security-License Anti Threat Services: IPS, AppID, Dynamic W -

Save and Authorize Cancel

14EHAH| (A=Y ALED
License State(2fO/4IA MENE MZ DXL 2FRE{0IM 2IO|MAE SE F|ASHEd
™ Smart Licensing ManagerActions(2 %) EELCI2 HFE 225t10 2y &52 M=
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Refresh License State

Smart Licensing MEHBQE Actions ~ ' o

Deregister

Bt 2E{of 2lo|MATL Qloo @ Ch2 MMo| BHAIE e
RV345P gt *E 2| ¥ HEE
245 £ 90 O|LHofl REE ¢ ZE{ZE A8 £+ USLICLTEE TWIL £ 0| 7|58
H& A2 5tedH 2to|MAE T elslof gLt E2l5t0d s Mo 2 EopZiLct,
1EHAH|
2l 7|8t REIB|E|0| 229015t 1 Eot > of&E2|F 0l Mof > ¥ TEjZIR MEEhL|Ct

Application Statistics

Client Statistics

3 Web Filtering
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Web Filtering

Web Filtering: ® On O Off

3EA

%7} olol2 e S8t

Web Filtering Policies

==

(J Policies
47|

Policy Name(&' % 0/5), Description(4'%) & Enable( & &/2f) & QletES U=IgfLIct

Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: 1

2t E{0{ A Content Fllterlng(._E._ﬂ M5 El 749 ZEIx ZE{2lo| H|E S

R F 7|15E SAlo| gdste = | FE Al .=|L—IEP Apply( H8)E Z2!sto{ Zixl
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QlEAE Mo TE|ZE 4455t Web Reputation(2l )
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Device Type EECHR SR0IM EEZE Mo AA/CHA S MEHEFLICHEH #Hofl StLt
O FMEt MEdE £~ Ql&LIct M2 31 Z&uct
- ANY — 2 E C|Hto|A0] HAE ME5tE{H 0| S MEFLICE
. FtHIEE — FHHIEkOd: 1P 22t FtHiehofl HAE &5t o] S M2 MEfgLCt
- AFE — AFE| M2 M52 o] M2 ML
. Game_Console — & 2&0 HMS M 85t2{™ 0| SMS MEHELICH
. Media_Player — O|C|0{ Z&i[0[ofo]| M2 S X 35l2{H O] SMS ME4FLICH
. 2HY — ZHY ClHEO| A0 HAE M52 Ol SMS MEHFFLICH
- VoIP — Voice over Internet Protocol C|HFO|A 0] ZHA S X &5t24 0| S M S MEHFL
Ct,
IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table|, Media_Player
Mobile
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I M(OS)E =g LICE.

. ANY — 2 E f89|0osdo H % MBerLIct.olZdol 7|2 gt LICt
. Android — Android OSO{|EF X2 S "—".% grlct

. BlackBerry — Blackberry OS0{|2F 2%

. Linux — Linux OSO0{|2t Hzis x—"rgifl-—l
. Mac_OS_X — Mac OSO{|BF X2 g xg5tL|C}.
. 7|EF — LILE|X| et 2 OSof| HAMZ M FL|Ct.
. Windows — Windows OS0{| H2g Mg&FL|C}.
. i0OS —i0S OSof|gt MM M

Application:

Application List Table

_n
a

E
o J

Category =
ANY
Android
BlackBerry
_ Linux
IP Group: Mac 0S. X
Other
Device Type: Windows
i0S
OS Type: ANY v
st
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Schedule: Always On v

A

+ (¢ W

O Type 2 Always On
ANYTIME
BUSINESS

EVENINGHOURS
WORKHOURS

= olo|Z22 F=FCt
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Web Filtering-Add/Edit Category Back

em—
Filte
Level

O High
O Moderate
® Low

QO Custom

ring Web Content

Adult/Mature Content

Business/Investment

lllegal/Questionable

+ 4+ + + +

IT Resources

O
O
O Entertainment
O
O
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Web Filtering-Add/Edit Category Back

Filtering "Web Content )
Level
0 Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O llegal/Questionable +
O Custom O IT Resources +
O Lifestyle/Culture +
O Other +
B Security +
\. J

12EHAH|(ME] AHE)

HE g 2Hx

Apply Back Restore to Default Categories
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Apply Back Restore to Default Categories Collapse

14EHAH|(MEY AHE)
7|82 HFZ E0}7}2{H Restore to Default Categories® 2 2!&fLIC}
Apply Bfack Restore to Default Categories Collapse
15EHA|
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Apply Cance
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URL Lookup:

Category: ==

Reputation Score: --

Status: ==
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)

17EH (M ALE)

ApplyE =gt

Apply Cance

18EHA|

An|aziolME 7o 2 XEStEd™ Copy/Save Configuration(Z1EZ|ZE0|AM S A}
/%{%) I O|X|2 0|& 35t 7HLt HO|X| & Etol| A X{% oto|Z S ZE=IELCt

=
19EHA|(M= ALE)

2 AFO|E = URLO| HIE{RIEILE AEHEIE K| 2OISHEIH 2 Hat XS AlSHat7
Lt SR ROlM A B2 QILICHREF S20f QAL RHEFEE HREETS HEYE T
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Ol o Mol M= www.facebook.comS ALE & &LICH.
= C f [nttps://www.facebook.com
i Apps BB Cisco Small Business
ol | Il | |, Access to the requested page has been blocked.
cisco Web page: https://www.facebook.com
Category: Social Network
Please click here 1if vou think there has been an error

OK
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- iPhone/iPad
- Android
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Cisco UmbrellaE & &235t09 XIM|5| YotE T AHEHE HEAMAIR . EX|7} ghaist B2 0
Z|| M AEHME =15t 07|0| A Umbrella Support 42 & QIS AAI2.
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Umbrella Accounttll 21918t & Dashboard 301X Admin > APl Keys& & 2/ LIC}H

Cisco Umbrella

Accounts

User Roles

Log Management

Authentication

Bypas

@ Ll AP Keys 0@ @

Token: Qreateq: ) A

Legacy Network Devices afd

4]

Documentation Our Legacy APIs Investigate

Read here to get authentication Some of our older legacy APIs Looking for information about the

set up for your first endpoint use a different authentication Investigate API? That APl is managed
queries, explore what you can mechanism than what you are separately.

do and search for any answers setting up here and have

you need. unique functions.

VIEW DOCS VIEW DOCS VIEW DOCS

API 7| 3IH BEXM(7|E API 7| 2 &)


https://umbrella.cisco.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages

1. APl 7| &7} - Umbrella APIQ} E7H At2EF M 7| MM AIRFEFLICE.
2. Additional Info(F 7 HE) - 0| 8tHo| HHXIE AL&3l04 ot 22/ 2 O|S & LCH
3. Token Wel(EZ &) - O]l AHAM BHE 2ZE 7|2 EZ0| Z&ELICH(Z|7F M8 E[H &

215))
4. XI# 2 - 2k Mpdo| =T} BHEAE Umbrella AbO|E o] M Aol chet &2 LI

28H

222 Atk @ ME|of M Add API Key(API 7| 37} HHES 2 2/5 7Lt Create API Key(
API 7| &) HEZ EE2IFLICt.E CF 22 7|52 &uCh

Umbrella

afuanley, AOTE
e csco AP *f\.’—'_"-:‘,"_ﬁ'o

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices API. The Legacy Network Devices APl generates a token used for
Integration with Cisco Wireless Lan Controller (WLC) Integrations and Integrated Services Router {ISR4K series)
integrations.

You have nol generaled any API keys yel

Documentation Our Legacy APIs Investigate

Umbrella Network Devices(Umbrella LIE |3 C|H}O|A)E MEHEE CIS Create(M )
.|§2 E.Elol-l__||:|._

= 14



\thn %i 1\( this APl do? (1]

@® Umbrella Network Devices
To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

Umbrella Reporting
Enables APl access to query for Security Events and traffic to specific Destinations

~
o

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

(2]

()

q

HEXHD 22 HAE HEJ|E W1 APl 2 API Secret Key2| 2 EZ0] Q= SA} o}0]
2 226l By ¢&lo| 7|18 FRECo SARMS S SelerL(Ch et #Hoil ShLbA H
LHS 9 API 7|18 Aol oo LtEol|l & xe = JL 5 Bllo|22 K[™EeLct.of
A< dlo|E 2 "Umbrella network devices key"&ILICH 27 CIS LIS of| A HAMAE
—’F— M't ‘P_“F_‘|°F fIxlo| HAE mdS HEELICH
© Wi AP Keys ® @

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices APl generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router

(ISR4K series) integrations.

Token: Created:
i v

Legacy Network Devices

< Ke: Created:
Umbrella Network Devices it A

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

—

|
&

(0 To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

Your Key: 64

Your Secret: 895

| Umbrella keys - Notepad - O X
File Edit Format View Help

Umbrella Network Devices Key - 64
Umbrella Secret Key - 895

5EA|

Umbrella AP/ 2f240{ A EQlgtS 2
g21gLct.

Rlof| S ArE

7|et HIY 7|E ot E ¢
£ &t2 8 CI2 Close HES

7|o] Al 27| &2l



-
O : To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

P

% f-—\

eck out the documentation for step by step instructions.

DELETE [ |

HIY 7|& 2A5tHLE =2 AX|5tH 0| 7|& AAMSH7| I3l
7|. o-I/\|_||:_|. l=l/kIE| 7o 7

Al
BAE A 7|18 AMK|SD UmbrellaZ E 53524

CHAl @15 slfof &f LT,

RV345P0{| A Umbrella 7+44

O|A| Umbrella®il M API 7| Mo 2 sl 7|8 7t RV345P0| MX|E = &
L|C}.
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RV345P EtRE{0| 21218t & AtO|=H} M0l M Security(2 2t >Umbrellag 22/
LICE.
LAN
Routing
RIENEL
VPN

) ®
Application Statistics
Client Statistics
Application Control
Web Filtering
Content Filtering

IP Source Guard

Y QoS

#~ Configuration Wizards

License

2EHA|

Umbrella APl 3}&4 5t 0| QU&LICH Enable(# A48} olgtg 2 2l6t0d
Umbrella& ?-E**o*irérﬂ A|&HEFL|C}.



Cisco Umbrella m

Advanced Configuration

SEA|(M™ ALY

2o 2 Block LAN DNS Queries(LAN DNS #Z| AFEF) A Xf7F MEHElL|CH 0| 23
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.DynDNS EE= NolPQt Z2 MHIAE AMB5=E 42 7|2 o8 xI™Y NAE
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Cisco Umbrella

L Searinad

5EH 7|

Getting Started & 2 =& LIC}.
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Enter Credentials

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.

8EHA|

CHS 30 2t B e =X S MR LICHNext(CHS) B 28| ELCH

Select An Organization

Organization Table

Name #

o (O (Cisco)

Cancel

9EHA|

RV345P0{ A 22 &8 EBfEof MEE YAMES MEELICLUR 2| ALEXtolA 7|&2
M2 SE& HHEIXIE MSELICH



Select Policies

Policies Table

& Name &

) (I? Default Policy )

10EHA|

At x|of 0|2 S &%5l04 Umbrella ET0A X|&AE 4 Ql&LICH x| Z2 320 M RV
345P-LabO|Et= Ol 2 X/H & LICH

Enter Device Info

Device Name:[[ RV345P-Lab D

(2]

11EHA|

CHS stHOME MEE UHE HQlstn 3oz 4r|M Yoo|EE MSELICH

geols =gt



Success

Register... Success

Associating policies... Success

ol

£ 3l Lict. O|A| Cisco UmbrellaZ EZEL|CEH ofL|H S AI22E10|E oKX E CHA| &
CISHE ™ Ciscoe= H|O|X|7} ZEEZ|= S A| 0|E &Qlst= O 2Rt & & AIO|IEE
OrEQISLICH o{7|E 22I8H7{LE 221X HIo| https://InternetBadGuys.comE 134
st|Ct
= .

UmbrellaZt SHI2H| 71 HEl B2 0l2F |ALSF 30| E A[FELICEH

e s @ sinkhole-umbrellagsco.com/cient ip Btypephish&utl=ug - @0 | Q semh L

Nmim
cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access fo the web site Not_Found has been blocked to prevent an altack on
your browser.

Malware protection has shiffed from the endpoint. deeper inta the network, in order to cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Security Business Group have jointly rolled out Umbrella protection for Cisco's corporate DNS infrastructure. This service will
block access to hosinames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, gpen a case providing the following information

» Text or screenshot of the corresponding debug information below
* Business justification for use of the websile

Block Reason: Umbrella DNS Block

| Date: July 26, 2018
| Time: 22:58:17
Host Requested: Not_Found
URL Requested: MNot_Found
| Client IP address: ¥
User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4, x84, rv:61,0) Gecko/20100101 Firefox/61.0
| Request Method: GET

7Iet 2ot &M

HEXZ XM o|HHA 70|22 &EUACH I HIERXT A ¢dZ3I0] +2717F HERXZ
off R HMAE AlLst= A0| Hedx|ALit?0] B2 ZHIP & MAC F4AE AF& 5104
2t E{0] I ¢1Zd8t 2 Q= SAE 2ES %E SHoF &FL|CH X|&2 RV34x Series
Router9] IP Source Guard 4 FMAHIM &2 = U&LICt

VPN M


https://internetbadguys.com/
https://internetbadguys.com/
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
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AnyConnect VPN2 0| Z4x| 1 8|0|M 7t0|=0f LEEl R U8t Cisco VPN X| 3 A& L[Ct
.TheGreenBow Z! Shrew SoftE& H|Z &+ EFAF EFAL EFAF A& 2 Ciscodll A K| H5HR| et&L

ChORE2 XA 82 ¥AS| T o] UCHT|AL 0]2|e] & =of CHEr X|#0| ERF F
< ¥ MELE[ol| X[2E E2lstoF &LCh.

VPN dHE A &5t x| of2 < 2E5to{ ChE MMo= o|SE + /U&LICH

VPN S}

detMoz DE CIRHE Y QB HAAE Sl ode] ZCH0|UEE X|steis
AR IP FAE EESH7| 2181 NAT(Network Address Translation)E X|¢4&fL|Ch 2Lt
PPTP(Point-to-Point Tunneling Protocol) 2! IPsec(Internet Protocol Security) VPN
NATE X[&5tX| &t &LICH0{7|H VPN THAA R TE A[ZHELICEH VPN Passthrough= O
et RE0| @ZEE VPN 22t0|HE M YEE VPN EEiEl0| O] 2t REHE SatstT
VPN QIEZQIE0| Y 4+ UL S st 715 ULICHVPN PassthroughE AH8 6HE
VPN Z2I0|HEN|M AlZHEl QIE{H S 2 PPTP & IPsec VPN2 S1t5t11 ¥4 VPN A
OlER0lofl HZT % USLICHO| 752 NATE |3t & 2t2E{old Ytxioz
stobg 4 QlaLich.

7|#XM9o 2 IPsec, PPTP 2! L2TP Passthrough7t & AstElL|Ct olef8t MH 2 B Lt
Z’85tE{™ VPN > VPN PassthroughS MEHEFL|CH L of et 2L 2 EL(Ct


https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VPN Status

VPN Passthrough

IPSec Passthrough: & Enable

IPSec Profiles
9 PPTP Passthrough: & Enable
Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN

Cisco AnyConnectE AtE35tH CtEot 242 048] 7+ X[ 0| 0|

A& LICH

1. M5t X|&52Q1 A4

2. K&l 2ot al = Al

3. ASA(Adaptive Security Appliance) E£= AE{ZE}O|X AZEQ[o{ 5 A|AH0M T
5 7ts

4. HEH Y RHA 75

5. &7 74

6. IPsec(Internet Protocol Security) 2! SSL(Secure Sockets Layer) 25 X|&

7. IKEv2.0(Internet Key Exchange version 2.0) Z2EZ X|H

RV345P0| M AnyConnect SSL VPN 74

18|

7|8t REZ|E[o HMAST VPN > SSL VPN ME4SHL|CE

VPN Status

IPSec Profiles

Site-to-Site

Client-to-Site

Teleworker VPN Client
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Cisco SSL VPN Serverg &4d3t5t24™ On(H7|) 2tC| HES =T LICH

SSL

stlist]ne _
i RV345P-RV345P

VPN

General Configuration Group Policies

Cisco SSL VPN Server: ® On QO Off
=+ HolEqo] X

1E-A|

. Client Domain Z2=0{ Z2I0|HE =02l O|§ 2 =& LICH.SSL VPN Z2I0|E0f F

EECH2 S 50iM Gateway Interface(|0|E 90| QIE{m[O|A)E MEHFLICIO| ZE&=
SSL VPN E{d2 Sall EeiZg MEste ol AFSEUCHLS M2 ChE&1 Z&LCh
\WAN1, WAN2, USB1, USB2

. Gateway Port(7|0|E9{l0| ZE) Z=0i SSL VPN HO|EHO|of| AIE|E ZE HEE

1~655352| H|0f| A I=dErL|Ct.

EEOR S50i M Certificate File(21& M Tt )S MEHFLICE 0| 21E A= SSL VPN E
H2 Sl HER A 2|AA0 HMASEAE AEXE QSELICLEEO R S50 = 7|
2 EM U 7tX2 QIE M7t ZEEuct

. Client Address Pool ZE0| 2CI0|HE FA E9|IP FAE =T LICI Ol E2 &4

VPN 2EH0IIE0f B EE 1P F40| 97t ELic

PZ4A HR7t 24 HERZ Q| IP F4F ARIX| f=X] FH gL

. EELCI2 S50{ A Client Netmask(Z2I0|1E SinotA3)E MENEHLICH

=

AlsHof t= =M@l ol & iLict

CEO0NHL EEo 230 HIHE EAE HAEE 9/275f |} 2CI0|HEI 2018

fotCh EA|Zl= HiL{ L] C},

Mandatory Gateway Settings

Gateway Interface: WWANT ~

Gateway Port:

2443
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ApplyE =gt

Apply Cancel

MEX Ho|EHol MY

1EHA|

du|agold dE2 M= Arg Lt

. 60~86400 ALO|2| & AlZt M|t 2t = B2 =24t o 7|ZH2 SSL VPN Al|M

Ol 7% &EIZ }X|=l= Alzho| ELICH

. Session Timeout ZE0] gt2 & tHIE2 LT LICLX|HE |F AlZt o|&F

TCP(Transmission Control Protocol) EE&=

UDP(User Datagram Protocol) M[A40] A|Zt
ZOE|E AZFILCH 2= 60~1209600 L

|CF.

. ClientDPD Timeout(ClientDPD A7t A|3t) E=01 0~36002| Z2t2 = CHe[2 U=ELICt

.0| Zt2 VPN E{=go| HENE & 2I5t7| 28] HELLO/ACK HIAIX|E F7|
E X|™EEL|ct o] 7|52 VPN E{do| % Zof M EAdslz|o{of ghL|Ct.

. GatewayDPD Timeout(#|O|E%{|0|DPD Al7t AM|EH) EE=0i 0~36002| /2 = HSZE &

=
248rLich.0l gt2 VPN Efd ol 4EE =0l5ty| 9IsH HELLO/ACK HIAIXIE F7|xo=2
&S F XGELICEO| 7IS2 VPN E{de| &% ZolM &8st x|o{oF &fLc,

. Keep Alive Z=0{ 0~6002] ZfS = HHQIZ =248t LIC} 0] 7|52 AFE 35 2t E 7}

34 QIE{L0] @1Z3E0] YUALICHVPN @4Z20] Z0iEl ZL ChAl AB5HEAT AT EL
=3

. Lease Duration(Z2/2 Z[zZh EE=o0i @1Z2E EH'ZQ| X|& AlZh(x)oll CHEr 22 /& EfL Ct

= 600~1209600 I L|C}.

 HERZE Sl & + A= WA 27|E HIO|E B2 A LICHYHIE

576~1406 I LIC}.
. Rekey Interval(7| MA™ 7+29) Z=of 2lgio] 2+ Azt 2 =g Lch 7| MAE™ 7|s
2 AME5tH MMo| FHE F SSL 7|18 AHHEAE &= JU&LchH 2= 0~43200 LCt

Optional Gateway Settings

Idle Timeout: | 3000 N sec. (Range: 60-86400)
Session Timeout: &0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout:| | 360 sec. (Range: 0-3600)

Keep Alive: 40 sec. (Range: 0-600)

Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 | bvtes (Range: 576-1408)
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Group Policies B2 £ 2§ LICH.

SSL VPN
Group Policies
2EHAH|
SSL VPN Group Table(SSL VPN 1 E{|0|£) ofzioll M 7} olo|g e =2
YAg Fobghct
SSL VPN

aroup Folcies

sSL VPN Group Table

o=

[J Policy Name =

0 SSLVPNDefaultPolicy

SSL VPN Group(SSL VPN 1&) E{|o|&g0i= C|H}I O]

0| A{ SSLVPNDefaultPolicy2t= O|§2| 3 Hmf 28 o
oM AMIste 712 FAL|ct.

OII

lod 28

ol ZEAIELICLES
U&LICECIHO|A

3EA|

1. Policy Name H=0] 7|2 2 X 0|§ & &HEL



2. MSE Z=oi 7|2 DNSe| IP FAE &g LICh7|2Xez of IP #AE 0|0 XS E

LICH.

3. (MBI ALE) XS E o 2= DNSC| IP F4E 2/2{gfLC}. 0l 7|2 DNS7} Aujfg
o

4. (MEd AbEh RMIZE ZEof 7| WINSO| IP FAS 2431},
2 FAES QBrLC

A
5. (MESALE) MSE EEo 2EX WINSS| IP
EH A

t2}) Description(Ad'3) EE=of 2o CHEt MBS 2/278fL/C.
SSLVPN Group Policy - Add/Edit

Basic Settings

r »
Policy Name: Group 1 Policy
Primary DNS: 192.168.1.1
Secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1
Secondary WINS{ | 192.168.1.2

Group policy with split tunnel

Description:

N /‘;J

4B A (M AHY)

VPN E{'dE MH35t7| /30 Microsoft MSIE(Internet Explorer) TS A| AHE &435}5
= 7

=
o BIC|2 HE S 28Ist0d IE Z5A| EH S MEfgLct. M2 o3 Z&Lch

- None(8i3) - EEI X0l M EEAI MEE MESHK| =8 HEFLICH

- Auto(XtS) - HER XM ZEA| dHE ASSE EHX|E &= J&LIc

- Bypass-local - 22} %{0i| A °._47=' MEXIN LEE ZEA| MHE REGHEE A8
Ct.

. Disabled(H|& &3}El) - MSIE ZSA| M HIE M3 &Lct.
|IE Proxy Settings
IE Proxy Policy: O None O Aute O Bypass-local
SEAH|(MEY AHE)
Split Tunneling Settings(AZ 3! E{d % M) o IA-I Enable Split Tunnellng(*
SEE ﬂ’éﬂ) 20I2t2 MEHslof 25

SEIE S HSELICFull Tunnellng._ EE EEHE.% 3'<_|—’F— L'_II:II-OIAE H |:+ 5
X EIAAR BIRE5H0] E HMA BRI ZAF HEKIE MAHELICE

1 rﬁ)



Split Tunneling Settings

' Enable Split Tunneling
6T AH|(ME AHE)

it
Lict,

ﬂIIO

% k=2
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i E2i
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my >

®

7EH

Trafic Q© Exclude Traffic

Split Network Table(L|E®{3 & E|0|E)0|A F7} ofo|2E Z2l5l0{ 2
of| & F7tgfLct.

Split Network Table
o=
O ps
8EHH|
M3 E 2=ol HEXHAL IP FAE =L

Split Tunneling Settings

& Enable Split Tunneling

Split Selection ® Include Trafic O Exclude Traffic
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Enable:

Group Name: Clients

Interface: WANT

IKE Authentication Method

® Pre-shared Key: seeee

Minimum Pre-shared Key Complexity: [0 Enable
Show Pre-shared Key: O Enable

O Certificate:
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Primary DNS Server: I 192.168.1.1 I

Secondary DNS Server

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: ({IP Address or Domain Name)
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Backup Server 3: {IP Address or Domain Name)
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User Groups

Status and Statistics

Adrministiration

User Groups Tabla
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Local Users

Local User Membership List
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O #%  UserName 5 Group * =
cisco admin
2 quest guest

* Should have at least one account in the ® admin® group
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User Accounts

Add User Account

Liser Name

Mew Password ~ weeee ( Range: 0 - 127 )
MNew Password Confirrm | seeeeees

Group VPN ¥
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Local Users

Local User Membership List

+F o &

O #% User Name = Group * =
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O 2 guest guest

O 3 Vpnuser VPN

* Should have at least one account in the " admin® group
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Remote Host
Host Mame or IP Address
192.168.75.113
Aurto Configuration ke config pull -
Local Host
Adapter Mode
Usze avifual adapter and assigned address -
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Address
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VPN Site Configuration
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VPN Site Configuration | 2% |
General | Client |Name Resalutian |Authenticati|:|n | =R
Firewall Options
MAT Trawersal ’enable - ]
MNAT Trawersal Fart 4300
keep-alive packet rate 15 Secs
IKE Fragmentation enable -
Maximum packet size 540 Bytes
Other Options
Enakle Dead Feer Detection
Enable ISAKMPF Failure Motifications
Enakle Client Login Banner
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| General | Client | Mame Fesolution | Authentication | =1

DNS WIS

V| Enahle DNS [¥] Ohktain Automatically

Serser Address #1

Serser Address #2
Serser Address #3
Serer Address #4
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OMS Suffix
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| General | Client | Mame Fesolution | Authentication | (=i I 4
OrE WM
V| Enahble WING Obtain Automatically
Serser Address #1
Serser Address #2
| Sae | | Cancel
5B

Authentication > Local Identity® & =|gFL|C}.

. Aldd 23-7| AlE{X} MEY
. 7| ID 2X¥9:RV345P0] +EE I8 ol S =dELICt
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| General | Client | Name Resolution | Authentication IE 4 L

Authentication Methad | Mutual PSK + XAuth -
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Save || Cancel |
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VPN Site Configuration

| General | Client | Name Resolution | Authentication E a]r]

Authentication Method | Mutual PSK + XAuth -

Local Identity| Remote Identity | Cradentials

Identification Type

Address Sting

a.lsa a discovered remote host address
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| Local Identity | Remote identity| Credentials

Server Cerificate Autority File
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VPN 5ite Configuration ﬁ

| Client | Mame Resalution | Authentication | Phase 1 | B 4| »

Froposal Parameters
Exchange Type laggressive v]
DH Exchange ’grl:uup 2 v]
Cipher Algarithm lautu v]
Cipher Key Length - | Bits
Hash Algorithm lautu v]
K.ey Life Time limit BB400 Secs
K.ey Life Data limit U Khytes
|| Enable Check Point Compatible Yendor 1D

[ SEnE ] | Cancel
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Het N ElF: RS
HMAC g 1EI&: At
PFS Exchange: At& o &
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VPN 5ite Configuration ﬂ

Marme Resalution | Authentication | Phase 1| Phase2 || 4| »

Froposal Parameters
Transfarm Algorithm lautu v]
Transfarm Key Length - | Bits
HMAC Algorithrn |auto v |
PFS Exchange ’disabled v]
Compress Algorithm ’disabled v]
key Life Time limit 3600 Secs
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'3 VPN Access Manager

. View Help

Add  Modify Delete
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#) VPN Connect - 102.168.75.113 i S

Connect | Metwark

config loaded for site "192 16875113

Credentials
Lsamame vpnUsar

Fazzword ssssssss

Connect Exat
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#) VPN Connect - 192.168.75.113 el S

Connect | Metwark

local id configurad -
remote id configured
pre-shared key configured
bringing up tunnel

netenrk dewdes configured
tunnel enabled

Credentials
Lsemame |vpnusear

Password
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LAN > VLAN Settings(VLAN &2 0|S & L|Ct.

Getting Started
Status and Statistics
Administration

System Configuration

Port Settings

(AN setings) @

Option 82 Settings
Static DHCP

802.1X Configuration
Router Advertisement
Routing

Firewall

VPN

Security
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VLAN Table
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e VLAN D2t siE 0/§& UZELICHVLAN ID H%l= 1~4093]L|Ct

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $# Name Routing Management IPv4 Address/Mask
01 VLAN1 (1] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VL AN200 0 0 e IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
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https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (£ w

Inter-

VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
O 1 VLANT1 (3] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 o IPv4 Address: 192.168.2.1 | 24

Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server

O Relay

5EA|

Z2to|8! IPv4 ATt IP Address ZEO| AtSS 2 A ELICEH O] SMHE MEHGH X
Mg £ QlaLlct o] oflolME MEUo| DHCPO| A& £ E 192.168.2.100-
192.168.2.149 IP FA7} YU&LICH192.168.2.1-192.168.2.99 2! 192.168.2.150-
192.168.2.2542 11 IP TA0| AFEE 4= Q&LLCt.

VLAN Table
+ £ W
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
0 1 VLANT1 (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e [IPv4 Address: | 192.168.2.1 /24 |
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
6EtA|

MEY ntAa3 ofgie| MEY DtAT I AISo 2 R BLICHHEs A2 ZeJl RIS
OS2 XA™ELICH

ol di2olME MEY 0fAFE 255.255.255.0 EE= /242 EL|C}H



VLAN Table

+ & 1y
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
0O 1 VLAN1 (i} 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4d Address: 192.168.2.1 | 24
ISubnetMask: 255.255.255.0 ]
DHCP Type: @ Disabled
O Server
O Relay
7EAH

1

DHCP (Dynamic Host Configuration Protocol) R &= MEEfLICICHE SM2 Ctsat &
&Lch

Disabled(H|& 443H) - VLANOIA DHCP IPv4 MHHE H|E % §+§. LICt.ol= EHAE &
7"01|A‘| HYELICHO| ALIZIR20ME 2E IP FAE =822 Fd5Hof 5t 25 &

2 L& Zdolo{of gLt

M- 74 REF ABSHE SHULIC

200

. Lease Time(ElA AlZ}) - 5~43,2002 2| AlZh Zt2 U=BrLICH 7222 14408 (24 Al2H

- ZrZ)duich

. Range Start and Range End(H?| A& L Q| B)- SHoZ & = U IP FA9

AE A E HRE U™FLICH

. DNS Server(DNS AH{) - DNS MHHE ZE A2 A 5tHL EECHR S50 A ISPOAM

MERSH|C}.
- WINS AHB{ - WINS MHH O|§2 =d&LICt.
- DHCP &4:

» 2M66-TFTP M2l IP ¢E =dgtLCt.
: 2M 150 - TFTP MH 2 |
: .=.A=I 67 - 8 1t 0|8

ﬂl|0 _IH1I

. 2l80] - ¥Z DHCP MY IPv4 A E ¢]245}04 DHCP Zigf[o] ofo|HEE M EL|Ct

Ol Ect 13 Zu|zefolELct.

VL AN200 0 0 o IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0

DHCP Type: O Disabled

O Relay

Lease Time: @ 1440 min.

Range Start: 192.168.2.100
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Assign VLANSs to ports

&

VLAN ID LAN1 LAN2

O

1 Untagged A Excluded v

Q ®

200 Excluded v Untagged

28H

OII

Edit(+&)E £2/5t04 LAN ZEo0| VLANE &%
CEF 2

&l Tz M™EE Tagged(Ei1),
Untagged(Ei1 &S) =& Excluded(XMQ/E)2 X|&EFLICH.

3
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0] oflofl A LAN10JAME VLAN 18 Ef1 @IS 22, VLAN 2002 NEcz x|™H#M&L]
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Ct.LAN22| B VLAN 12 Excluded(XM2[E)Z, VLAN 2002 Untagged(Ef1 §ig)E
EERaLct

Assign VLANSs to ports

&)

VLAN ID LAN1 LAN2

1 Untagged v Excluded

 ®|0O

200 Excluded v Untagged v
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Apply Cance
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LAN > Static DHCPZ O|S&fLIC}t.H35t 7| ofo|E 2 &=IELCt.

@ WAN Static DHCP Table
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https://www.cisco.com/c/ko_kr/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ko_kr/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

2EHA|

C|Hto|A0f CHEF A DHCP HE & F7tefLICH 0l oo & ClHtolATH ZEBIE{ILCH

Static DHCP Cancel

Static DHCP Table ~

+ZH &L
0O Name MAC address Static IPv4 Address Enabled

y | Printer 00:11:22:33:44:55 192.168.2.10 Enabled
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e- Status and Statistics

File Management

Reboot
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Generate CSR/Certificate® & 2!/&LIC}.CSR/2I1Z M A I 0|X|2 0|SELLCt.

Import Certificate... I Generate CSR/Certificate... l Show Built-in 3rd-Party CA Certificates...

3EAH
gxtol ChES Y=FLICH

PN EH

rot
ro

ESES| M S M=
o REA| M Q1B M — RbAI| 2 A RH7F A EH SSL(Secure Socket Layer) 215 A
L[t Ol QIB M= AZIE = eisLICt 7HRl 7|7t 3ZAKtol| olal EeotEl A<

|&e = gi&Lo.
» Certified Signing Request — PKI(Public Key Infrastructure)2 A C|X|& ID 2l
EME &IHst7| /el 18 Z[gtoll S ELICHIHR! 7(7}F BIEE /X222 &t
M MBECH tErLICEH
. Certificate Name ZE0f Q15X O|EE Q24510 Q™HE A|HELICH 0| ZEE ZHH0|7H
L} S S~ EXHE ZEE £ gLt
- (M4 ALE) Subject Alternative Name(F 4| CHA| 0|F) FHoM EIC|2 HES =g L
ChEM2 Ch2at Z &L
cIP FA QB Z2EZ(IP) FAE =2 LICH
> FQDN — FQDN(&ET#&H=l T 0| @!
- O|HY — O|HY FAE A=iTLICH

4»-

T

. Subject Alternative Name Z=0{ FQDN2 /= :
. Country Name(=7} 0|§) E&CIR2 S50lM ?atel =Z/o| gHMoz S5 F7t 0
52 MEiELIC.
- State or Province Name(ST) E=0| ZZ|0| /= F, &, x| EE= X[ 2| O|F0|Lt 2f o]
E =gLct
Z 20| SEE|7{Lt Locality Name(F/2/Al) EEO| U= F/12/A2] O|ES =ELICE

AMGHM7t HHo 2 SHE O|§2 UYL ATVIY Ee HE ARKAE S5t 8%
Organization Name ZE0i 215 AM LEXI2| O|F2 UM LICLES BXt= MEE =
dgLct

- ZE| 2| o|F EEoi |2 Ystod =& LHe| B ME FEFLICH
=o olais

. Common Name ZE=0] O|F2 ZELICE.O| O|F2 QIBEME AtE5t= & MO|ES| ™
T&tE =02l o|Folofof & LIC.

. |’<A-|E AHA—|°|.E;|‘— |.EI-O| o||].||o| =AE oIE#%I-L_||:|._

. Key Encryption Length EECH2 S50 7| Z0|& MEHFLICLS M2 512, 1024 &
2048LCt 7| Ho|7t 25 2IB Mol Eoto| ZEHELICEH

- Valid Duration EE0{| QIEM7t &8t & =& YT LICHY|2 82 360 LCt.

- GenerateE #2|#fL|Ct.



© rvassp-rvasse »

Certificate O -

Generate CSR/Certificate

/" ™
Type: Self-Signing Certificate v
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms

O IPAddress ® FQDN O Email

Country Name(C): US - United States v
State or Province Name(ST):| | Wisconsin

Locality Mame(L): Oconomowoc o
Organization Name(Q): Cisco

Organization Unit Name(OU) Cisco Business

Common NMame{CN): cisco.com

Email Address(E): @cisco.com

Key Encryption Length: 2048 v

Valid Duration: \ 360 j:iay:i (Range: 1-10950, Default: 360)

Certificate Table A
O Index = Certificate s UsedBy + Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G == e
To 2023-Apr-04, 00:00:00 GMT

O 3 Rauter - Local ... CiscoTest-... From 2020-Cct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = e

To 2021-Nov-14, 00:00:00 GMT

Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...




O|X| RV345P EtE{0| 1B ME M dF&LICtH
CIEM LHELHZ|
=

S M EHOIEM LHEH Q1B Mol 2felets MEdst 1 LHELHZ| otol22 Z=lghLct.

Certificate Table ~
O Index $ Certificate + UsedBy = Type s Signed By + Duration % Details Action
O Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_
To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

o 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

M 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 G E

1
]
o To 2021-Nov-14, 00:00:00 GMT e

28|

RIEME UHELHE{H HAlg =L ct M2 O 2 &Lt
» PKCS #12 — PKCS(Public Key Cryptography Standards) #122 .p12 =& X}
EMSEle HEH QUSMHULICLUHELHZ], 7tH7| & AfXEl= g ES
St7| 2l TtUES = 38tote{ =7 e Lct
» PEM — PEM(Privacy Enhanced Mail)2 M2 &1t Z2 7
E A835tod 7 12 = U= TIO|HE Hete = UL S & Mol Rt AFE
=(L|c}.
. PEMS MEfst 2 Export(LIELH7)E S 2|EL|C.
. Enter Password(H|Z/t13 2/29) Zlcof LHEW e 235 517] QI8 H|UHS S ¢l24st
L|CH.
- Confirm Password 2E=0i H[ZHZ E CtA| I=3ErLCY.
- Select Destination(CH& 418H) 2340i| A PC7t MEHE[JISH R AL 7tSEt e S
Meduct,
- Export(LHELHZ])E =g ct.

Export Certificate

® Export as PKCSH12 format

Enter Password | sesesees

Confirm Password | sseeeee

O Export as PEM format



CIRRE7 MBS S 2dele HAIX|I7L CH22E HE ofgfol LIEHLICH 22t Ko
M ool ChRZEg|7| AEHEFLICt gele 88 gtLCt.

Information

o Success

O|X| RV345P Series 2t RE{0|A Q1B ME HSXo 2 LIERH0o{0F & LICH.

CIEM 7IK 27|
1EHA|

Import Certificate..(21&M 7tX27|...) 8 F2&LICt.

Certificate Table ~
T
O Index = Certificate + UsedBy 5 Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _t_

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 Gl E _!;
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... J Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

28|

2E20|M 7tME QB Ao RS MEHEtLICL M Ch2 T Z ALt
- 2Z QB A — ZIRE{0IA AT QIF A,

CA QIBEM — AIZIE £ )l METHE| 7|0l M QIS EH QIS MEM QI Ao
Z3tE ME Tl Metatg =olsa Lt

L-AAHKH

» PKCS #12 Encoded It 2 — PKCS(Public Key Cryptography Standards)
#122 MH QB ME MYt SALIch

. Certificate Name(21& M 0|&) HE=0f /5 A O|§2 =g LCt.



. PKCS #12& ME4SH 42 Import Password ZE0f It o H|ZHS E =dgiL|ct o™
X| eto™ 3EAH 2 7‘*L‘|E" L|C}.
. QIBME 71X 22{H AAE E2|FLICLSMH2 ChS Z &Lt
s PCO|IAM 72 7|
» USBM|IM 7tXK{ 27|

. 2tE{0fA USB E2}0|E E & X|6F K| 25 Import from USB(USBUIM 7K 27() S 4
O| g|Mo 2 E A|E/LICE

- Import From USB(USBMIAM 7tXK{27()& MEAR =0 2t RE{0H USBE QIAISHK| 25t
£ B2 Refresh(MZ &) E Z2I&LICt

. Choose File(Tt ME) HE S 225t MM oS MESFHLICE

. Upload(¥Z2E)E 2/&LiCt

Certificate (3] Cancel

Import Certificate

Type: PKCSH#12 encoded file v
Certificate Name:| cisco o

Import Password

Upload certificate file

® Import From PC

9 TestCACertificate

Import From USB C

MBSIH AFsS 22 7|2 Certificate I O|X|2 O|SEHLICH QIS M E|O|E0| =204 7}
2 OlEZ ME A EILCE

Certificate Table ~
)
O Index 5 Certificate ¥ UsedBy  Type s Signed By = Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _!‘_

To 2042-Jul-05, 00:00:00 GMT

0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G == o
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 G E _‘!;
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM
To 2021-Nov-14, 00:00:00 GMT

[i=+
-/

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...
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https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html
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CiscoBusiness-Setup
* Secured

v/ Connect automatically

Airplane mode

HMA ZRIETF M2 70| ol B, Wi-Fi Mol ZAIE CiscoBusiness-Setup
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CiscoBusiness-Setup
Secured

Enter the network security key




& f_leantusmess—Setup

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this

network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes

CiscoBusiness-Setup SSIDM|= 5tLt2| C|HFO|ARH Q48" 4=
A7 HAAS AT stH HAZAE = i&aLICh.SSIDof| 1@ E =
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2 Internet Explorer, Firefox, Chrome EE= Safarit 22 2 HEI*XE HLIChF
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casco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.
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el Giseo Business Wireless 140AC Access Point

CISCO

1 Set Up Your PrimaeyAP

Primary AP Name | Test

Country United States (US) v © 9
Date & Time  04/09/2021 M 9117 9
Timezone Central Time (US and Canada) - © o

Mesh () © 6

HAlE HA HERIE dYsttdis Bt Egstsior ELICH7[EMe 2 HIg s
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Next(Ct=)& =8t

2 Create Your Wireless Network
v

Network Name = CBWWilan eo
Security | WPA2 > ee

Passphrase | eesesese ee
Confirm Passphrase | eeseesse 0

@Show Passphrase ) e
Back l Next ' e

WPA2(Wi-Fi Protected Access) HH™ 2(WPA2)= $4A Wi-Fi 2ot & IL|Ct.

9L A|

Mg &olsta ApplyE &=8rLch.

ciflranfn. g >y v — - — = e -
cisco Cisco Business Wireless 140AC Access Point

Please confirm the configurations and Apply

1 Primary AP Settings
Usermame Admin
Primary AP Name  Test
Country  United States (US)
Date & Time 04/09/2021 9:14:16
Timezone Central Time (US and Canada)
Mesh No
MManagement IP Address DHCP assigned IP Address

2 Wireless Network Settings

Metwork Name Test123
Security WPAZ2 Personal
Passphrase: *%*%*x

~—
Back ' Apply ’

10EHA|



Sect.
Cancel

Z8|sto] ¥ ME¢
Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard
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Secured

+/ Connect automatically
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Mobile
Airplane mode hotspot
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alaln

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco

re reg ks or fr of Cisco Sy , Inc. and/or its affiliates in
the United States and certain other countries. Al third party trademarks are the property of
their respective owners.
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asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name
and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.

15EHA|

AP2| &l Ul HO|X|of| HMAE &= U&LICE.

sl fuailis 1)
© U o buiness Wisiess oA Accsspomt b @ B =
ﬂ Monitonng
n
_ ?
Network Summaary o
ACCESS POINTS = CLEENTS

BT LPlabCHL

LI L A T LA




M4 X HE

SH7t s B2 S &

o
ILLL

FO|

2lst M AL,

mo
_[lok
[e]]]

. 2HI2 SSID(Service Set Identifier)7F MEIZ|A=X| & QIEtLICH M HIE =0 CHEH A
Mt o|F LCt.

. DHY 4 £ = BE ol CHEF VPNO| S BE&LICHZHIY MH|A SZXH7F AL A7t
X RS = U= VPN ¢IZAE|0] /2 = JU&LICHEE E01 Google FiE AH|A
MSAE AH8 3= Android(El A 3) Zoi= 23! 10| AHS Y4Zst= LIRS VPNO| &

Il
e
L=}
ok
=
n

LICE7|2 APE H2e{H 0] 7|s 2 HIEHE 2

- 7|2 APOI| https://<7|& AP2| IP FA>2 2018t L|C}

. 7| Mg & F0oll= ciscobusiness.ciscool E 11 X| ofL|H @ HELRX{ol| IP F&
£ U™E K| o4F 0| https://7t AEEIEX| E st MAI2 DHol e, ME =22l S
A8Et ZJ0|2 2 HFE7} hitp/S 2 AHE YUE = &L

- APE AtE8tE S ®l Ul = HElRX EXMo| HMAStE O 20| HIE5 ¢ B2t
(0] B Firefox)0l|l A Open(&7I) M+ & &=I5t1 Help(= & &) > Troubleshooting
Information(EA| 12 HE)2Z 0|58 CIS Firefox {2 12g S2|8HLCH

2 UIE AF235101 CBW142ACM HIA| 2JAHIE 34

O| HIER{3 dEE gt & AEBXIol= HAl & 7|2 F7tstE EHLCH

=g

o
>
m

r

e |

7182

fIxlel Holl F He| HA| HET|E AZELICHZ HIA|
LICF.

I 2| MAC

o 7ok
J
i
i
1]

2HH|
HIAl AABICH7 2 RIE 7tK| 108 HE ZIcHRILICH

3EHA|

ok

2 HEt K o] 7|2 HMA ZOIEAP) IP FAE Q2
7|2 APOf| M| ABHL|CE.

FLICH Login(222l)2 225104



Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

Co)
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X

Authentication Required

®

https://
Wireless”

is requesting your username and password. The site says: "Cisco Business

User Name: | h ‘
Password: )

o 9 Cancel
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Wireless Settings(F4 %) > Mesh(HA)E O|SELICH HAZL &3t |R=X]
grLich ApplyE ={8Lict.
e .'cl|'s'éloh Cisco Business Wireless 140AC Access Point A @ z 'u'
*R Monitoring

? Q

i‘.‘k Wireless Settings

N WLANs Mesh

% Access Points
& WLAN Users
& Guest WLANs

’

ﬁ- Management

-‘a Advanced

To add Mesh Extenders to the system, click
Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access

Mesh Backhaul RRM
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Wireless Settings(FM A%) > WLAN Users(WLAN At&X%}) > Local MAC
Addresses(2Z MAC £4)Z O|SglLICt Add MAC Address& &2|gtLCt.

e ]
o e 'c||slc|°' Cisco Business Wireless 140AC Access Point A ® = &
@@ Monitoring
¥ (Wireless Settings ?2 Q
N WLANSs 1 WLAN Users
% Access Points
)
% Guest WLANs (3
& DHCP Server WLAN Users (Local MAC Addresses) (2]
% Mesh
Search
M- Management (4] ©
Refresh Number of Blacklist:0 Number of Whitelist:2
< Advanced Ve
Action MAC Address Type Profile Name Description
 x 68:ca:e4:6e:15:58 AllowList Any WLAN/RLAN CBW142 Mesh Extender
@ % a4:53:0e:1f:e4:88 AllowList Any WLAN/RLAN CBW140AC-e488
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Add MAC Address

MAC Address ( 68:ca:e4-6:15:38 ) o

Description (CBWMZ Mesh Extendeae 9

ype (O Block st ® Allow list ) €))
Profile Name (Any WLAN/RLAN v) o
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Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC

ayvs, 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021

Timezone San jose

Country Multiple Countries - US

Management |IF Address 10.10.10.7

Memory Usage 63%

Max Access Points Supported 50
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AP Information

Primary AP Name
Model

Serial Number

CBW140AC-B

@nware Version

10.0.251.24 )

Up Time

Primary AP Time
Timezone

Country

Management IP Address

Memory Usage

5 days, 1 hour, 57 minutes
Sun Mar 29 16:50:26 2020
Central Time (US and Canada)
US - United States
192.168.1.125

55%

Max Access Points Supported 50
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@ Time
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Advanced
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Software Update
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Transfer Mode  TFTP v

IP Address(IPv4)/Name * 172.16.1.35
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Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP
TFTP
Last Software Check
SFTP
Latest Software Release (Cisco.com )
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Transfer Mode  Cisco.com v
Automatically Check For Updates CEnabled v)
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Software update is
available for your
Cisco Business
Wireless AP/APs on
cisco.com

Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled e
Last Software Check |ERIMaE27 1044292020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 9 (?)
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Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ g

7EHA
AT EQo] UC|0|EE H %524 Update(C|o|E)E E=/8fLIC
Transfer Mode Cisco.com v
Automatically Check For Updates  Enabled v \

Latest Software Release

Recommended Software Release
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Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated
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- WLAN ID - WLANS| 15 {1EH
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. Enable(&43}) - WLANO| 2t 535t24M O] MHE AFESH= S At oF gFLCt.

- Radio Policy(F4 &) - et o 2 AIEF)E | X[6+04 2.4GHz & 5GHz 22t0[|E

7t HES|Fo HMAE = UEF EFLICH
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ApplyE &=grct.

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN 1D | 2 v o
Type  WLAN v 9

Profile Name * Engineering

SSID * Engineering e

WLANs with same S5ID can be configured, unless
coate @)

layer-2 security settings are different.
Radio Policy ALL v |

Broadcast 551D ()
Local Profiling (2]
3EHA
WLAN Security 42 2 O|S gtL|C}.

Ol oAM= Che M0l 7|E2dte =z HA &L
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gdstE o
M5l dEElof

HAE HESZ, Captive Network Assistant 2! MAC FilteringO| HI
: el 2 ChS Mlddod &t

SLICHAHAE HERT M&of CHE RHAIEH LIS
of & &4 Al0| Wi-Fi Protected Access 2 -
Fi Protected Access 22 L}EFHL|CH

Ct.
- WPA2 Personal - PSK(Pre-Shared Key) S
ASCII.O| &M PSK(Pre-Shared Key)7} &= Wi-
WPA2 Personal2 PSK 2152 AtE5t0{ U ERXIE B35 5= Ol AASEl= B LCt
.PSKE 7|2 AP, WLAN E¢oF Ma al Zalo|HEAM Zr2 - E LT WPA2
Personal2 HES|F M 215 MHE AtE5tX| et&LCt.
Passphrase Format - ASCIIZ} 7|22t 2 | X|ELCt
O AlLt2|20|M= CHE HEE U™R&LIC
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ApplyE &

Traffic Shaping Scheduling

General WLAN Security VLAN & Firewall

Guest Network

Captive Network Assistant

(2]

MAC Filtering
Security Type WPA2 Personal v
Passphrase Format ASCII

Passphrase *  VerySecure

©0

Confirm Passphrase *  VerySecure

0 Show Passphrase

Password Expiry 0
o @
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Wireless Settings
Y 2 WLANS

& WLAN Users

& Guest WLANs

¥ Mesh Add new WLAN/RLAN

ﬁ- Management Action Active Type Name ssip Security Polley Radio Policy
3 @z x Enabled WLAN Personal(WPAZ) ALL
=n Advanced

)z x Enabled WLAN Engineering Enginesring Personal(WPA2) ALL

Hdsted= CHE WLANOI CHal O] EHAIE ErSfLICH
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£ M WLAN(Local Area Network)2 Wireless Settings(5 A7) > WLANs(WLAN)Z
O|S35to{ MME 4+ U&LIC a3 Ch2 Add new WLAN/RLAN(Af WLAN/RLAN =7}
)& MEHEFLICH
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) ) e CIISCID Cisco Business Wireless 140AC Access Point
Monitoring
1
Wireless Settings

2
N WLANSs
o : : :
< Access Points N Active WLANs IR 2. Active RLANs [l
& WLAN Users
& Guest WLANs (3)
et Add new WLAN/RLAN |
Action Active| Type Mame| SS5ID Security Policy| Radio Policy
*o Management @ x Enabled WLAN EZ1K EZ1K Personal(WPA2) ALL
@ x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open N/A

-'A Advanced
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Add

new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN

Type

Profile

531D *

D 2 v o
WLAN v 9

Mame * CBWGuest

©

WLANs with same 55ID can be configured, unless
layer-2 security settings are different.

CBWGueast

Enable ()

Radio

Policy | ALL v 9

Broadcast 551D ()

Local Profiling (2]
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Edit WLAN

General WLAN Security  VLAN & Firewall Traffic Shaping

Scheduling

WLANID

Type WLAN
Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy | ALL r 9

Broadcast 551D ()
Local Profiling () (]
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WLAN ID
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Profile Name * | MAP
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General ~ WLAN Security ~ VLAN & Firewall

QoS

Per-client downstream bandwidth limit

Per-BS5ID downstream bandwidth limit

Per-WLAN downstream bandwidth limit

Per-client upstream bandwidth limit

Per-BSSID upstream bandwidth limit

Per-WLAN upstream bandwidth limit

Fastlane

Application Visibility Control

AVC Profile

Add Rule

Action S.L No. Application

Traffic Shaping ~ Scheduling

Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps

No 1 2 E 4 s 3 7 8
limit
No 1 2 E 4 s 5 7 8
limit
No 1 2 z 4 s 5 7 2
limit
No 1 2 E 4 s 3 7 2
limit
No 1 z 3 4 s 3 7 8
limit
No 1 2 E 4 s 3 7 8
limit
Disabled v

Enabling Fastiane will update QoS value to platinum.

Disabled v

MAP

Action

Maximum
500
Maximum
500
Maximum
0o
Maximum
0o
Maximum

500

Maximum
s00

Average Rate

Burst Rate
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Disabled
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AVC Profile (Enabled

Add Rule
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Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?
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Edit WLAN

General WLAN Security VLAMN & Firewall Traffic Shaping Scheduling

WLAN ID v
Type BUEAN v
Profile Name " EZ1K

551D * | EZK

WLAMNs with same 5510 can be configured, unless
layer-2 security settings are different.

Enable ‘:)

Radio Policy ALL A 7]

Broadcast 551D ()

Local Profiling@
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Edit WLAN
Traffic Shaping Scheduling

WLAN & Firewall

General WLAN Security

WLAN ID

Type DUEAHN

Profile Name EZ1K

EZ1K

S5ID *
WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()
L)

Radio Policy | ALL

Broadcast 551D ()
Local Profiling () (2]
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https://www.cisco.com/c/ko_kr/support/wireless/business-142acm-mesh-extender/model.html

	총 네트워크 구성:웹 UI를 사용하는 RV345P 및 Cisco Business Wireless
	목표
	목차
	토폴로지
	소개
	적용 가능한 디바이스 | 소프트웨어 버전

	사전 요구 사항
	라우터 준비
	Cisco.com 계정 가져오기
	1단계
	2단계


	RV345P 라우터 구성
	RV345P Out of the Box
	1단계
	2단계
	3단계
	4단계
	5단계

	라우터 설정
	1단계
	2단계
	3단계
	4단계
	5단계

	인터넷 연결 문제 해결
	초기 컨피그레이션
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계

	필요한 경우 IP 주소 수정(선택 사항)
	1단계
	2단계
	3단계
	4단계(선택 사항)

	필요한 경우 펌웨어 업그레이드
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계

	RV345P Series 라우터에서 자동 업데이트 구성
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계


	보안 옵션
	RV 보안 라이센스(선택 사항)
	Smart Account 소개
	Smart Account 생성
	RV 보안 라이센스 구입
	라이센스가 Smart Account에 있는지 확인
	RV345P Series 라우터에서 RV 보안 라이센스 구성
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계(선택 사항)
	8단계
	9단계
	10단계
	11단계
	12단계(선택 사항)
	13단계
	14단계(선택 사항)

	RV345P 라우터의 웹 필터링
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계
	11단계
	12단계(선택 사항)
	13단계(선택 사항)
	14단계(선택 사항)
	15단계
	16단계(선택 사항)
	17단계(선택 사항)
	18단계
	19단계(선택 사항)
	문제 해결
	스크린샷

	Umbrella RV Branch 라이센스(선택 사항)
	1단계
	2단계
	3단계
	4단계
	5단계
	RV345P에서 Umbrella 구성
	1단계
	2단계
	3단계(선택 사항)
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계 
	11단계
	확인

	기타 보안 옵션

	VPN 옵션
	VPN 통과
	AnyConnect VPN
	RV345P에서 AnyConnect SSL VPN 구성
	1단계
	2단계
	필수 게이트웨이 설정
	1단계
	2단계
	선택적 게이트웨이 설정
	1단계
	2단계
	그룹 정책 구성
	1단계
	2단계
	3단계
	4단계(선택 사항)
	5단계(선택 사항)
	6단계(선택 사항)
	7단계
	8단계
	9단계
	10단계
	AnyConnect 모빌리티 클라이언트
	구매 라이센스
	클라이언트 정보
	AnyConnect VPN 연결 확인
	1단계
	2단계
	3단계
	4단계

	Shrew 소프트 VPN
	RV345P Series 라우터에서 Shrew 소프트 구성
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계
	11단계
	12단계
	13단계
	14단계
	15단계
	shrew Soft VPN 클라이언트 구성
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계
	11단계
	12단계
	13단계

	기타 VPN 옵션

	RV345P 라우터의 보충 구성
	VLAN 구성(선택 사항)
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계

	포트에 VLAN 할당(선택 사항)
	1단계
	2단계
	3단계

	고정 IP 추가(선택 사항)
	1단계
	2단계

	인증서 관리(선택 사항)
	CSR/인증서 생성
	1단계
	2단계
	3단계
	인증서 내보내기
	1단계
	2단계
	3단계
	인증서 가져오기
	1단계
	2단계

	동글 및 RV345P Series 라우터를 사용하여 모바일 네트워크 구성(선택 사항)

	CBW140AC 구성
	CBW140AC 발신
	웹 UI에서 140AC 기본 무선 액세스 포인트 설정
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계
	11단계
	12단계
	13단계
	14단계
	15단계


	무선 문제 해결 팁
	웹 UI를 사용하여 CBW142ACM 메시 익스텐더 구성
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계

	웹 UI를 사용하여 소프트웨어 확인 및 업데이트
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계

	웹 UI에서 WLAN 생성
	1단계
	2단계
	3단계
	4단계
	5단계

	선택적 무선 구성
	웹 UI를 사용하여 게스트 WLAN 생성(선택 사항)
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계

	웹 UI를 사용하여 애플리케이션 프로파일링(선택 사항)
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계
	11단계
	12단계

	웹 UI를 사용하여 클라이언트 프로파일링(선택 사항)
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계

	결론



