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SSH(Secure Shell)= §78 HE {3 ClHto|Aof CHEt 2ot ¢4 AZES x1|g—3 EZZEZEQLCE
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A2 5101 A—IEJL}EI =232 AE35H0d CLI(Command Line Interface)E S8l A{I%IE 7 HE ¢
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User Name:cisco
Password : **** sk k

ﬁ'ﬂ:%‘%‘% AQ(x|o| Hefet Do et EetE o+ A&LICHol ofolME EHE S8l SG350X
A QR0 HAM[AFFLICEH

27| A2|X[2| Privileged EXEC 2 E0{| M CH& & 23504 Global Configuration EEZ S0{ZFL
Ct.


https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4982
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SGE50X(confi g)#ip ssh-client

SG350X#configure

SG350X(config #ip ssh-client server authentication
SG350X(config)#
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SG&350X(confi g)#ip ssh-client source-interface [interface-id]
- interface-id - &4 QIE{H|0|AE XIHELICH

SG35@X#configure
SG350X(config)#ip ssh-client server authentication

SG350X(config #ip ssh-client source-interface vlan 20
SG350X(config)#

#1:0] of|ofl M AA QE{H| O|AE VLAN 20/ LC}.
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SG350X(confi g) #ipvé ssh-client source-interface [interface-id]
. interface-id — &A 9IE{H|O|AE K|&EHL|CE.
#1:0| ofolME AA IPVv6 TATF FMEIXK| k& LICH
B6EtA. AlZ|E £ 2l= AMHB{E Trusted Remote SSH Server Table0d| F7}5t2{M Cf=2 248t

SG350X(confi g)#ip ssh-client server fingerprint [host | ip-address] [fingerprint]
of7HH = CtSot Z&LICh

- host - SSH A{tH2| DNS(Domain Name Server) 0|8 lL|C}.
. ip-address - SSH ME{2| FAE X|HEILICEHIP FAE IPV4, IPV6 EEE IPV6z TAY = Q&L
Ct.
- fingerprint - SSH Mt 37l 7|2| X|Z (16 %l 32Kl).
SG350X#configure
SG350X(config)#ip ssh-client server authentication

SG350X(config)#ip ssh-client source-interface vlan 20
SG350X(config)#$00.1 76:0d:00:12:7f:30:09:d3:18:04:df:77:c8:8e:51:a8
SG350X(config)#

#1:0| oflof M HEH IP FAE 192.168.100.10| 1 AFHE
76:0d:a0:12:7f:30:09:d3:18:04:df:77:¢c8:8¢e:51:a8 2! L|C}.
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S&50X(config)#

SG350X#configure
[SG350X(config)#ip ssh-client server authentication
(SG350X(config)#ip ssh-client source-interface vlan 20

[SG350X(config)#son 1 76:0d:00:12:71:30:09:d3:18:04:df:77:c8:8e:51:a8
[SG35@0X(config) fexit
SG350X#
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SG350X#show ip ssh-client server [host | ip-address]
o7 = ChS ot 2 &Lt

- host - SSH ME{2| DNS(Domain Name Server) O|& &{L|C}.
. ip-address - SSH MH{2| TAE X|HEILICLIP TAE IPv4, IPv6 EE= IPvez T4 £ QlaL
Ct.

SG35@X(confin#exit

SG350X 'show ip ssh-client server 192.168.100.1
SSH Server Autnentication 1S thaplLed

Server address : 192.168.100.1
Server Key Fingerprint : 76:0d:00:12:7f:30:09:d3:18:04:df:77:c8:8e:51:a8

SG350X#

2t 1:0| dloME MH IP =4 192.168.100.12 &l248FL|C}.
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SG&350X#copy running-config startup-config

1SG350X fcopy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N]

10EHA|. (MEH AFE Overwrite file [startup-config]... ZIZEAM YE F27{LI N& F|IEE0M 5
LCt ZEZ EJt LIEHELICH.

[SG35@X#copy running-config startup-confiag
Overwrite file [startup-config].... (Y/N)[N] ?Y
£L-D€p-LUL( 0410918 AUFT-L-FLILELFY: r1Les Lopy - source URL running-config des

tination URL flash://system/configuration/startup-config
22-Sep-2017 04:09:20 %COPY-N-TRAP: The copy operation was completed successfully

SG350X#
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