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https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-350-series-managed-switches/smb5334-configure-remote-authentication-dial-in-user-service-radius.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb5097-configure-a-vlan-on-a-switch.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4986-vlan-configuration-via-cli-on-300-500-series-managed-switche.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-350-series-managed-switches/smb5411-configure-port-to-virtual-local-area-network-vlan-settings-o.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5653-configure-port-to-vlan-interface-settings-on-a-switch-throug.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-500-series-stackable-managed-switches/smb2652-configuration-of-802-1x-properties-on-sx500-series-stackable.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5090-configure-time-range-settings-on-a-switch.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-250-series-smart-switches/smb3202-configure-8021x-port-authentication-setting-on-a-switch.html
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SG&350x(confi g) #dot x1 system aut h-contr ol

S5G35@0X#configure

56358X(config)i dotlx system-auth-control
SG350X(config)#

ATHA|. (ME A AL2[R|0]M 802.1x 215 E MM = HIF HEtsted™ ChE 2 L= LITH

SG350x(config)#no dotx1 system auth-control
&3 HIgMHstE < 802.1X, MAC 7|8t & ¢ 7|8t 1= 0| H|& g5t ELct.
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- radius none — RADIUS M| =20 2 HX{ X E 9T E s LICH M7 CI2E Bt
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SR ELCt o|Xo| 7|& elE L ct.
- none — AL XAHE QIBSHK| et MME 58 &L CH.

5G35@X#configure
SG35@X(config)#dotix svstem-auth-contral

S5G350X(config)i aaa authentication dotlx default radius
SG350X{config)#
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SG350X(confi g)#no aaa aut hentication dotlx default
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SG350X(config)#interface vlan [vlan-id]

. vlan-id — +44& VLAN IDE X|&&rL|C}.

S56350X#configure
SG350X(config)#dotlx system-auth-control
SG350X(config)#aaa authentication dotlx default radius

SG6358X(config) Hinterface vlian 1@
SG350X(config-1i #

8t FE ZEO| HAE VLANE ALS5IE 5 MYsieiH Cha e Y=ELIcH
SG&350X(confi g-if)#dot 1x guest-vl an
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SG35@X#configure

S5G3580X(config)#dotlx system-auth-control

SG350X(config)#aaa authentication dotlx default radius
SG350X(config)#interface vian 1A

SG350X(config-if)i'dotlx guest-vlan

SG350X(config-if)s
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SG&350X(config-if)#exit

56350X#configure

SG350X(config)#dotlx system-auth-control
S5G350X(config)#aaa authentication dotlx default radius
5G6350X(config)#interface vlian 18

SG350X(config-if)#dotlx guest-vlan
S5G350X(config-1if)fexit
SG350X(config)#
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SG35@X(config #dotlx guest-vlan timeout 60

SG35@X(config)®

&1 o] ofloil M AFEEl HAE VLAN AlZH AMigH2 60 LICH.
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S&50X(config)# dotlx traps [ | | ] [802.1x | mac | ]
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SG350X(config)#dotix auest-vian timeout GO
SG350X(config  #dotlx traps authentication success 802.1x

SG350X(config  #dotlx traps authentication failure 802.1x
SG350X(config)#
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SG350X( conf i g) #exi t

5G35@X#configure

SGI50X(config)#dotlx system-auth-control
5G350X(config)#aaa authentication dotlx default radius
5G350X(config)#interface vlian 10
SG350X(config-if)#dotlx guest-vlan
SGISOX(config-if)#exit

SG350X(config)#dotlx guest-vlian timeout 60
SGI50X(config)#dotlx traps authentication success B02.1x
SG350X(config)#dotlx traps authentication failure 802.1x
SG350X(config #exit
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SGE350X#show dot 1x



SG350X(confia)#exit
5G350X fshow dotlx

Authentication is enabled
Authenticating Servers: Radius

Unauthenticated VLANs: 20

Guest VLAN: VLAN 18, timeout 60 sec

Authentication failure traps are enabled for 8§82.1x
Authentication success traps are enabled for 802.1x
Authentication quiet traps are disabled
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SG350X#confi gure
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KSG350x(config)# interface vlian [vlan-id]

. vlan-id — #+44& VLAN IDE X|& &Lt

56350X#configure
5G350X(config)i interface vlian 2@

5G350X(config-it)#

2t 1: 0| 0f|0d A= VLAN 200| MEH=EIL|C}
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SG350X(config-if)y#dot1x auth-not-req

SG350X#configure
5G35@0X(config)#interfare vinn 70

S5G350X{config-if) #dotlx auth-not-req
SG350X(config-if)#

ATHA|. (B ALE) VLANOI M 802.1x Q1B = &/g5tstei™ Ch32 =g Lct
SG350X(config-if)j#no dotlx auth-not-req

5B QIE{m|o|A A Tgold HHEAEE S=2tedH ChES LU= ELICH



S5G35@X#configure
5G350X(config)#interface vlan 20

5G35@X(config-if)#dn+1x auth-not-req
5G35@X(config-if’ #end
S5G350X#
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5G350X( manfin-ifi%end
'[SG35@) #show dotlx

Authentication is enabled
Aufhentirating Servers: Radius
Unauthenticated VLANs: 20
Guest VLAN: VLAN 19, timeout 60 sec
| Authentication failure traps are enabled for 862.1x
! Authentication success traps are enabled for 802.1x
Authentication quiet traps are disabled
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SG350X#copy running-config startup-config

SG350X: ‘copy running-config startup-config
Overwrite file [startup-config].... (Y/N)LN] ?

8CHA|. (MEH AL&) Overwrite file [startup-config]... ZTEZE7J} LIEFLIMH FIEE0M Y E
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SG35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] 7Y
16-May-2@17 85:45:25 MCOPY-I-FILECPY: Files Coupy - source URL running-config destination

URL flash://system/configuration/startup-config
16-May-2017 85:45:28 BCOPY-N-TRAP: The copy operation wos completed successfully
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