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User Name:cisco
PﬂSSﬂﬂFd:tt"‘.....

2EHH|. A2|%19| Privileged EXEC ZE0{M CH2 2 ¢l2d5t0d 22 AI|ado|M REE SoiY
L|Ct.

SG350X#configure terminal

1= —E—% A, SSH(Secure Shell) S2| Aol HIZHS E FHste{™ CHS S =Istod H|HH
% etQl Zu[ago|ld =& &gt

SG350X(config) fline telnet

SG35@X(config-line)#

SG350X (config) #1line [line-name]
&3 o] oflol| M AL E E2FRl2 = ILICE.

ACHA| ChE & i=d5t0q et elod| CHEt HIYHE BHES =dTL(Ct.
SG350X (config-line) #password [password] [encrypted]

SM2 Chs1 2 &L

X’EgfL|ct 4ol= 0~159KHIL|CE.
571 &5 3550 Ct2 ClHIO|A ZAI|ado|Mod &

. password — Z|419| H| 2l
. encrypted — (ME4 AMEH HI
Atz =5 K- e

mﬂrw
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A7 0| ool M= &yl 2HRlo]| CHaH HIZE S Cisco123$7F RISl L|Ct.

S$6350X(config)#line telnet

SG350X(config-line; #password CiscolZ3$
S56350X(config-line)#

S5EHA. (ME At M HIHHEE 7|2 HIZPHS 2 C|ECIBAH S
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SG350X (config-1line) #no password
6t end HS 2245104 ALQ|%|9| Privileged EXEC ZEZ Eo0bZtLICH,

SG350X (config) #end

TEHA. (M= AL 22R|2] Privileged EXEC ZEOIM CHE S 2™sto] T HE HHE AlE 74
ot ofl M &Lct.

SGESHI- ‘copy runmng -:nnﬁg 5tur~tup-cnnF1.g

Overwrite file [startup-config].... (Y/N)[M] ?

8CHA|. (MEH ALE) Overwrite file [startup-config]... ZEZEJ} LIEFLIH FIEE0M Y E= N2 F
Lot



SG35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] ?¥
27-Apr-2017 ©87:33:58 %COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 @7:33:52 ¥COPY-N-TRAP: The copy operation was completed successfully

SG35@xX#

O|XM| CLIE Sall 2%|x[ol &[4 HIYHS HES FsHok gLt

HEHE d8 &85 7

M enable HIHHS & 75t AtSo= f 53 c(o] A~ 5 Hu/aelolM ool MEELICH
HIZHE 7} o{EH LUHZIRE, ol HIZHZ = FZEHE 7|=et & A S ZHu|agolM ot

Lol LIEFEfLICH.
CLIE Sdll 22|X[0{M enable HIZHE DHE FstedH O3 BAHE e LICH

1CHA| AR|%| 240 2aQ18HLICH 7|2 AF2 X} 0|21} H|ZH S = ciscolL|CH A ALK} 0|2
CEHAHSE

User Name:cisco

Password: ***®&&kkkk

2EHH|. AL|%|2| Privileged EXEC 2EMM CI2 & @2dstod 22 Hu|agolMd ZEE So{Zt
L|Ct.

SG350X#configure terminal
3CHA. A|X[2] § ALS K} HAM|A ool CHEt 24 H|YHS E F45i2{H ChSS =g LIct
SG350X (config) #enable password [level privilege-level] [unencrypted-password | encrypted

encrypted-password]

gM2 o8 T e

H— =

- level privilege-level — H|Z#H 5 7} MEE[= BHE X[HELICH ol Hel= 1~15¢
Lich X|H3 K| gtom™ pildo| 7|27t 152 MHEELICH AFSA M2 ch2n 24
L|C}.

uloi| AMAS =+~ giomd ClHRo|A x| 80|

| LT[ CLI M A(7) — AHEREE GUIO HMAE = QI EIHPOI/\ x|
A5t LdF CLI BHo Bt AMAE = A&LIC RHAM[EH LHE2 CLI & X

- 9i7IM7| EHE| HAIA(15) - FBXITF GUIOH HMASHT ClHHO|AE A8 4 UL
ct.

SG350X (config) #enable password level 7 Ciscol23$
1 o] ool M HIZHE Cisco123$= il 7 AFSKF A7 od| CHal A ELICt

- unencrypted-password — #X AtE S AFE X} O|F 2| H|ZH= L|Ct Hol=



0~159K}F Lt

SG350X (config) #enable password level Ciscol23$
£ 1: 0| 0ol M= HIZLUEH S Cisco123$7F AFR ElLICH

- encrypted-password — H|ZH S 7 A S5t & X|HELICH O] BEE AFE5t0o{ Cf
E ClHio|Aao| Ot 7T zlo|M oM o|0| &5t E HIZHS E =g = Y&
LICE O|=H 5t S8t HIPHE 2 F ARQRIE #HE = A&Lch

SG350X (config) #enable password encrypted 6£43205030a2f3al1e243873007370fab

#3: o] ol M A El 2 Z 5HEl HIYUH S = 6f43205030a2f3a1€243873007370fab & L Ct.

Clsco123$ O| &t S SHEI M ULICE.

SG35@X#configure
SG350X(config] #enable password level 7 Ciscol23$

SG35@X(config)#
£ 1: 29| ool A enable HIZEHE Cisco123$= Tl 7 HAMAof CHEH A ELICH
ATHA. (M4 M) ALK HIZHE E 7|2 HIZPHS 2 KE2|2{H o2 Y=gt
SG350X (config) #no enable password
5HA]. exit WHS 224504 AL|%|2| Privileged EXEC 2E2 So}ZfLCH.
SG350X (config) #exit

6EF7Al (MEY AFY) 221 X[2] Privileged EXEC ZE0A CHS S &3sto] T+ EE dHE AlF 714
ut ol MEEfLCH.

5535'&}:- :ﬂpy r'unmng cnnﬂg 5turtup-canﬁ.g

Overwrite file [startup-config].... (Y/N)|M] ?

7EHA|. (MEH ALE) Overwrite file [startup-config]... ZEZEJ} LIEFLIH FIEE0M Y == N2 F
ot

SG35@)#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] 7Y
27-Apr-2017 87:33:50 ¥COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 @7:33:52 B(OPY-N-TRAP: The copy operation was completed successftully

SG358X#
O|X CLIE &3l A|X|0 M enable H|ZHE HHES FdsHoF gLCt

MH|A HIBIHS 5 1 34
A—IHIA HZHs 27 HHUZS OIS 272 AR50 C|HIO|A Q| 24 T Eo| CHEt S 2% HA|
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- HIZHE 5377 Z45tE 32 28 Hwol| HMASD 28 HroM HEHE 57
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User Name:cisco
Pusswurd:tttttitttt

2EHA|. A2|%|2Q| Privileged EXEC 2E0|AM CtS2 =25t0{ 22 ZHu[Jd|olM ZEZ 0L
L|cth.

SG350X#configure terminal

BEA (ME AHY) AR(R|0M HIYHS 57 DHE dststciH ChS S U3ELICH

SG35@X#configure
SG35@X(config) ¥service password-recovery

SG350X(config)#

SG350X#service password-recovery
ATHA| (MEE ALE) AR|X[O|M HIZHE =7 M E H[EY5t6ti™ Chg S =EL(c.

SG350X#no service pass

S6358X(config] #no service password-recovery
Note that choosing tu use russwuru recovery option in the Boot Menu during

the boot process will remove the configuration files and the user files.
Would you like to continue ? (Y/N)[N]

S5EHA. (ME AL) Y& Yes(0)Z, N& F2H 7|2 =0{ No(otL| )7t LIEFEf LICH

SG35@X#configure
SG35@X(config)#no service password-recovery
Note that choosing to use Password recovery option in the Boot Menu during

the boot process will remove the confiouration files and the user files.
Would you like to continue ? (Y/N)[N] Y
SG35@X(config)#

#a: o]l oo M= YE F+ELICH.
6T exit BHES 2235+04 AL|X[Q| Privileged EXEC EEZ Z0FZfLICt.
SG350X (config) #exit

7TEHA. (M AFEH A Q%] 2| Privileged EXEC ZE0A CF2 S Q1215t0{ AT M AR T4
odof| K& gL Ct



SGES'B}{- ‘copy running- cnnﬁg 5turtup-cnnﬁ.g

Overwrite file [startup-config].... (Y/N)[M] ?
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8CHA|. (MEH AL&) Overwrite file [startup-config]... ZEZEJ} LIEFLIH F[HE0M Y N

gLk
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SG35@X#copy running-config startup-config

Overwrite file [startup-configl.... (Y/N)[N] 7Y

27-Apr-2017 @7:33:50 %COPY-I-FILECPY: Files Copy - source URL running-config destina
tion URL flash://system/configuration/startup-config

27-Apr-2017 @7:33:52 ROPY-N-TRAP: The copy operation was completed successfully

SGI5AX#
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ol 7|s2 7|2Maez gd3tE|o] U&LICH CLIE S5l 22(X|0M HIYHSE SEHHE dHE 74
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e HEHSE 7S B2 i sliiE A 5FS LUHFLICH

User Name:cisco

Password: ***®&&kkkk

2EHA|. 22| %[2] Privileged EXEC 2E0{M Ct& & 2=d5l0d 22 Hu|ado|/M ZEEE Eo{Y
L|Ct.

SG350X#configure terminal
3EHA. (ME4 AL A R[OIM HIZHE ST HMHES

SG35@X#configure

|5G350X(config, #passwords complexity enable
SG350X(config)#

SG350X (config) #passwords complexity enable



ATHA|. (MEH ALE) A|X|0IAM HIZHE S5 d-E 2 HIE€dstsie{H a2 l23ghuich
SG350X (config) #no passwords complexity enable
S5CHA|. (MEH ALE) HIYHS of CHE 2[A T AFE S +A5HE{H CIS2 =T L.

SG350X (config) #passwords complexity [min-length number] [min-classes number] [not-current] [no-
repeat number] [not-username] [not manufacturer-name]

o o
SM2 ChEo Z&Lch

. min-length number — H|Z#H% o| |4 ZO|E& AT LICtH Helz 0~64AtLICE 7|
E2zre 8Lt

- min-classes number — E& 7|2 E0|M AL E = U= CHEXL, AZAL, AL E
TAte 22 2|4 EXF e AE YL Hele 0~474 A
3Lct.

- not-current — A H|ZHZ 7} 24x HIZH

- no-repeat number — M H|Z#H S 0|
A&LICH 02 BtR = 2Xtol= AE
7|1Egte 3Lt

- not-username — H|ZHS 7} EXO| CH/AERKIE HHE5104 AHA}L Ol £ EE &
ZE HYE HFS AL AT = G E XHELIC

. not-manufacturer-name — H|Z#H S 7} MZ YA Q| O|& EE= EXt2| CH/AEXHE B
A5tod Y&t ZE HY 2 grEstHL HASIX| A EF X

% Hn

SG35@X#configure
SG35@X(config)#passwords complexity enable

SG35@X(config )#passwords complexity min-length 9
SG35@X(config }#passwords complexity not-username
5G350X(config )#passwords complexity not-current
5635@X(config)s

&1 ol ool M= HIZHE FE/H0| 9%t ol o2 MHE|D AERt 0|FS BHFSHHLE A" £
HoM T HIZHE L ZE £ glsLict

6. exit WS 124504 AL X|9| Privileged EXEC ZEZ E0FZfL|C}.
SG350X (config) #exit

7EHA. (M AFEH AQ1%]2| Privileged EXEC 2E0A CFH2 S Q1215t0{ AT MM Al T4
ot ol AHEF L.

OX#cop running-con g sta D ig
SG350X: ‘copy running-config startup-config
Overwrite file [startup-config].... (Y/N)|[M] ?

8EHA[. (MEH AL Overwrite file [startup-config]... EEZEJ} LIEILIH FI2EE0 MY EE£ N2 F
=1=|u



5G35@X#copy running-config startup-config
Overwrite file [startup-config].... CY/N)[N] ?Y
27-Apr-2017 @7:33:50 ®COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 @7:33:52 ¥(OPY-N-TRAP: The copy operation was completed successfully
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User Name:cisco
PﬂSSﬂﬂFd:‘t“'...-.
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SG350X#configure terminal
3CHA. A|X[MIM H|ZEHZ of| 0| & MY E X[H5tedH ChE2 L=gLct

SG350X (config) #passwords aging [days]
. days — H|HHS #F0| 2 MEL(7| MHK|e] & =& XI™E LI 02 A& 510
0|0|& 2 HIgMete = A&LCh Hel= 0~365U LTt

& 71: 0| o0l M= H|ZUE = 0f0]El0| 602 AdRIEIL|CH.

SG35@X#configure
5G350X(config) fpasswords aging 60

SG350X(config)#*

ATHA|. (ME AFE) AL2(X[0lM HIZHZ of 0| FE HIE HEstei™ ChE S =L

SG350X (config) #no passwords aging 0
SEHA|. (ME4 AL HIZHE of0|EE 7|2 MEeR k|EE|tiH Chg S =EL(c.

SG350X (config) #no passwords aging [days]
6l exit HHE 2/245t0 A 2|%|2| Privileged EXEC 2EZ Eo}ZfLC}H.

SG350X (config) #exit

7TEAL (ME AFY) 2 21R[2] Privileged EXEC ZE0A CHS 2 &3stod T EE dEE AlE 714
nt ol MEEfLCH.

SG35@X; ‘copy running-config sturtup-:ﬂnhg

Overwrite file [startup-config].... (Y/N)|M] ?



8EHA|. (MEH ALE) Overwrite file [startup-config]... TEZE7J} LIEILIH F|IEE0MH Y E= N2 F
=1=|u

5G35@X#copy running-config startup-config
Overwrite file [startup-config].... (Y/N)[N] 7Y
27-Apr-2017 ©7:33:50 ¥COPY-I-FILECPY: Files Copy - source URL running-config destina

tion URL flash://system/configuration/startup-config
27-Apr-2017 07:33:52 %COPY-N-TRAP: The copy operation was completed successfully

SG350X#
O|X| CLIE &all 29X M HIZHZ oflo|F DEE Fdstiof g LICE.

Z Au|agold dEE EAlst
|20l BE EANZ ?:'HE&!L—IEF.
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AL|X|o| CLIo HIY
Settings(H|ZHE 74

&3 e Y EA

ofold2 et 2'do] 150(|1 Mt Bil'el 159 HIZPHEZE AEst= S FEE 2 Hlo[EH|0[A 9]
AL RHoi| A 2F s EElLICt 7|2 | ago]M2 1804 Y IEP.

2
I

15| A2 2|X[2] Privileged EXEC 2ZE0{M Ct&2 =TIt

SG350X (c i pasSSW S 3
5635&?{ ilshnw pﬂ&.ﬁmr‘dﬁ configuration

Passwords aging is enabled with aging time 6@ days.
Passwords complexity is enabled with the following attributes:
Minimal length: 9 characters

Minimal classes: 3

New password must be different than the current: Enabled

Maximum consecutive same characters: 3

New password must be different than the user name: Enabled

New password must be different than the manufacturer name: Enabled
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