A QI x|0| X SSH(Secure Shell) AR X}
SR

32 17
— AL

SSH(Secure Shell)= &7 H|E {3 C|dto|Ao0f CHE 2ot 71 A4S M35te 2
S &fLICt SS
H

LICH o] dZ 2 L= otEICts ME XelstH =l oA RAE 7SS

ol
—_

=
S

A
=

AMNE5HH BRI METE| Z2 9 2 CLI(Command Line Interface)E Sl A%

TIE = A&LICH

SSHE £t CLI EEME 2R} EoF 4o M 12 HI|aso|de

Ct. SSH 442 U ERIT #E2|XI7F HERIT AIO|Eo| EE2IMHoZ2 EXSHK]

I3 E HAcz ER{EnTste ol REFLICH #HE[Xt= O 22|X[E AH83I01S
of HERZ 0| AZEE AISXAHE Q5 st HElE & J&LICH 2152 ALS AL

AlSHStH
=o=

0] Cigr SSH 22 S dYst= Ol A8 E =+ U= 371 7I1& Sall o|Fo{ &Lt

ol EMolME #EIEIE &

do
>
2
My
o
o
e
[m
>
oo
Pal
o
ol
fljo
e
0x
ol
rr
0%

Sx200 Al2[=
Sx300 Al2|=
Sx350 Al2[=
SG350X AlZ|=
Sx500 Al2|=
Sx550X AlZ|=

AIZEQ0] HT

« 1.4.5.02 - Sx200 A|2|=, Sx300 Al2[=, Sx500 AlZ2|=

X
(=



» 2.2.0.66 - Sx350 Series, SG350X Series, Sx550X Series
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TCP/UDP Services

HTTP Service: « Enable
HTTPS Service: « Enable
SNMP Service: Enable
Telnet Service: Enable

Hpﬂ—i [ Cancel ]
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C|HFO|AO|M AFEXL O|F 2 HIYHSE MHEE = U&LICH 370 E= 71el 7| YW S M=
8t 22 Ron Rivest, Adi Shamir and Leonard Adleman(RSA) Bt = DSA(Digital Signature
Algorithm) 7|& &g =& J&LICt.
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2E+A|. Global Configuration(T193 741|712 0|44) of2Hoi| A & 5t= SSH User Authentication
Method(SSH A& At QI1F HE)E S 2IFLICH.

SoH User Authentication

Global Configuration

S55H User Authentication Method} e« By Password

- By RSA Public Key
- By DSA Public Ke
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Credentials

l # Username: ciscosbusert I (0/70 characters used

“ Password: » Encrypted AUy3Nnel4DHjTuVuzd1A
Plaintext
[—MH [ Cancel ] [ Festore Default Credentials ] [ Display Sensitive Data as Flaintext
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Encrypted EE = Plaintext ZE0f| H/ZH S E Q=38 L|C}.

“f Password: Encrypted
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The Username and Fassword will be restored to the default
L! values (anonymousfanonymous). Do you want to continue?
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7EHA|. (ME ALE Display Sensitive Data as Plaintext(21Z- 8t CI|O|E{E bt HIAEZ FEA|
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._ Sensitive data for the current page will be displayed as
/ u plaintext. Your HTTP web session is insecure. Do you want to

continue?

| | Don't show me this again
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SS5H User Key Table
| ] | Key Type Key Source | Fingerprint
|| DSA Auto Generated 1ch4d:.fe:25:98 fh.d2:1a:45:1%5:47.ch:a8:.00:be:eh

| Generate | | Edit. || Delete || Details

1 o]l ool M= RSAZH MEHEILICEH

OEFH|(MEH ALE) Generate(H)E =150 M Z|E G efLICt M 7|7t MEdE 7|E A™
o[t Ctg OK(E R E 2 2lstoq A ’—7 Tl gLct.
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._ Generating a new key will overwrite the existing key. Do you
' H want to continue?

El Cancel
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Key Type:
& Public Key:
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Key Type:

& Public Key:

% Private Key: @ Encypted

When a ey is entered, it should contain the "BEGINT and "EMD™ markers.

FeAls]

— BEGIN 55H2 PUBLIC KEY —

[Comment: RS54 Public Key
BAAARINzaC1ycEZEAAAADADABAAAAQDDABDOF UL I ebpLhpET IsT2p Wyl FEgdx
v+ TESBg 2 pys50 7 PwoxK TLIPVWECFdRw2805 2wl oLnHD TecsCl3gzhFuCEvBPh KL
{akyEuyBxEfFskwd L1481 LN by kd psI QD2 ud UTAHVRHE Te pinex S0 M==

— EMD 55HZ PUBLIC KEY —

I Plaintesxt
|#pply|| Close || Display Sensitive Dats as Plaintext |
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Sensitive data for the current page will be displayed as
plaintext. Your HTTF web session is insecure. Do you want to
continue?

Don't show me this again
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152 Apply(Z{8)E 2=lsto] HE AIZE MY & CHS Close(271)& E=FLICH

EtA 16. (MEIALY) AK€ =24 MEfE 7|8 ArAIgfLIC

User Defined 60aa27 3c3Th2.c2a5 7 7odld4aab 04924774
. DsA Auto Generated 1c:54:fe:25:98:fh:d2:1a:45:15:47:ch:ad:00:beeb
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The selected user defined key will be deleted and replaced
by an auto generated key. Do you want to continue?
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SSH User Key Details

S5H Server Key Type: RSA

Fublic Key: — BEGIN S5SH2 PUBLIC KEY —
Comment: RSA Public Key
AAAABINZAaCTycZEAAAADADABAAAAYCODARDOFUEYKIUIehpLhpETIST 9pV
Row+0TA6Bq2 pys5 07 FwoxKTLIXFWYWRCFAREwW26QS2wilolLnHOTecsCl3gzl
TLY hakyEuyG=6iFskwdLdSiUIbyXkdpsIDAD2u0UT7 AHVYEHA TeX pinexS0N
— EMD S5H2 PUBLIC KEY —

Frivate Key (Encrypted). — BEGIN S5H2 ENCRYFTED PRIVATE KEY -—-
Comment: BSA Private Key
UMaPOag2 xEmC4xXxM1VhmxMicAdj+mIT5Zspriy h/FlkuAYm40EH k4 1Y Q0
+zh87iJBUpwHPId1ivhgjBJuF9sRETIU3IDEUg 110rkcMa0JapMOyDpD 7 M+4
gBd08ShbtMOWZdFyThjGrSTCOOYPEpVhkYIBwyed4 QdjCaCGojEFIKUMHEZ
dEVPHEwiIZExhENgDG0yCT pFex+oaah/ugmYgiBmOnMNbrvixCrHIiUS ALz
RUDaVMTWV2us7 +yw+yMNJ+EvREYkhsQZR OMNEcOidilHVIMImJoR GrdiuRi/CjE
XIZO0hmBBo6iyCaiZMPIhy08yiPN4YgrHhDcpxeWeY 1ZRIGOvZ4 )42 3xY L
rdcinoll4EWSk+sj1vzrGid KHCRzQkkMgL p+E5z19npJcite+64tKgAD 3 CVaHIk:
VRS Xrle2vHdik2aZA03)ZsotTO0dMSASZPdN4C CERFLAERACIC QOKE
MgHATSYFoG+h X 2MitxVaxXsWillale/dHIBNeljYrzKRFGy9V3TRPFBizSLAIEZ:
G2u0QPBRglLusILdjd|CiNa4PauVkR48mw3lgsWeszEXgHmS=/ok7 TudgPon-
37 cOvN2wDadMEIA ZELEKBOJt ey DsWalvcl K AvoSmLuZ B20hUMZ2uor
AGEnaylgcTavYLmGpDL2k2PzUgFulvbaOFzlri1clczgyjy+JChPicl T TADe GAT
LICY3DrAaod8y5 015 CogUIZJddWLrqunDGpygscAaor050vGIHATCEYREMh2F
BEOUHWS+OHHgnJnmarQICjivDISeRnHErgjuT1sBuwpFDd+wTOL/KzZREM 1L
A0wOY Clkdgm7 GgOI2eOnyY vy DIRYIcMmT1JFATREWPCSOWhyPrZgecCQs
OFLgLEZNZ1 XN JkdgDBEmbECiywvKe GPTGEH+ECQ==
— END S5HZ PEIVATE KEY —

[ Back ] [ Display Sensitive Data as Flaintext ]
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1 Save cisco Language:

urt_Gigabit PoE Stackable Managed Switch

SSH User Authentication

Success. To permanently save the configuration, go to the File Operations page or ¢

Global Configuration

55H User Authentication Method: e By Password
. By RSA Public Key
. By DSA Public Key

Credentials
& Username: ciscosbuseri (0/70 characters used)
* Password: '« Encrypted ZxAQOKH/+qcTMT174xYgn

- Plaintext | (Default Passwaon
M [ Cancel ] [ Festore Default Credentials ] [ Display Sensitive Data as Plaintext

5SH User Key Table
[ | KeyType Key Source | Fingerprint
. R3A User Defined 60aa27:3c3752:c2:a57cd0:4a:a5:04:92:47:74
| DsA Auto Generated 1chdie 2598 hd2 1845547 ch:ad: 00 beeh

Generate Edit... Delete Details

fjo
-1
0x
=OI=I
<
o
r
ful

O|x| gr2l=l= & fIx[ol 2EI0[AE ALSAF Q1E M



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



