Sx200, Sx300 EE= Sx500 A x| A2
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I} U2 TFTP(Trivial File Transfer Protocol) A, SCP(Secure Copy) MH &= &
e £ A&LcH ol EMoME CHS YWY & SHLHE S8l AlAR 74 oS ot
7Lt ddSt= Y S oL ErLICH
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* Via TFTP — TFTP Y-S ME{stod TFTPE Sl Zm 1ol ot
ZLICH TFTPE F2 LANOMM HFEHE R 6t ol AASEH ot
ol = AMergfuct.

 Via HTTP/HTTPS — HTTP(Hyper Text Transfer Protocol) EE= HTTPS(Hyper Text
Transfer Protocol Secure) &8 0| HTTP/HTTPSE &5l ZAI|2d0|M oYU S CIREE
[HASE S MEAELICE Ol Y2 o HHEIEE I CHR2EEo|M O Efo] AFSE L
CH.

« Via SCP (Over SSH) — SCP (Over SSH) ##42 SSH(Secure Shell)E S3l Z1x|2
Ol mtUE CIR2EC/HYst =5 MEFLICH o] ZI|8o|M mto| Ot 2 2 =/
o Hot EYIE S SBELICH

« Sx200 Al2|=
« Sx300 Al2|=
« Sx500 Al2|=
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1B A x|l ¢ 7|8t REIZIE|o| 2EaQI8LICt 7|2 AF2X}F |20 H|UHE =
cisco/cisco & LIC}.

1 o0l HIZHE & HEsHLU M AEE ddet 32 M AtE 58S cidl =247 Lt

lealne Switch
CISCO

2. S Ch22E £ WY Y & stLE M= &Lch

it

- TFTPE &35l
« HTTP/HTTPSE E35H
+ Via SCP (Over SSH)(SCPE &3t))

HoA
e

rr
o

TFTPE S AlAHE HI|adg ol U CREE =

D ClHlo|A R et AFHE 718 M+ SM0| HEtE £ &LICE o] oo ME
SG300-28 AL|x|7} AF2E/LICE.

1Et7|. Administration(2 2l) > File Management(Z} & £ 2|) > Download/Backup
Configuration/Log(CtR2 2= /8 T 4/2 )& MEHEHLCY.
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Console Settings

» Management Interface
LUser Accounts
Idle Session Timeout

EG-P}I'J'EE?H Configuration
DHCP Auto Configuration/image Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



2. Transfer Method(Z& &) S0 M via TFTP(TFTPE S3t) 2tEI2 HES S=2E
L|Ct

Download/Backup Configuration/Log

Transfer Method: @via TFTP
via HTTPHTTPS

via SCP (Over SSH)

3CHAL KT =9 EP—E—EE e U Eic| HES Z&istod ZI|asolM &
& Ch2=2Est 7Lt U K| 0{F & LIEFHLICH O] ofol M= Backup(H )2

Save Action: Download
(©)eackoy NI —

ATHA|. TFTP Server Definition(TFTP A &2|) &0l ElC|2 HEZ E=2IFLICH M2
Ctgat Z&Lct

« IPFAE _TFTP MOl IP FAE AELICH O] MMM = O S M MEATHLICE
AE 0|2 A o

- O|&'Y —TFTP AMHH2| S AE O|§E UefLICt ol SMHS MEE F2 6EHAH=ZE
LAEILICE
TFETP Server Definition: @B}r |P address By name

5Et7|. (MEH ALE) By IP address(IP A H)E ME4EH F< IP Version(IP EHH) 232304 M
Version 4(IPv4) EE= Version 6(IPv6) & otLIE MEHEILICE. Version 62 MEAEH B2 IPv6
Address Type &230i M IPv67} Link Local &4 R1X| EE= Global FAQIX| X|'HELICH &3
2Z FA4Ql B2 Link Local Interface EECHE SE0|AM QIE{HO|AE MEHFLICH HTH 48
MEHSE 742 gEFA|2 74L4% L),




TFTP Server Definition: ) By IP address By name
IP Version: Version Ersin-n =

£ 1: 0] odofl M= IP Version 47t MEHE|L|C}.

BTHA. (MEH AL 4EHA|0I| M O|&H(By name)2 ME4TH B2 TFTPerver IP

Address/Name(TFTP MH{ IP £4/0|§) 2E=0i| TFTP Q| SAE 0|§2 =FLICH 1
ZX| fomM P FLE FLICH

TFTP Server Definition: ) By IP address By name
IP Version: Version 6 £ Version 4

TFTP Server IP Address/Name: | 192.168,100.147]

10| oo ZAE|2d0|4Md I 0] 192.168.100.147 IP =AE TFTP AMH{of| X{ZHElL|ct

727, Source File Type(AA I 9%3) 2dodoi| M efdet njl 3ol glC|2 HES 22§
LICt AR|X|= otg Zdn|asio|M ot g K| #2|& L ct.

* Running Configuration(&l& &2l Z4x|Z3|0|M) - Ot X2 HEE o|F 2| HMoi| &
El A ALerg Z8Hstod $HR) Zdm|ano| Mol ZEHEl AHu| ool mhdluct.

- Startup Configuration(A|Zf Z4L|22|0|M) - Z22HA| HIZ 2ol AE El= ZHZ|Te ol mf
0IOI|_||_‘_|.

« Backup Configuration(24d 71| 12{|0|M) - B S ¢
ad|o|Md mhdelct.

o Ol Hu|azio|ld — Al FQl Hu|aa ol o2 %4 24A|7F SO +=™HE|X| et 2
72 0|3 AL|ad oM It 3ol AiEe 2 XE=EL|C

* Flash Log(ZE{Al 21) - ZE{A| HZ 2| MEE 2O S0l £

off 2 x[oll ME == =7t Al

E 23 ghUL|ct
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source File Type: @unning configuration file

Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log
1 ol ool ME A3 =0l 7Am|a oM ThYo| MEHELICH 0| SMS MENSH T $4RY A
S0l Z4m| 3 ol4 A&o| e,

8E|'7=” Sensitive Data(':'._||7=|"%|_|' E‘l OlE'l) O=|(E||0.||A-| E||7|'o|' I:-”OlE-l% HH ?='|I El'.OEIO‘” ;‘T’;?:.l'%al' I:|°|.I:';|%
MEHSH |CH SMHe ct2a 24Ut

- XN — 2IZ et C|o|E & Widol| Z&stX| ef&LCt
« Encrypted — 2IZ 8t CI|O|EE °.:.§§P5._| Ao 2 diodof ZEELIC
- YUHHEIAE QIS CIO|EE Uit HIAE FAOZ ol Z& &Lt

=ensitive Data: Exclude

1 o] oMM E Lt HIAEE MEHSHLIC O|Z 7| 51H 2 E Ol|O|E{ 7} Uit HIAE %4
O HHed=El |C}

9EHA|. Destination File Name(CH4 It 0|8) =0 2 nt 0|2 =dErLICt. O] oflof
M= SG300-28.txt7F AFRElL|C}.

Destination File Name: SG300-28.txt (12160 characters used)

10EH7A|. i S AIRStET Apply & S=HELICH



Download/Backup Configuration/Log

Transfer Method: 0 via TFTP
via HTTR/HTTPS
via SCP (Over 35H)
Save Action: Download
O Backuy NN —
TFTP Server Definition: 0 By IP addrass By name

IP Version: Version & ) Version 4

i1 &

TFTP Server IP Address/Name: | 192.168.100.147]

Source File Type: ) Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

Sensitive Data: Exclude
Encrypled

© Plaintext

Available san

Ihe &0

Destination File Name: SG300-28 txt (12160 characters used)
Ern ) e

11EHA|. 21 40| P2 £|™ Done(2t2) HES 22T LICH

sitive data oplions ane delermined Ly the curren

Download/Backup Configuration/Log

Bytes Transferred: 10422
Status: Copy finished
Error Message:
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st oF BfLCt.

B rootfs88xx.11-0-1MPP-477.sbn Jun 27 2017, 11:03 AM 2.1 ME
B rootfs288%x.11-0-1MPP-477.sbn Jum 27 2017, 11:04 AM 2.7 ME

M sb288xx.BE-01-0203P.sbn Jun 27, 2017, 11:03 AM 432 KB
H Jun 27 2077, 11:04 AM ol KB

Today, 1:41 PM
=477 loads Jun 27, 2017, 11:04 Ak 2 KB

B s5b288:xx.BE-01-005.5bn Jun 27, 2017, 11:04 AM 130 KB
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Console Settings

» Management Interface
Liser Accounis
Idle Session Timeout

Eﬂp}r.fsﬂ?ﬂ Eﬂnﬁgum’nnn
DHCP Auto Configurationfimage Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



2. Transfer Method(T1& &) QA0f| A via HTTP/HTTPS(HTTP/HTTPSE S4&l) 2lC|2
HES Z2IstLC}.

= =2 1-d

Download/Backup Configuration/Log

Transfer Method: via TFTP
ia HTTPHTTPS

via SCP (Over S3H)

MuYEs 2
18 %] o4& LhELICH O] ollof M= Backup(#e)g

SEHA. K& Aol Che R E Ei el Bir|Q HES 22lstod AL|aE ol
o1 1E43tL It

JE CREE6H7HLE

Save Action: Download

4Et7|. Source File Type(AA I R) WA BidE ot RO EiC|2 HES 2=/
LICH AQIx|l= CHS An|ago|Md ot e K| &2 |§. L|CH.

+ Running Configuration(&d &¢I Zdx[ad|o|M) - ofx[2 RfF & o|F 2| M[Mof &
El HE A2 250 FAH ZHm|ad|o|Mo]| 2 & E 74| asof4 o LC.

« Startup Configuration(A|Zf Z4I|12{|0|4M) - EEAl HIZE[0f| K& E[= Zdx[Tcio|M uf
0IOI|_||:_|.

« Backup Configuration(2§4 74| 7 2|0|M) - B 2|5 A X|ol MEEl= F7I AL
Joio|M mpdlct.

- 0|2 AHz[azlolM — A~ el Hn|aoolM I U2 |4 24A|7H S =HE|X| S
4% 0| Zx|adolMd ot 8ol ‘iS22 MHEELICH

* Flash Log(Z2{Al 21) - ZE{A HZ 2ol MEE 2O &S50l & E =21 oLt



source File Type: @unning configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

£ 1: 0] of0d A= Running configuration file(&l™ S¢Q! Z4x| 2|0 md)of ME=4E L|Ct. Of
A 4

[ |
S48 M HA A% S0 7423 0l M| WeiELC

5EHA|. Sensitive Data(B12Z-8 Gl0|EY) G0l 2123t CIOIEIE et mloll ZaHer Wil
MEErLIc SHe ohe T ZaL

— = H—

« Mol —2lZet ool E =]l Zehstx| ef &L
H

+ Encrypted — B1Z-3t GIO|E{E 2 5HEl HA|0 2 wodof e sfLic
. YphHAE  gIZHE Cjo|EE Uit MAE HAlo 2 wodol ZaELC)

=ensitive Data: Exclude

lal

&1 ol tAoMdE Lt HAES MEdSLICH O] H| otF 2 E CIO[E{7 Uit A E 4
oz HdELICH

6Er7l. &S Z=FLICHL



Download/Backup Configuration/Log

Tranzfer Method: via TFTP
© via HTTPIHTTPS
via SCP (Over SSH)
Save Action: Diownload

0 ecnr . T — L)

Source File Type: @ Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration file

Flash Log

Sensitive Data: Exclude

Encrypted
) Plaintext

Availlabla sensitive gata options are determined Dy the

= o |

72HA. 2ol 2t 2 X Done(2t2) HES E=IfLICH

Download/Backup Configuration/Log

Bytes Transferred: 10422
Status: Copy finished

Error Message:
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running-config (1).txt

SCPE At&E75t0] A[AHE] AI[Tdo|d YU CH2ZE & ¥d(Over SSH)

S2:SCP YHE & TI™stT| ol SSH A 215 0| Edstxl|y sig dEo| FEEU}E
x| 2Rl MA|2. A2|X[0|M SSH 215 ™S Fdsts Yol CHE X|EE EedH 0{7|&
ZEIsHEAI2.

1Et7|. Administration(2 2l) > File Management(Z} & £ 2|) > Download/Backup
Configuration/Log(CtR2 2=/ T &d/2 )& MEHEHLCY.


https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html
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Console Settings

» Management Interface
LUser Accounts
Idle Session Timeout

EG-P}I'J'EE?E Eﬂnﬁgum’nnn
DHCP Auto Configuration/image Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute
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2. Transfer Method(T1& &) @404 Af viaSCP (Over SSH) 2IC|2 HE S
SCP &2 SSH(Secure Shell)& S3all Z4I|a)o|Md I} US CIREZE/MUFI T
Ct. O ZAZ[Z 30| IO CIR 2=/ Hot HEQIIE Salf - ELIct

L|ch.
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Download/Backup Configuration/Log

Transfer Method: via TFTP
via HTTPMHTTPS

@uia SCP (Over SSH)

3EHA|. M SSH A 215 0] Enabled(& &3tE)2 MM |o{ U=X| FRIEfLICE o] 752
SSH MHE 215 oP04 8t SSH M7t SHIEX| g LICH 722 2 H|E &3t E[o]
A&LICH 0] 7ISE HIFE E&tstHet s o 2ol CHeF SSH S&lol dg 2 FX| §&LCh
HIg g2HE B2 Edlti Z&lstod 7|sE g8 &Lt

SSH Settings For SCP:

Remote SSH Server Authentication: Enabled

ATHH|. A SAEN HAAY [ AHEE SSH A3 ZHE X|X35HE{H SSH Client

Authentication(SSH 2ZI0|¢E 215) WM BtC|2 HE S MEdELICH AQx|o] KHEHEl
Q4L SSH A2 SHS Al235l2{3 SSH SC10|ME A|AH X2 5T A+9° MENSEZHLE(O|
B8t AF74 SH2 SSH AF2 A} 215 HO|X|E o= AIAHE X4 5HE 2215104 LIS A

E
St s dEE —’F— %JS), UA XtH ZHE AHEstE{™ SSH 2 2H0|UE ‘.’Eilé INEERESR =N

I UE8 XA ZH MER Ol HIZHE = T8 oo MY E|X| e&LICH



SSH Settings For SCP:

Remote SSH Server Authentication: Enabled Edit

S5H Client Authentication: Use SSH Client System Credentials
E) Use SSH Client One-Time Credentials:

Username cisco (The username is

Password unuunnl [ | he password 1S

1: 0| 0|0l = Use SSH Client One-Time Credentials(SSH 22I0|ME 18| At SH Al
)7t MEHE|T Jof 2t AHE XL O|F 1t HIZHE MFALEOf &f=dE LY.

Y s 2

S5CHAl XME EMo| CHREE E& ] 2ic|2 HES Z2l5to{ Z4TL|azo|M mted
HH 04 AMERSHL|CY

I
18 CHRZESHALE HQIEHK| 0428 LIEFLICE O] ofofl A Backup(#%)S

Save Action:

Download
@pecnr IS ——

6TH7|. SCP Server Definition(SCP M & ol) 3ol 2tC|2 HES =g LCt M2 .t
Su Z&Lct

* By IP address — SCP AMH2| IP FAE =ErLICE. O] diAo M= o] SMHE MEHEL
Ct.
- O|§Y —SCP M| ZAE O|F 2 Y25t & MEiFLICE O] SMS MEiFH B2

8EtAH 2 ZHLAEIL|CT.

SCP Server Definition: @y IP address By name
IP Version: Version 6 ) Version 4

7THA (B4 AL By IP address(IP =24 )& MEHEH Z <2 IP Version(IP ) & 01|A‘|
Version 4(IPv4) EE= Version 6(IPv6) & otLIE MEHEILICE. Version 62 MEAE B2 IPv6



Address Type Q2301 A{ IPv67} Link Local £ Q1X| &£ = Global &4 QK| X|HgLICH &
24 FA4Ql A2 Link Local Interface EELCH2 S0 A QIE{H O|AE MEHFHLICH

A-|EHo|- 7=|0 8E.|-7:”§ 7—||_-|'=‘=||__||_—_|.

SCP Server Definition: ) By IP address By name
IP Version: Version arsion 4

1 0| oflofl = IP Version 47} MEHEIL|CE

8THA[. (MEH AL 6EHAH|0I M By name(0|&H)2 MEAEH F< SCPServer IP
Address/Name(SCPServer IP $4/0|&) »lzoﬂ TFTP AMHe| SAE 0|5 QadstLct O
ZX| ofomM P FAE Ql2dshct

SCP Server Definition: O By IP address By name
IP Version: Version & ) Version 4

SCP Server IP Addresa/Name: 192.168.100.148

27 0| ojofi= IR oM 0] 192.168.100.148 IP 49| SCP AH{0f| AZH=lL|C}.

=

9CHA|. Source File Type(AA I R3) WA idE ot R¥O| BiC|2 HES 22/
LIcH AQ(xlE oS Huadold ot dE 7| 2elgfuch

« Running Configuration(&3 &¢I Z1I|12i|0|4) - OtX|2 RHE S O|F 22| AMof| &
E HE AL S Zgtoto] B x| aoo|Mo| 2 & E Am| I oM mhdfLCt.

« Startup Configuration(A|Zf 74| 22f|0|4M) - EH Al HIZE2[0of| K& E[= ZHE[Tcio|M uf
oIOIL_||:|.

« Backup Configuration(2§4 71|
J8|olM mtdLCt,

- Oz Ax|asiolM — A™ Sl An|aso|M Tt UR2 |4 24A|7F S =HE|X| k2
A< 0|z Ax|adolM ot |-ol| Aise 2 MHEEL|CH

* Flash Log(Z2iAl 213) - E2{Al HZ22[o MEE 23 &S0
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source File Type: @unning configuration file
Startup configuration file

Backup configuration file
Mirror configuration file
Flash Log
21 0| ofloflAE A F01 T olM TtUo| MELICH o] SMS MEdstH SHA) A
0l 74| o|d Mo gL},

10t 7|. Sensitive Data(21Z 8t G O|E{) P¥F0i| A BIZ 3t CI|O|EHE 2] updoi| Z&te HE
MEfSrLICH SM2 ctga Z&aUuct

« Mol —2lZet ool E =]l Zehstx| ef &L
H

+ Encrypted — B2t CIOIEIS 2 25tE HAlo2 wedof Zersfiict
. YphHAE  gIZHE Cjo|EE Uit MAE HAlo 2 wodol ZaELC)

=ensitive Data: Exclude

1: Ol oMolM = it HAE S MEMBTLICH O|Z A otH = Ci|O|E{7) YU HAE H4
QE SHdE LIt

11E+74| Destination File Name(CH 4 It O|§) EE=of 8] ot o|F 2 =7 LICt o] odlof|
Me 4] x| ag|o|M mt 0| SG300-28.txt T oi| K{EElL|CH.

Destination File Mame: SG300-28 bxt (121160 characters used)

12EHA|. BHQd EFiE AZHSHE{H ApplyE 2 =I8LCt.



Download/Backup Configuration/Log

Transfer Mathod:

SSH Settings For SCP:

via TFTP
via HTTRHTTPS
© via SCP {Over SSH)

Remote S5H Server Authentication: Enabled Edit

SSH Client Authentication:

Usarmame

Password

SCP Sarvar Definition:
IP Version:
Pv6 Address Type

Link Local Inlerface:

o SCP Server |P Addresa/Mame:

Source Fila Type:

Sensitive Dala:

o Destination File MName:

=

Lz S5H Client System Cradentials
D Usa SSH Client One-Time Credentials:

Lrtee] (The usermama ks not saved in the configuration file)

i (The password is not saved in the configuration fila)

Download

0 ockr . T —— L)
0 ByIPaddress By name
Version & ) Version 4

ink Local Globa

VLAN 1 &
182.168.100.148

D Running configuration file
Stariup configuration file
Backup configuration file
Mirror configuration fila

Flash Log

Exclude

© Encrypled
Plaintext

Available sensiive data oplons are deferrmingd by the coment users 330 rules

Sﬁjm-iﬂhcﬂ (12160 characters usad)

13EHA|. =ed0| &2 E|HM Done(2t2) HHES 228}



Download/Backup Configuration/Log
Bytes Transferred: 10422

Status: Copy finished

Error Message:

==

O|M| sSCP T& e Sall 29(x[e] Au|ado|M ItUE SSH2 = 2= =6t 7Lt ¥
sHfok Bf LICH.
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