A x|l MAC Z|dt 1& A
=5

802.1X= 28 X x|E 512510 HIEY 0l CHEt R MMHAE g x|5t= B2l EQULICH 0| Mo
I.

M= GUI(Graphical User Interface)& AF&5t0{ AL2|X[0A MAC 7|8t Q15 E 75t WHE 2
0& LICt. CLI(Command Line Interface)& At&3t01 MAC Z|gt Q15 S FM5t= WHE Yot

™ 0{7|8 S2IstAlAlR.

2 3:0| 7tol=&= 974 MM 2l 174 MlMo
2 O0HA|D 2 EHAHIE HESID e SEE AZHE SHES AR,

REMIEE LIS 2 S01ElS M ASHAAIL.

Radius 33 4|

802.1X 215, AIHXHEEI0IUE), QIE KAL) X| 22 HEXHZ &FX|) X 215 AH{(RADIUS)0| CH
5t M 7HR F2 74 247} /U&LICH RADIUS(Remote Authentication Dial-In User Service)&= Ul
EQ|3 HMAE ztElst= ol E=20]| Eli= AAA(Authentication, Authorization, and Accounting) =

EEZES M85 dAMA MEHILICHRADIUSE RADIUS A2} 3tLt O|4 o] RADIUS Z2+0|¢d
E Zto 2ot 015 HE Il wetk|= Zet0[HUE-MH 22 S AHSELICHZ2t0|MEQ| IDE & 2lst
1 ZEI0|AUETL LANO| HMAE = U=X| IR E A0l LEILICEH.

RIEXt= Ecto|HES 2IF Mud Ztol| S EfLICHHA| 20| Eo|M ID HEE Q& LICEH 0|
of CHet SEHSE QBRI Q& HHE HEE Eelghuchoix|mte 2, Z2to|HEN SEHE 2
O|gfLIct.ol 2ol M 2B XH= RADIUS E2t0|UEE & dt= AQX[IULICEARRIE 215 MH
ol &% 8357|238l EAP(Extensible Authentication Protocol) Z2|E H&35tstm &5t
£ A&LICH

MAC 7|gt QIE 2 o{E&LI|7}?

MAC 7|8t 1B 0l M IERIIt QIB At SAl5tE RS O[aHetK| Zot7HLE Q1B E += i B2
SAEO|MAC FAE AH83t0d QIS FLICLMAC 7|8t A= EAPE A 3tX| 2 &=
RADIUSE AtE3t0d 15 ELICH RADIUS MHOE 31&E MAC FARH Z&HE M SAE 0]
E{HIO|A T} & LICEMAC 718 @15 Q% E PAP(Password Authentication Protocol) 2152 2 ]
2l5tE CHAl M= S 6 [Service-Type] = 1001 2|5 0|28t 22 QAR LICE. Calling-Station-
Id 549 MAC TAE 3 AE H|0O|E{H| 0| A0 XEEI MAC A9 H|mEHL|C

H7A 2.4 22|AE MAC 7|8 AIRXRIE Q6 S E|T EAP Q15 Wi Ef= 24 RADIUSE X o|&|
= ALEX}L 0|89 Alg 7 HstE 7Is€ FIHELICE O] M| HE MAC Z18E AZ RO CHEH A
22X O|ST CIE EMH H|YUHS E FTHE 20t ofL|ZI A2 XL 0| 2| HAIE e £+ &L


https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-350x-series-stackable-managed-switches/Configuring_MAC-Based_Authentication_on_a_Switch_through_the_Command_Line_Interface.html
/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html

o e o e .......;..;. _... .;..;. ) R A D | U S Se rver

naasllsssuliieesagesstgel  Authenticator

PC

AN

At 1:0| 2 M0 ME RADIUS AHEHQF QIS A E 501 SG550X-245 AFEELICHRADIUS MHE 1

HIP F474192.168.1.1000| 1 QIEA= 17 IP FA71192.168.1.101 & LICH.

0| 2Mo| EHls 13 EA REolM £ HELIC 2EE 1202 WHsHH 9ES
% AHE

2 0|5 3}09 Display Mode EELI2 5= 0{AM Advanced

ELIEGE English A\l Display Mode: Logout SNA About Help

I C

=it

1. RADIUS ME{ e MH
2. RADIUS MHE{ 7|

3. RADIUS MH{ O E

4. RADIUS MH{ AFZ X}

5. RADIUS 2| 0|1E
6
7
8
9
1

.802.1X 2I&E &4
.802.1X @1& MAC 7|¢gt 215 AX
.802.1X 218 S AE 9l MM QIB

.802.1X P& X E QIF
0. ZE

& 7tsEt ClHtol&

. SX350X AlZ|=
. SG350XG Al2l=
. SX550X Al2|=
. SG550XG Al2|=

S ZME|



AT ES|o{ HH
. 2.4.0.94

RADIUS MH ™ &

1E-7|. RADIUS MHE Fe A2{x|o| & 7|gt R EEZ|E|o 222151 Security > RADIUS
Server > RADIUS Server Global Settings£ O|S &fL|C}.

ul — - % Save cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

Search

“| RADIUS Server Global Settings

» Status and Statistics

» Administration
RADIUS Server Status: Enable
» Port Management

» Smartport Authentication Port 1812

» VLAN Management Port: 1813
g Port:

» Spanning Tree
» MAC Address Tables
» Multicast RADIUS Accounting Traps: Enable

Trap Settings

> _IP Configuration RADIUS Authentication Failure Traps: Enable

a RADIUS Authentication Success Traps: Enable
TACACS+ Client

RADIUS Client |appy| [ cancel |
~ RADIUS Serven) ) ==

RADIUS Server Keys

RADIUS Server Groups

RADIUS Server Users

RADIUS Server Accounting

RADIUS Server Rejected Users

RADIUS Server Unknown NAS |

RADIUS Server Statistics
Password Strength -

»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

2CHH|. RADIUS ME 7|5 AMEHE & 498} 51249 RADIUS Server Status Z = 04| A Enable(& 433t
sHolgte MedgtLct

RADIUS Server Global Settings
RADIUS Server Status:

Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings

RADIUS Accounting Traps: Enable

RADIUS Authentication Failure Traps: Enable

RADIUS Authentication Success Traps: Enable

}—-Apply—{[ Cancel l

3E7. RADIUS 0728 O[HIE, MAmjgt 2301 Ff= HZ 8 230l e ERE Y/ dstedm &

EZ2 SNMP(Simple Network Management
2lL|Ct 2fro| gt A 2|X[2] SNMP 2FE[At
Z

Protocol)& &5l dHkl=
olAH EBo] M&SELICHE

- RADIUS 0{7t2 % E&{ — RADIUS 0{7}2% O[HIE o CHEr ER S Hstc{™ MEJErLICH

. RADIUS /& Aluf E3 — Alujst 2 30lof CHst ERME MAI5E{H MEfst

- RADIUS Authentication Success Traps(RADIUS Q15 83 E&) - M3 & 2210 CHE EY
2 ddstedm MEfghL(CE



RADIUS Server Global Settings

RADIUS Server Status: « Enable
+ Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
“* Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings

RADIUS Accounting Traps: ¥ Enable

RADIUS Authentication Failure Traps: | ¥ Enable

RADIUS Authentication Success Traps:\ ¢/ Enable

'—Appby—” Cancel ]

4EHA. M Z=Istod ¥ S XMEFLICHL

RADIUS A 7|

1EHA|. Security(2 2t > RADIUS Server(RADIUS MH{) > RADIUS Server Keys(RADIUS AMH{ 7|
)2 O|S&L|CH RADIUS Server Key 0| X|7} Q&ILICH

alietjra = cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables “| RADIUS Server Keys
» Multicast
» IP Configuration | Default Key: ‘o Keep existing default key
( ‘ Encrypted
TACACS+ Client | Plaintext
RADIUS Client
2
RADIUS Server Global St pr—
RADIUS SenverKeys)| 3 I o o e | B
RADIUS Server Groups
RADIUS Server Users SecietieVTano
RADIUS Server Accountil NAS Address = Secret Key's MD5
RADIUS Server Rejected ST
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services

MDS5 Digest:

Add... Edit Delete

©2011-2018 Cisco Systems, Inc. All Rights Reserved.
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RADIUS Server Keys

Default Key: @ Keep existing default key
Encrypted

Plaintext

MD5 Digest:

Apply H Cancel |

Secret Key Table

NAS Address @ Secret Key's MD5

0 results found.

Add...

3CHA. Add Secret Key(HIZ 7| F7f) & H 0| X[7} FRILICENAS Address ZE=0{ RADIUS Z2}0|
CIEE Z &5l AR TAE =dgtLICt. O] of|of M= RADIUS EEI0|UER IP =4
192.168.1.101% AFSEHLICH

NAS Address: (192.168.1.101 )
Secret Key: ® Use default key
Encrypted
Plaintext
}—Apply—{ | Close ‘

4. HIZ 7|z A El= EICIQ HE & stLHE ME/EfL/CIOHE SM2 Chant 2 &Lt

712 7| M8 — XIHE Mol B2 ClHIo|lA= 7|EQ| 7|2 7| EXt¥E AL&35t0{ RADIUS 2
CtO|AEE Q& ste{m Al gfLc.
. &3 3t — MD5(Message-Digest Algorithm 5)& At&35t0{ S4I2 Y= 3H6tc{H A= 3HEl 4
o=z 7|18 =gt

LYY EAE U HAE DM 7| EXEE U

e}
C
n

O] ool M= PlaintextE MEHSIT 02 K2 Secret Key2 AFEEIL|CHapply(HB)E F2M 7|7}
ot 531% s{Alo 2 E A|=IL|C).

£ I:exampleO|2t= EHO{E HIY 7|2 AIE5tX| et= W0l EZ&LICHE ZEiE 7|18 A8StAAIR
FICH 128%H8 AFRE £ UBLICHY 57} 4T E5HaA 7[o15t7] oS M 2L 0lX|aF 54 24t
9} ZTAE AFE 7|HE = U= LdE("P@55w0rds@reH@rdTORemember") £ HtZ = QCHHE

&ELICH Ao HE = U= BHo{E AS5HK| b= Zo| 7+ ’:QLIEP T StLHE MBSt B
7H°| EAE S EAtet A2 v W0l 7HE E&LICLAME LHER2 0| Cisco EE21 71IA|E
S Z=SHAAS.

= 1L


https://blogs.cisco.com/smallbusiness/how-to-create-secure-and-meaningful-passwords

NAS Address:

Secret Key: Use default key

Encrypted

o@ Plaintext [example
- Apply |

Close ‘

5CHA. Apply(’“%)% =
MD5&= Ol|O|H Z2ZFg 7M1 it o 2 M lAtE|X| ei=
SHA| &= ILICHMD5= 128H|E SHA| 2t2 AFSELICH

BT e

RADIUS Server Keys

Default Key: e Keep existing default key

Encrypted

Plaintext

MD5 Digest:

}—-ﬁpply——{ [ Cancel

Secret Key Table
| (| NAS Address | Secret Key's MD5
192.168.1.101 (1a79a4d60de6718e8e5b3266338a6533 )

Edit.. Delete

| Add...

RADIUS AH 18

|5tod ZAx|agoldE MY ELICHH

ks

192.168.1.101 (IPv4 or IPv6 Address)

1EtA|. Security(E2 ) > RADIUS Server(RADIUS A{H{) > RADIUS Server Groups(RADIUS AH

J8)2 o|SErLCt.

___ - x Save
SG550X-24 24-Port Gigabit Stackable Managed Switch

» MAC Address Tables
» Multicast

“| RADIUS Server Groups

RADIUS Server Group table

cisco RADIUS Language: [EIS) [ Display Mode: ISR logout SNA About Help

Q

Group Name | Privilege Level | Time Range
Name State

VLAN ID | VLAN Name

o
TACACS+ Client
RADIUS Client
 RooS Sere) )
RADIUS Server Global St
RADIUS Server Keys

0 results found.

| Add

RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services -
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range VLAN ID | VLAN Name
Name | State
0 results found.
[ Add.. Edit... Delete

3EtA|. Add RADIUS Server Group(RADIUS A 2 &
=ELICHO| oo = O& O|&§2 2 MAC802E AMS & LICt

F7f) Ho|x|7t KElLIct.aE2| o|&S

% Group Name: (MACSOZ ] (6/32 characters used)
% Privilege Level: 1 (Range: 1 - 15, Default: 1)
Time Range: Enable
Time Range Name: | ¥ | Edit
VLAN: ¢ None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

Apply

Close

Hel=1—15,157 7t

4EH|. Fgt Blld Lol JEof #a| AMA et eng% o248t |}
gHo| B 7|E2gf2 1Lt o] oflo M= HEH B g 12 SL
30| ZIAIM AfZF HR B = VLANE T/85H K| b &Lt
% Group Name: |IVIA0802 | (6/32 characters used)
% Privilege Level: (1 ) (Range: 1 - 15, Defauit: 1)
Time Range: Enable
Time Range Name: | ¥ | Edit
VLAN: @ None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)
'—ﬂppy—] [ Close
5EH|. Mg Z=Istod d™g XMEFLIC

(]

?I_-I



RADIUS M AFE X}

1EHA. Security(E2.2F) > RADIUS Server(RADIUS AMH{) > RADIUS Server Users(RADIUS ME{ At
X2 0|535t0{ RADIUSO| CHEH At AHE T &Lict.

il — x Save cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

» MAC Address Tables RADIUS Server Users

RADIUS User Table

» IP Configuration
) Filter: oup Name equ AC802 v Go Clear Filter

TACACS+ Client User Name Group Name | Password's MD5
RADIUS Client | Oresults found.

~ RADIUS Server ) @)

RADIUS Server Global St

RADIUS Server Keys
RADIUS Server Groups
'RADIUS Server Users

RADIUS S
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client

TADNIND Caninnn

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

2EHA|. 7.8 EBILICH M AHSXHE FItELICH

RADIUS Server Users

RADIUS User Table

Filter: Go Clear Filter

User Name Group Name Password's MD5

0 results found.

LoAdde) | Edit.. Delete

3E7|. Add RADIUS Server User(RADIUS AH{ AF&XF =7} W 0| X|7} DZILICH User Name ZE
off AFE X2 MAC FAE =TLICE O oo M= HFE{0A Ol MAC FAE AFSELICH

A 0:MAC TA0| 287} 52|H EAIE|0] &Lt



User Name: (54:EE:75: Y (1753:

Group Name: | MAC802 ¥

Password: ® Encrypted
Plaintext
)—Apply—{ | Close

4EtA. 25 O/E EECIR SS0A 282 M
ZZ= EAIE CH2 MACB02E 0| AL&Xte| I

EHEL|CEHRADIUS Server Group All440] 37|04 M
Ol 22 {MENEILICE.

—
=2
=

User Name: |54:EE:75:

Group Name: { MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

5CHA|. Ct3 ElC|2 HHE & StLtE MEdEFLCt

- Encrypted — 7|= MD5E At835l04 S4I
of & 3}El %‘*'OE 7|8 =gLct

- Plaintext — & 23 &l 7| 22

xtode oladst

2 d33tste ol MSELICH dE3HE ALSstedH

2(CHE ClHbo|A0fA)0] Qi A

52 UBt MAE BEolM 7| 2
S QIABLICH A 2 5HE 7| SXPO| MAEID EAIELICH
Plaintext& Of AL Rtol HILM S 2 M5t D OIS Uyt HAE HIY

# D:example2 Yt HIAE H|ZH
st XWol E&Uct



& User Name: |54:EE:75: (17/32 characters used)

Group Name: | MAC802 ¥

* Password: Encrypted I

OG) Plaintext (example )@ 32 characters used)
’—J\pply—l [ Close ]

6EtH. FMHE 228 & ApplyE E=IELICH
O|X| RADIUS MH 74 & Ot &LICHEHS MMoMde F H AR(XIE QUSAE FdgLICt

RADIUS #2}0|2E

1Bt QIEXtE AE AQx[0| & 7|4t REIZ|E|o] 21915t T Security(E 2 > RADIUS
Client(RADIUS &2+0|1E)=2 olS e LiCH

Wrher cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24 Port Gigabit Stackable Managed Switch I <

Getting Started
Dashboard
Configuration Wizards
Search

RADIUS Client

RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently Disabled.

MGl i alia RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access

b dinistration Both Port Based Access Control and Management Access
» Port Management o None

» Smartport

» VLAN Management
» Spanning Tree.

» MAC Address Tables Retries: 3 (Range: 1 - 15, Default: 3)

Use Default Parameters

» Multicast
Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)
» IP Configuration
|

Dead Time: 0 min (Range: 0 - 2000, Default: 0)
TACACS* Client Key String:
~AoUS Gt 2 .
» RADIUS Server Plaintext |
(RIS Source IPv4 Interface: | Auto ¥

» Key Management
» Mgmt Access Method Source IPv6 Interface: | Auto ¥

Management Access Authe

» Secure Sensitive Data Man | | Apply-| | cCancel

» Qal Qanar
»

* Encrypted

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

26|, o2l 2 A3 E35104 RADIUS Table(RADIUS Ef0]E) Mo 2 0|58t CHS Add...(F7t..) B
FE2IBLICt RADIUS ME{E F7}hLct,




Use Default Parameters

Retries: 3 (Range: 1 - 15, Default: 3

Timeout for Reply: 3 Range: 1 - 30, Default: 3)

Dead Time: 0 min (Range: 0 - 2000, Default: 0)

Key String: ® Encrypted
Plaintext

Source IPv4 Interface:  Auto ¥

Source IPv6 Interface: = Auto v

|mpply-f | Cancel
RADIUS Table
Server | Priority = Key Timeout = Authentication | Accounting | Retries =Dead | Usage
String (Encrypted) | for Reply Port Port Time | Type

0 results found.

Edit Delete

An ~ indicates that the parameter is using the default global value.

3EHA|. (MEH ALE) Server Definition(AME] &0

9
X|5I8H x| 0422 AEHSIL/C} O 01IX1I01IA-I" 71

ZICOoM IP A EEE 0|22 2 RADIUS AMHE
2 MEHSE0| |IP FAE OCE R K|EFLICEH

Server Definition:

® By IP address,

Version 6 @ Version 4

By name

IP Version:

Server IP Address/Name:

Priority: Ra

® Use Default
User Defined (Encrypted)

Key String:

User Defined (Plaintext)

Timeout for Reply: ® Use Default

User Defined - C

Authentication Port: 1812 Ra t: 1812

Accounting Port: 1813

Retries: ® Use Default

User Defined

Dead Time: ® Use Default

User Defined

Usage Type: Login
802.1x

e Al

I Apply ||

Close ‘

ATHA|, (MEH ALR) IP Version EE0{ M RADIUS MEHO| IP &4

K™ 40| 7|2 ME{E R X[ LICH

HHE MEfELICH o] oiKiol ME

Server Definition: ® By IP address By name

IP Version:

Server IP Address/Name:

Priority:

Range: 0
Key String: ® Use Default
User Defined (Encrypted)

User Defined (Plaintext)

Timeout for Reply: ® Use Default

User Defined sec (F e De

Authentication Port: 1812

Accounting Port: 1813

Retries: ® Use Default

User Defined |0

Dead Time: ® Use Default

User Defined |

Usage Type: Login
802.1x

e Al

- Apply— |

Close |

5EHA|. IP A EEE 0|§ 2 Z RADIUS AMBHol &
192.168.1.1002| IP A £ 245tz &LICt.

|248tL|C}.Server IP Address/Name ZE.0f



Server Definition: ® By IP address By name

IP Version: Version 6 @ Version 4

Server IP Address/Name: (192 168.1.100 )
Priority: Range: 0 - 65535

Key String: ® Use Default

User Defined (Encrypted)

User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range 1812
Accounting Port: 1813 1813
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al

|Apply—|| Close |

6EHA|. MEHO| M= QIS UHBLICH S 4E QI CIHHOIATE ALSAHE Q1B 5H7| I5H Aol
Bo2IT AIESHE 2 4B ZWELICLCIBH0IATE 241 2917} 75 £ RADIUS AH{2 Bix{ Al
SHEILIC00] 71 £ 2 oM 2luic

Server IP Address/Name: 192.168.1.100

Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range: 0 - 65535, Default: 1812
Accounting Port: 1813 ilt: 1813
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined

Usage Type: Login
802.1x
e Al
}—Appiy—{ ‘ Close ‘

7EH7A|. ClHFO|A QI RADIUS MEH 7He| Salg 0%3} _%_;F%P‘ o AF8 L= 7| XIS &=
gfLICH Ol 7|= RADIUS MEHol| & 7|2t LR|SHOk EfLICH &k E 8 E= AU HIAE HAlo=z
1248 4~ QU&LICt Use Default(7 |27} AHE)E MEHSH ElHPolét 7|E 7| 2xtEE

RADIUS A‘I ol @15 3te{ 1 A& LICH User Defined(Plaintext)& AFE 5t =2 € Q=2i5t7ll&
L|C}.

I-_I

ML HI|aB oM VIRgo 2 SLITHHEHE B TA £ AsLIH



Server Definition: ® By IP address By name

IP Version: Version 6 @ Version 4

Pve pe Link Local Globa

Link Local Intel
Server IP Address/Name: 192.168.1.100
Priority: 0 (Range: 0 - 35)

Use Default

User Defined (Encrypted) \
@ User Defined (Plaintext) (7/128 characters used)

® Use Default

Key String:

“ Timeout for Reply:

User Defined | ec (Range: 1 3
Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
* Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
* Retries: ® Use Default

User Defined Range: 1 - 15, Defaul

* Dead Time: ® Use Default
User Defined |Defaul 0-2C t:0
Usage Type: Login
802.1x
e Al

8CHA|. Apply(H&)E Z=lsto Au|adolMME MEELICH

802.1X 218 &4

&M I o|X|= ZE/CIHIO|A @l
o_=||x

JES 18t5t= Ol A2 ELICH 215 0| 2 5 5t2dH
Mo 2 2|1 2 TEO|M 71

ez %*“ﬁFEIOi FgfLCh.

ri
2
A
0% |0
]
fuok
0>-

1EH7|. Security(E.2F) > 802.1X Authentication(802.1X 21%) > Properties(44d)2 o|S&fL|C}.

cisco Authenticator Language: [EITeIEN [ Display Mode: [ETENSRA Logout SNA About Help

e SG550x-24 24-Port Gigabit Stackable Managed Switch

» IP Configuration

Properties

TACACS+ Client
RADIUS Client
» RADIUS Server
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control
Port Security
(2}
3
Port Authentication
Host and Session Authen
Authenticated Hosts
Locked Clients
Web Authentication Custc
Supplicant Credentials

MAC.Racad Anthenticatic
»

Port-Based Authentication:

Authentication Method:

Guest VLAN:
AN ID

Guest VLAN Timeout:

Trap Settings
802.1x Authentication Failure Traps:
802.1x Authentication Success Traps:
MAC Authentication Failure Traps:

MAC Authentication Success Traps:
Supplicant Authentication Failure Traps:
Supplicant Authentication Success Traps:
Web Authentication Failure Traps:

‘Web Authentication Success Traps:

Web Authentication Quiet Traps:

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

2EHAH. 2

Enable

RADIUS, None
RADIUS
None

Enable

Immediate
User Defined

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enable

LE 7|8t QI5 S #443}5t2{H Enable QIS

sec (Range: 30 -

|

—



Properties

Port-Based Authentication: «| Enable

Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

EHA. ALEXRE 1F WS MEiELICH IS Y22 RADIUSE MEsHZl&LICHCHE M2 T

St Z&Lct

- RADIUS, None — RADIUS MHHE Al8310{ HA ZE Q&5 =& LICI.RADIUSHIAM SE
Ol &=AIE|X| toTH(f: MHH7I CIRE E2) 2150| - E|X| ofo MMO| {8 E LICH M

LS — L— LS —

E MEE & UXIB AER AHH 50| SHIZX| o™ HMATH HEE|T HMo| S=EL

Ct.

. RADIUS — RADIUS MOl A AFZAHE QIE3tL|CHOIZ 0| 28 E|X| ofom™

of&Lch
- HE — MEXE QBstK| L&LICHMMEE ST LICH
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Properties

Port-Based Authentication: «#| Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

ATHA| (ME AE) MAC 215 Ao E2 3! MAC 2/F && E 2o CiEt Enable(& &3t} & QlEtS
AEABHL|CFMAC Q15 0| Almj ‘+ Lt 8 JEEE 3E 32 EZ0| YYELICt ol ool M= MAC

— 1

Authentication Failure Traps %! MAC Authentication Success Traps& 25 &4&/3fglL/C}.

oI

Properties
Port-Based Authentication: < Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e |mmediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: «#| Enable
MAC Authentication Success Traps:
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

5Bl &2 +&LIct

802.1X 21& MAC 7|t o1& AH

ol mlo|x[olME MAC 7|t 150 MHEE + U= Chder d-8E 7+ 8E = U&LICH



1EHA|. Security(& 2H > 802.1X Authentication(802.1X 2!1&) > MAC-Based Authentication
Settings(MAC 7|8t o1& )2 o|s gt

e cisco Authenticator Language: Display Mode: Logout SNA About Help
CISCO SGSSOX-24 24 Port Gigabit Stackable Managed Switch I

MAC-Based Authentication Settings

TACACS+ Client
RADIUS Client
» RADIUS Server
Password Strength
» Key Management Username Format
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control

Port Security Case: o Lowercase

@ sz Aeniaion €) e

Properties

Port Authentication

Host and Session Authen

Authenticated Hosts

Locked Clients

Web Authentication Custc GETES

Supplicant Credentials Password MD5 Digest:

* Denialof Service Prevenfio * | | apply-| | Cancel || Display Sensitive Data as Plaintext

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

2CHA[. MAC Authentication Type(MAC 215 R&)H|M CtE & stLEE MEIRFLICY.

MAC Authentication Type: o EAP
RADIUS

Group Size:

MAC Authentication Password

Password: ® Use default (Username)
Encrypted

- EAP — MAC 7|8t MHXIE 2B 5HE AR|XI(RADIUS 22H0|21E)QF RADIUS ME 7te| Ezf
=loj| CHsif EAP 2= 3519} &7H RADIUSE AF2EHLICH.

. RADIUS — MAC 7|8t AIEXIE Q15 5= AQ|%|(RADIUS 220|91E)QF RADIUS A ZHo)
Ezi=lof CHal EAP Zi£ 3} @10l RADIUSE AHSEFLICH.

O| ool M= MAC 218 RE2 = RADIUSE MEELICEH
MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS

Username Format

Group Size: 1

Case: e Lowercase
Uppercase

MAC Authentication Password

Password: ¢ Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

I—Apply-—i I Cancel l [ Display Sensitive Data as Plaintext ]

LA AFEX} O|F 40 M ALEXL Ol 22 MEE MAC A2 7 7|Z ALO|of ASCII EAt =
% MEdgfLICH ol 29 & 27|12 28 MEigLICH
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MAC-Based Authentication Settings

MAC Authentication Type: EAP
® RADIUS

Username Format

Group Size: 1

Group Separator:

Case: e Lowercase
Uppercase

MAC Authentication Password

Password: ® Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

}—-Apply«—{ [ Cancel I [ Display Sensitive Data as Plaintext J

4T MAC F 40| MolEl 2Xt I8 Ato|of 22 7|32 A SElE 2XHE MEEtLICH O of ol A
MEfSILICLOE PR 7|22 ASELU
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MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
e 2
4
12
Group Separator: @
Case: Lowercase

MAC Authentication Password

Password: @ Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

I»—ﬁpply—{ [ Cancel l I Display Sensitive Data as Plaintext ]

6EHA|. HIZHS = AQ|X|7} RADIUS MHE E8t Q150 AFR
& LIS MEfsL|C},

7|E2ek AHE (A %KP O|F) — Heol&l At&X 0|2 HIY



MAC-Based Authentication Settings

MAC Authentication Type: EAP
e RADIUS

Username Format

Group Size: 1
e 2
4
12
Group Separator: o
Case: Lowercase

® Uppercase

MAC Authentication Password

Password: Use default (Username)
Encrypted

@ Plaintext @xample )

Password MD5 Digest:

i Apply ‘ | Cancel | | Display Sensitive Data as Plaintext I

& :MD5(Password Message-Digest Algorithm 5) Digest(H| 2815 HIA|X| CFO[MAE 20 2|&
5) Digest(Cf O[X| A E)0i| MD5 CIO|MAE H|YH S 7t E AELICMD5E H|0|H YR E 7Hx{et
Htxo 2 ZHMME[X| ot= I REH 16T+ £ Tt = 2335t Al & +LIChMD5= 128HIE
Al 2k 2 AFSELICH.

7EHA. Apply(H)E 22!5tH M 0| Running Configuration(&& & Q1 41|28 0|A) m o X
ELct.

802.1X 2I& EAE Gl MM Q1=

Host and Session Authentication(Z A E &/ A4 21F) H O|X|of M= 802.1X7} ZEO|AM ES5t=
DEE Holstm f|Eto| BX|E B¢ sdE &S Holg = JU&Lct

1EtA|. Security(E2 2} > 802.1X Authentication(802.1X 21&) > Host and Session Authentication(£
AE QI HM eIF)2 = o|SEfLct.



'é'.'s'é'é' SG550X-24 24-Port Glgablt Stackable Managed Switch

»

»
»

»
»
»
»

»

TACACS+ Client

RADIUS Client

RADIUS Server

Password Strength

Key Management

Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man
SSL Server

SSH Server

SSH Client

TCP/UDP Services

Storm Control

Port Security

~ 802.1X Authentication ) )

»

20H. =

Properties
Port Authentication

Authenticated Hosts
Locked Clients

Web Authentication Custc
Supplicant Credentials
MAC-Based Authenticatic

Denial of Service Preventio ™
»

SAE QIEE FASt TEE MEH

cisco Authenticator Language: [EITeIN [ Display Mode: [ETEINSRA Logout SNA About Help

Host and Session Authentication

Host and Session Authentication Table

Showing 1-28 of 28 All ¥  per page

Filter: Interface Type equals to | Portof Unit1 v | [ Go |

EntryNo. | Port | HostAuthentication | Single Host

Action on Violation | Traps | Trap Frequency | Number of Violations

Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)
Multiple Host (802.1X)

Multiple Host (802.1X)

w
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22 FMehLICH

Host and Session Authentication

3EAH. HEL...E2

S2[gfLCH ZEE FMHELICH

Host and Session Authentication Table
Filter: Interface Type equals to Portof Unit1 ¥ @
Entry No. | Port Host Authentication Single Host
Action on Violation = Traps | Trap Frequency | Number of Violations

@ 2 GE2  Multiple Host (802.1X)

3 GE3  Multiple Host (802.1X)

4 GE4  Multiple Host (802.1X)

5 GE5  Multiple Host (802.1X)

6 GE6  Multiple Host (802.1X)

7 GE7  Multiple Host (802.1X)

8 GE8  Multiple Host (802.1X)

9 GE9  Multiple Host (802.1X)

10 GE10 Multiple Host (802.1X)

11 GE11  Multiple Host (802.1X)

12 GE12 Multiple Host (802.1X)

13 GE13 Multiple Host (802.1X)

14 GE14 Multiple Host (802.1X)

79 E_l O.I
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10 GE10 Multiple Host (802.1X)
11 GE11  Multiple Host (802.1X)
12 GE12 Multiple Host (802.1X)
13 GE13 Multiple Host (802.1X)
14 GE14 Multiple Host (802.1X)
15 GE15 Multiple Host (802.1X)
16 GE16 Multiple Host (802.1X)
17 GE17 Multiple Host (802.1X)
18 GE18 Multiple Host (802.1X)
19 GE19 Multiple Host (802.1X)
20 GE20 Multiple Host (802.1X)
21  GE21 Multiple Host (802.1X)
22 GE22 Multiple Host (802.1X)
23 GE23 Multiple Host (802.1X)
24 GE24 Multiple Host (802.1X)
25 XG1 Multiple Host (802.1X)
26 XG2 Multiple Host (802.1X)
27 XG3 Multiple Host (802.1X)
28 XG4 Multiple Host (802.1X)

Copy Settings... | ( Edit.. )

ATHA|. Host Authentication(EAE 21F) HEO|M OHE M & stLHE MEIHLICEH

1.

Y sAE RE
. QIS E ZCI0|MEI} U B ZEJ QS EILICEHS ZEO|M LIS SAED QISE £
U&LILCE.
. ZEJI SQIE[X| ot HAE VLANO| M3 E|H El T 9ie ECHEIR HAE VLANO] CHA|
v

=

HEEUchE 27t XI'EE EBZ2 HIAE VLAN E= QIS K| &2 VLANO| &35t K| o=
gt AXEUCAILE VLANO| ZE 0| M E83tE[X] of2 39 2B E[X| &2 VLANO| &8
Ef ®2|E EciEe 28[FE o

- ZEJLQIBEH QEE SAEQ| BT gi= EcfE X BVt X|HE EBfE2 1™ VLAN

Hu{ A ZE HAI|J8o|Me 7|Hte 2 HE|X|ELICHCIE S AEQ| ErfElo| AFN|EIL|C}.

- AEXE 218 ZEMA S0l RADIUS AME{0i| M &F 8t VLANO| QIS E ZAEQ| BT Qis

EDHZS CIA| OHESIEE X|-HE £ &LIChE 27t X|HEl EBIZ/2 RADIUS & VLAN
L= QIS E|X| oE2 VLANO| &£51X| b= & AMM|EILICH 2 E 9| RADIUS VLAN &% 2 Port
Authentication Page 0141 A ElLIC}.

2.} sAE C
. 5tLt O|&t ol QIS El ECI0|MET} U A ZETJI QIS EILICH
. ZEJI SQIE[X| ot HAE VLANO| M3 E|H El T Qe ECHEIR HAE VLANO] CHA|

.EXEJIQISEMH T VLAN HiH A ZE HI|O0|ME 7|He 2, ZEN| AAEI B E

OHZEL|ctE a7} X HE EpfEl2 HAE VLAN EE= QIS E|X| o4 VLANO| £351K| St=
st AKMIELICHHIAE VLANO| ZEO|M M3 E|X| ot 2 HAR QB E|X| &2 VLANO]| &8t
Ef1 AM2|E Ecif=gr E2|&EL|C}.
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O|Eja 9= Ec= L Eja7} x|HEE Ef=ZI0| E2|X|E L|C}.

. Q15 ZZ M|A F0f RADIUS Mol &8t VLANO| Ef 27} X|HE|X| &t 2 EEi=l o] 2IC]
HIME| T & X|HE £ QU&LICLEI27}F XIHE EBIE 2 RADIUS &Y VLAN E= QIS &K
ole VLANOI &31x| b= 8 AMA|ElL|CH Z E 9] RADIUS VLAN &% Port Authentication
o o|X|of M M- ELICt

3.CE HMMEZE

HUSAE QOIS SAE PEQ EE OF MM 2ES X E| = 2FE HE 7 gi&LICH
O| 4Ell= ZEO| HAZE ZF 2CI0|HEA S ELICEH

. Q1B E[X| et 2 VLANO &£5t= EfT AM2[E ERfE 2 S AEQ| HE
o 2|2 gL o

. QB E|X| 2£2 VLANO aém o2 sAEQ| BT XIH L E OV} XIHEIX| §E2 EBiE2
VLANOIAM o] 3! M3l El 32 HAE VLANO| CHA| OHE E| 7L}, HAE VLANO| ZEOf
M EMSE|X| 2t 2 F<2 AXIELICEH

. 915 ZZ MA S0l RADIUS MEHo|A] & &3 VLANO Ef2 7} X|HE|X| et 2 Ei=lo] 2iC|
HIME| T & X|HE £ QU&LICLEI27}F XIHE EBIE 2 RADIUS &E VLAN E= QIS &K
ore VL ANO|| &35FX| ot= 3t ALK E|L|CH Z E 9| RADIUS VLAN &HEHe Port Authentication
Ho|X|of M M ELICt

A
o|

I)i |m

04 0150 2t7[gi0|

-||I

Interface: Unit |1 v Port | GE1 v

Host Authentication: Single Host
Multiple Host (802.1X)

® Multiple Sessions

}-—Apply—i | Close

5EF7Al Apply(H&)E Z=isto{ Zdm|aeio|lME XMEELICH

AN:MY SAAE.. SYUSHGE1 78 048] ZEo| ME%&L|CI.RADIUS Mol 1A=l ZEES
OIS S AE(802.1X) 2 &LICf.

802.1X ¢l& ZE Q&

Port Authentication(Z £ o/x) HO|X|oME ZF ZEof CHst o7iEds ZAI|ad|o|MMe EAd5HE L
ChUE Zm|aeio|M HZE2 L EJ} Force Authorized & EH(0: ZAE 215)Ql 7400 gk 7ts3st2
2 HZA5t7| ™ol ZE X 0{Z Force Authorized2 #HZ35tE 20| E4LICHZAT| 28 o|MH0o| &2 |
™ ZE X|0{E 0| HEfZ K|S ELICH

i

B:MAC 7|8 150l EeBh dEe FEELICHLIHX| T oM 7|Edez fX|E L/

1Et7|. Security > 802.1X Authentication > Port Authentication2 £ O|S&fL|C}.



cisco  Authenticator Language: Display Mode: Logout SNA About Help
SG550X-24 24 Port Gigabit Stackable Managed Switch I

Port Authentication

» Multicast
» IP Configuration

Port Authentication Table
TACACS+ Client
RADIUS Client
» RADIUS Server Entry No.  Port Current Port = Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based Periodic Reauth
Password Strength Control Port Control VLAN Assignment | VLAN \enticat
Key Management
Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
SSL Server Port Down  Force Authorized  Disabled Disabled Disabled  Enabled Disabled Disabled Disabled
SSH Server
SSH Client
TCP/UDP Services
» Storm Control Port Down Force Authorized ~ Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Security Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
©_802.1X Authentication) ) PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled

S Port Down  Force Authorized  Disabled Disabled Disabled  Enabled Disabled Disabled Disabled

Filter: Interface Type equalsto | Port of Unit1 v | | Go |

Authorized Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down  Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Host and Session Authen Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Authenticated Hosts PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Locked Clients PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Web Authentication Custc

Quinnlirant Cradantisle

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

2B ZE HEt HoiE 7MY ZEE MEBLICH

B n:AQx|7} (IAE TEE T MEX| DIAMA|IR. A2 x| AlR[E = = C|HIO|AO|EE S
Forced Authorized 2 & X|&fL|C}.

Port Authentication
Port Authentication Table

[ —
Filter: Interface Type equals to Port of Unit 1 v I Go |

| Entry No. | Port Current Port | Administrative RADIUS Guest Open Access = 802.1x Based MAC Based Web Based Periodic Reauth
Control Port Control VLAN Assignment | VLAN Authentication | Authentication = Authentication | Reauthentication
@ 2 GE2 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
3 GE3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
4 GE4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
5 GE5 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
6 GE6 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
7 GE7 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
8 GE8 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
9 GE9 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
10 GE10 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

3Bl D Ot S ofel2 23 850 WEL.2 SEIFLICL ZEE TR LICH

11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
13 GE13 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
15 GE15 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
16 GE16 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
17 GE17 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
18 GE18 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
19 GE19 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
20 GE20 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
21 GE21 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
22 GE22 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
23 GE23 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
24 GE24 Authorized Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
25 XG1 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
26 XG2 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
27 XG3  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
28 XG4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
I Copy Settings... | ( Edit... )

Edit Port Authentication THIOIXIOHA-I Current Port Control ZE £ x| ZE #§t £0{ AE|E EA|
ErL|CH A ENZF Authorized?! B, ZE 7} @15 E| 7L} Administrative Port ControlO| Force
Authorized &/L/CFBCHE 2 E{ 7} Unauthor/zed(%odilxl 22l 49 ZEJL QB E|X| L HLE
Administrative Port Control(Z 2| ZE X7’/O-/)O| Force Unauthorized(& 2!%|X| 8t 5)/L|Ct 21E{H| O
AM M EE HEVEMS B B2 A ZE Mols M Z£8| A E7t Euch

ATHA|. BtE| ZE 3 20{ MEHE MEASILICHZEE AFS0 2 LMELICHAIR 758t M2 O}
St Z&Lch



. Forced Unauthorized(Z Al & Q1E) — QIE{H|0|AE FE SEHE TIEH5104 QIE{H| O] A HAMA
E HEstL|CtC|Ho|A S CIE|H|0|AE E5 22I0|QIEN| 9IE MH|AE NZ5FK| ot&L|CH

. Auto — C|HFO|AOM ZE 7|

it 015 2l HMEt 2048 M3 ELct o] QIE{H 0| A= ClHFO|A
oI ECI0|ME 7to| 915 w2 7|t 2 HMEt = = HE @i 4B 7Hol o|S&ct
- Forced Authorized(Z Al T&t £0d) - 215 10| QIE{H0|AE S FLICH

#10: Forced Authorized(Z M| T8 £04)7} 7|& gL LIC

Interface: Unit |1 v | Port |GE1 v
Current Port Control: Authorized
Administrative Port Control: Force Unauthorized

Force Authorized

RADIUS VLAN Assignment: e Disable
Reject
Static

Guest VLAN Enable

Open Access: Enable

802.1x Based Authentication: « Enable

MAC Based Authentication: Enable
Web Based Authentication Enable
Periodic Reauthentication: Enable
Reauthentication Period 3600

Reauthenticate Now:

Authenticator State: Force Authorized

Edit

Maximum WBA Login Attempts: @ Infinite
User Defined

WBA Silence Period: (@ _Infinite

802.1X Z[Et 215 EHEO0|M 802.1XE QIE LR AFESIX| pto a2 EM35 QI MElZ

5EHA.

FlAagLICh 7|22k 802.1x 7/BF 10| - dstELIC
Interface Unit |1 v Port GE1 v
Current Port Control Authorized
Administrative Port Control. Force Unauthorized

e Auto

Force Authorized
RADIUS VLAN Assignment: e Disable

Reject

Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication:
MAC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
Reauthentication Period 3600
Reauthenticate Now
Authenticator State: Force Authorized

Edit

Maximum WBA Login Attempts: @ Infinite

User Defined R

6EHA. M E2| 94 E MAC =AE 7|Hto2 ZE Q&5 445} 5t
M3} &olzr2 MEHREHL|CE.87H2] MAC Z7|EH QIS ZEof A 3



Interface: Unit |1 v | Port |GE1 v

Current Port Control: Authorized
Administrative Port Control: Force Unauthorized
e Auto

Force Authorized

RADIUS VLAN Assignment: e Disable
Reject
Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication: Enable
MAC Based Authentication:
Web Based Authentication Enable
Periodic Reauthentication: Enable
Reauthentication Period: 3600 sec (Range: 300 - 4294967295, Default: 3600)

Reauthenticate Now:

Authenticator State: Force Authorized

Edit

Maximum WBA Login Attempts: @ Infinite
User Defined [= (Range: 3- 10

WBA Silence Period: (@ _Infinite A

7EHAl M2 2EIsto HE A g E MY ELICH

AulaeloldE MEstedH =t §H ol Save(XE) HEE F&LICH

el G550X-24 24-Port Gigabit Stackable Managed Switch

aE

O|AM| &2 XIo M MAC 7|8 QIB & HE3XHoz FEM&LICEMAC 7|8k 215 0] 2 Sst=x%| & elst
ciH ofel EHAIE #—%%PQAIP_.

1EHA|. Security(E2Q P) > 802.1X Authentication(802.1X 2!&) > Authenticated Hosts(2/&E EAE
)2 0|&35lod QB El AL&Xtof CHEF M2 HEE = elgfLCt.

waliethes E— cisco Authenticator Language: Display Mode: [[RIENSSA Logout SNA About Help
cisco SG550X-24 24 Port Gigabit Stackable Managed Switch [ ]

> IP Configuration

©secuty | 1 Authenticated Hosts

Uees Elln Authenticated Host Table
RADIUS Client

» RADIUS Server
Password Strength 54EE75: M GE1/1  00:00:06:56 MAC Remote S4:ee75]

» Key Management

» Mgmt Access Method
Management Access Authe

User Name Port Session Time (DD:HH:MM:SS) = Authentication Method = Authentication Server = MAC Address VLAN ID

» Secure Sensitive Data Mar
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control
Port Security
02 x e @
Properties
Port Au(henncanon
H Aulher

Locked Cli

Web Authentication Cust

Supplicant Credentials

MAC-Based Authenticatic ™
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

2EHA|. O] of|oflAME Authenticated Host Table(RI5El A E H|0|8)0|M O|[HS MAC FA71 21&
TS S EolE + USLICHOHS EeE= ClS1 20| o*_l.=.l-||:+.

. AHEXl 0| — L ZEOM QIS E A™ER O|E.

. Port — ZEQO| HZ lL|C}.

. Al AIZHDD:HH:MM:SS) — A&EXI7F ZE0|M 215 2 HEH 204E HAA HEHE 22 Al

Zhduct.

Q1E & — of x|t M|Mo| QIS E S L|Ct
Authenticated Server(@/5E MH) - RADIUS A{H.
- MAC 4 — AI™ER MAC TAE E AR LCH

- VLAN ID — ZE 9| VLAN.



Authenticated Hosts

Authenticated Host Table

User Name Port Session Time (DD:HH:MM:SS) = Authentication Method | Authentication Server = MAC Address VLAN ID
(54:EE:75:-_I!_ GE1/1  00:00:06:56 MAC Remote 54:ee:75: )
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Dashboard

Configuration Wizards Alert Icon Blinking: Enabled | Disable Alert Icon Blinking
Search
* Status and Statistics | 1 | Pop-Up Syslog Notifications: Enabled | Disable Pop-Up Syslog Notifications

System Summary | Current Logging Threshold:  Informational Edit
CPU Utilization

RAM Memory Log Table Showing 1-50 0f 75 50 ¥  per page

Port Utilization
Interface Log Index = Log Time Severity Description

Etherlike 2147483573 2018-May-3104:33:00 Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
GVRP 2147483574 2018-May-3104:33:00 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
Z?L'”‘ 232 2147483575 2018-May-3104:32:56  Informational  %LINK-I-Up: gi1/0/1
LS T T 2147483576 2018-May-3104:32:53  Warning %LINK-W-Down: gi1/0/1
Health and Power 2147483577  2018-May-3104:31:56  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: [ is authorized on port gi1/0/1
SPAN & RSPAN 2147483578 2018-May-31 04:31:56  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
Dizgpiesiies 2147483579  2018-May-3104:31:56  Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
RMON 2147483580 2018-May-3104:31:51  Informational ~ %LINK-I-Up: gi1/0/1
2147483581 2018-May-3104:31:48  Warning 9%LINK-W-Down: gi1/0/1
2147483582  2018-May-3104:30:55  Notice 9%COPY-N-TRAP: The copy operation was completed successfully
Flash Memory 2147483583  2018-May-3104:30:53  Informational ~ %COPY-I-FILECPY: Files Copy - source URL running-config destination URL

~_Administration 2147483584  2018-May-3104:13:26  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1

e 2147483585 2018-May-3104:13:26  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
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‘ 2147483584 2018-May-3104:13:26  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1
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