SNA(Smart Network Application)& & &
DAC(Device Authorization Control) #2| 74

o F:1

SNA(Smart Network Application) A|AE2 C|HtO|A L EZfZlo] CHE REMITH 2LIEE HE

E Z85l0{ HEQT EEZX|Q JHRE EAIELICISNAE AR5t L E T 0d A XI°45I
= ZE CHIO|ANM HI|ado|lME MAXez E1 £88 £ QlaLct

— L Toa T AmHE

SNAO= HIEIT oM Q1B E EEI0|HE &R S F]E T+ = U= DAC(Device
Authorization Control)2H= 7150| A& LICHDACE HIE L3 2| SNA C|HFO|A0{Af 802.1X
7|2 &/93l5tMH, SNA C|HFO|A & stLtod| LHEE RADIUS(Remote Authentication Dial-In
User Serwce = RADIUS 3AE MHE FEE &= U&LICHDACE MAC(Media Access

Control) 215 & ‘H ~>AEL|C

ol 2M0oiM= SNAE Sall DAC ZElE Fdsts o cfet X|IEE MSELCH.
& 715t ClHo|A&

. SX350 Al2|=
- SG350X AlZ|=
- SX550X Al2|=

£ 11:Sx250 Series®| C|HO|A = HE L0 AZAE[IS [ SNA HEE MSE += UX|E O]
c{et C|HHO| A0 M SNAE AlRtE == gl&gLCh

A2ZEQ 0] HT

. 2.2.5.68
DAC Y43 &=
I'o EI'7:"E OOH DAC "I'Ela -|EEI- = Mﬁl—lﬂ.

- DAC & g3t
- RADIUS M 3! ZE2t0[E 7
-DAC S5 g

0%

DAC 48}

4

ki
I
11

Ml

Al—- H

1A AHE 758t &M EAlstE{H SAN H|0[X[2| 1% & ZME[0 (e &



@ N Smart Network Application

Q

27|, Edit DAC mode(DAC 2 E HE)E ME{EL|C}.

Xt Smart Network Application

Export SNA Settings

Import SNA Settings

Open tags inventory

5end Feedback

About

O|M| DAC HE 27t € H3tElLICt EE 2 K| W of 2ol mt2h Z 2|t 3t stE el ZE
£ m'do| ZA[ELICH

DAC Edit Mode 0y (P Exit
3EHA|. (MEH ALE) DAC HE REE S=5t2{MH Exit HES Z2Ig LIt

RADIUS At & SE2}0|PE T4

2CH7|. + Set as DAC server® & 2|gfL|C}.

A 4+ Setas DAC server

3CtA|. ClHtO|A0f Gt O|& 9| IP FAT U= B DACHM AL E T4 & stLHE MEE
L|C}.ol ofol A= 192.168.1.127 | StaticS ME4SFLIC}.



Select IP Address

switche&f4d3 / fec0::42a6:e8ff:feeb:f4d3

|IP ADDRESS
fecD::42a6:e8ff:.feeb:fdd3 -
| Dynamic

127.0.0.1 | Static hle connection

‘ 192.168.1.127 | Static

fecD::42a6:e8ff:.feeb:f4d3 |
Dynamic

feB0::42a6:e8ff:.feeb:fad3
| Dynamic

fin2--1 | Munamic

Fo:FA S52 1P AEH0|ATH EMRUXK| SHRUX| LHEHHLICH S IPE ME=HStH 20|
SotdsiE &= cts d1n7F EAIFLICH

Select IP Address

switche&f4d3 / fec0::42a6:e8ff:feeb:f4d3

IP ADDRESS
192.168.1.127 | v

Dynamic

A Dynamic ip might cause an unstable connection

ATHA| 22 E F=ELICH



Select IP Address
switchebf4d3 / fec0::42a6:e8ff:-feeb:f4d3

I[P ADDRESS

192.168.1.127 | L
Static

& 3:7|E DAC MHHE Y 1 S2t0ltEolM HAH A8 SHe FA7H O8] MELICH

DAC RADIUS AH{= Topology(EEZX]) E7|0M £EIE2 ZZ EA[ELICH

5CHAH[. SNA C[HIO|A & 5tLHE MBSt Options HlF& Z=2&LICEH

&2 2l0|lEE MEHGHX| oto

A 2|X|7} o|0| DAC RADIUS AlH{2| Z2t0[AFE QI B2 IP A= RADIUS MEH2| NAS Ef| 0]
£0{ %11 RADIUS MHE AL R 802.1X £ 25 4M&=2| 022 RADIUS AMH E|0O|&
of 7+ &dELICt o]l 22Xl Ol2] MEiE|o] U&LICH

O|F10fl 44245+ Mt 0[2/2] 802.1X0H CHaH T AIE RADIUS MEH7H U= SEHOIHE S Meist
22 Yol M 7|Z RADIUS Mi 5+ STHetcHs 22I0] EAIEILICH

O o MENEH M o]2|e| 2442 001 M 802.1X0| CHa 7L 4El RADIUS M7t /= EEt
O|HEE MEIEt A2 27/ HIAIX|7} EAIE[T O] ZEt0|E0i DACT7 FEE|X| §E&LICH.

6EH7|. + Set as clientE & =/&FL|C}H



192.188.1.1.28

fecO:d2a6eBf-fees..,

192.168.1.131

Z20[HE AL X[

||:|_=|

|m

192.168.1.124

835tad

7Et7H|. 802.1X Q15 =

gt MEfELICH
#1:0| ofloi M= GE1/1, GE1/2, GE1/3 2! GE1/4 &£

rr

L

ro



. DONE
Select Client Ports

switcheb6fa9f/192.168.1.128

W Select Recommended

PORT SWITCHPORT MODE DESCRIFTIOM RECOMMEMNDED

trunk

ACCess y
ACCEess *
access *
trunk *

I'Iﬂl

A QXL ZEtR ol AKX B2 2E ZE

lo
i
J

#I:SNAE ZE H|X| ZE E= ¢}
g HEELLCL

8EHA|. (MEH ALE) Select Recommended(THE MEl) HEZ E2/5t0{ ZE H
ghlct.

0l
I
Im
i
o
ro

oCty|. &t 22 S=|ELICHDAC RADIUS 220|1E = Topology(EZZ2K|) E7|0{A Mo
24X EAELICH



192.1684.1.124

192.168.1.128

192.168.1.131
fecD::42a6:e8ff-feet...

DAC Edit Mode  vappy (B ext )

10574 M2 =& HE Ag S My e LI

11Et7|. DAC RADIUS ME{7| HIEQT ol ZE ZEI0|HES} & AIEE 7| BEAMEE =
groict.
=

Apply

STEP 1 - Insert Keystring

i Please notice: you must enter a manual keystring or choose the auto generated option

Manual @ Auto Generated

At 1:0| 0 of| M= Cisco12347F AFRE{L|C}.



12EHAH|(ME A XIS Y 7| EXtEE AL85tE{H HES s HEo =2 MatELch

Apply

STEP 1 - Insert Keystring

i Please notice: you must enter a manual keystring or choose the auto generated option

Manual E\utﬂ- Generated

An auto generated Keystring will be created by the system

13EHA|. HO|X| RLEF &TE ZAME[M H&EE 22 CH

—
CONTINUE
e

14574 HE A2 HES O S HE ME H&F FELUCL

FWITCH ACTHINS

froS
el

P

15EHA|. (M= ALEh) x| aefo|M ool S K& SHK| 2f 2248 Save to startup
configuration(A|Zf ZHI|2d|0|Mof| HE) &elgto| MEHS F|AFFL|CH

Fave (o startup configuration

16HA|. (MEH AR 2171 T8 H™HE ME5te A2 H&sttd™ A4 5E2 =istet= Ml
AlRI7F ZAIE = & LICHPassword(H|2HS) ZEof HIYHS £ 238 CHS SUBMIT(X

£)2 =3



Upgrade Access Permission X

SESSI0N 15 IN READ ONLY MODE
8 Enter your password to upgrade

permission and continue

LIsername:

Password:

SUBMIT

172 A, Status(& Ef) Boll= SSHQ HE MY HE S & Qlst= =M =20 Z & (oot
gfLCH 2t = & =3t

FHTTCH KCTIONS ETATLI

weitchattad]
©
sedtcheilasf
o ﬂ_, o A
et ettt
© o conty

DACE T748t £0l= DAC X|¥ RADIUS MHHE S5 LIEXHF0llA M HIRIE S =0 Lt
£l ClHtolA7F 747 2 mofct 2 20| EAIELICEHO| ClHo|A & &QIEl CIHIO|A 3& =50
FIHEX| otL|H A SFo| MESEX|E == HAIKIZF EAIELICH 22{™H CHA| &S &
x| ef&LCH

M ClHIO|A 2| AFE RO A L&l [ SNAE C|HFO|A S| MAC A2 CIHFO|A T HE T
HA|ASED A8t ZEE NS LCt

DAC RADIUS M7} oti=l CHEO|AOM 7HE O[HIETL = AE|H HAIX|= RAIED So 2
208 S0 O| C[HIO|AMM 2= B E F7F HAIXIE RFAIELICH208 F SNAE C|HO|A T}
DAC RADIUS MEH{RIX| CHA| ERIFHLICEH AL ATt 518 S50l F7HE[™ ClHO|AT7E 2E
DAC M| DAC &0l F7+ELIC. o] x| aio|Mo] ME &M o] A™E ME{o| A& A
I 322 0|Mo| SA| MEE K| iR E MEIE + Q&LICEO| SM2 7|BXMo 2 MEHE|o] Q&
L|CF.

18 S50l FI7HE WX HIEHF ol CHEF HM AT S{E K| §f&LICHDAC

ol

&7t



&LICL.DAC 55§ J"-l'EI

>0
>
o

L

m1(3
o >

mek of> o>
O mo

—LI

MEl C|Hto|A

]
b
02!
ba

b _l;lH >

30
>

AR
=y
NMH

NS

to4 C|Hto|&0f &

|2t 2 5"|_U.IZLE1|

EtA 7L 5

I_

2| ™ CHO|AMIAM % 2|EF 2o SEt

m

EE 7t

[ X  CJHFO[A AIH#XH%AE

O|IE EE= IP 2'<_/\)

Pl

= =T

F AFoA.
= H.

DAC MH{of 7IS &t

. RADIUS AMH &35}

- RADIUS Mt H|gHd3t

. 20| E 55 ¢d|0|
E

- RADIUS M 28 MM
. RADIUS M & AHA|

DAC Z22l0|E| 758t

75|I-O-I_

. RADIUS AMH

. RADIUS AMH
o|E

- RADIUS AMH o4 A7

. 802.1x A ddlo|E

. QIE{Ho|A Q1B ™ 2
Ho|E

. QIEHO|A S AE
M AMx olo|E

e 14

4

HE Y

7t
il

=
_I_
oA

.l
=]

al

=

Al

DAC MEHo] Cier 7ts et

7=|—|_

. ME4EHIP QIE{H|o|AE
S Lot

DAC ZZto|AE0of CHsH
CHEot 242 307 ¢

& % s

. C|HFO|A 7} o|O| CtE
RADIUS AMBE{e| EE2}0]|
AEIL|CE

. ZEE MEHFIX]
L|C}.

El oY

_I_

r|r

DA
F=|oq

Co| Moz oiZdE|= 2
OI"L,Il:} 0{7|M o]l &2

AN EH

o) ]]0|l

S
O Mok
ﬂIIO N

T
0

—_

2O OX mim U oN
0> I on H I-J

= X
CEF S

M
c ‘oo

. Almj

m o>

MEf7t 9 R0l FS Fefof CiEt o F o
AIR|7+ EAIEILICH

DAC S5 gt

Ze0|ME ClHIo|AE

b1 o

%}'

(o]}

7tst

=
T

3

E 5 9l

=
S

L]
Hel
mjn
rx
1m
ol
ra
ol

3 HE ZEOM B X[E



QIBE|X| f2 2 E ClHiO|AY} QIS E|X| ef 2 ClHtol& =50l FIHELICH

DACE LS ClHtO|& 552 X|HELICH

]
HEF

ol
1 0o

Ji0 It

E_
]
=
]

>

—

ol

ClHtO|A R ST 2
EMoZ e 550

REMIEE LHE 2 S80S M ASHAAIL.

Off CIHtO|AE FTtsted® OHS BAHE LI

T 5 otcdH 7|

154 AL8 7ts8 2M2 EAlStE{E SAN H 0| X|o] 1% 2| ZAM2[o e M HFE 2
2lgrLct
@ ek Smart Network Application
a

2Et7|. DAC 55§ #C|& MEjgrLCt.

) G Smart Network Application

Export SNA Settings a

Import SNA Settings

Open tags inventory

Edit DAC mode

Send Feedback

About
3EHAl. UNAUTHENTICATED DEVICES( Ic> |X| et 2 ClHiol|&) B S =IgrL|Ct.of O X|

oz QB EIX| &f2 2 E Clutolae| S50| EAIELICH


/content/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html

DAC List Management

WHITELIST BLACKLIST

1 Select on

[+ Save to startup configuration

DAC List Management System O}O|2& 2

UNAUTHENTICATED DEVICES g

e device or more from the list and then click on an action of your cholce

3 z2|st
=]

& 1:E = SAN HO|X|o] 2LEZ 2lof =
T A&Lct

.:.. 1 5 )

| Save Changes E Il | @ cisco -
ATHA| (MEE ALE) 518 S0 F71E ClHO|A S| MAC F4 o
Add to Allow S22 2=/ LC}.

DAC List Management

WHITELIST BLACKLIST UNMAUTHENTICATED DEVICES a
i Select one device or moare fram the list and then click on an action of your chaoice
v Save to startup confipuration
X Dt

i) Add to Blacklist

W Add 1o Whitelist

COMMECTING PORT

BMAC ADDRESS CONMECTIMNG
SWITCH
@ OC:2T24:1F4TAR 192.168.1.128 gl1/03
[] OCIT24NF4ATAS 192.168.1.128 Eilf03
S| MAC F4

S5EHA. (MEH AL AR S50l F7HE C|HFO|A
Add to Block S & Z=|gL|C}.

LAST SEEM STATUS
November 2dnd .
2016, 12:11:01 pm SR
MNovember 22nd Pending

2016, 12:08:11 pm

f ol ol Metstn



DAC List Management
UNAUTHENTICATED DEVICES

WHITELIST BLACELIST
i action of your chodce

more Tearm the s and then click onva

i Select one device

[+ Sawve to startup configuration

" Mdd to elist 2 Dis
MAL ADDRESS COMNMECTING CONNECTING PORT LAST SEEM STATUS
SWITCH
TS B AT . Movembser 22nd
0C:2T:24:1F.47:A9 192.168.1.128 B3 2016, 12:15:12 pm Pending
AT BT . November 22nd
(]| 0C2F24:F4ATAR 192.168.1.128 Bi/073 2016, 12:15:01 pm n SUCCESS
BTHA. (MEH AL SHAIE ClHtO|A LS| MAC F4 2o /= & QIEHE MEHSI T DismissE &
2|grLct.
DAC List Management
WHITELIST BLACKLIST UNAUTHEMTICATED DEVICES o
i Select one device or more from the list and then click on an action of your chaloe
[+ Save to startup configuration
v Add to Whitelist L Add to Blacklist
»  MAC ADDRESS CONMECTING COMMECTING PORT LAST SEEM ETATUS
SWITCH
: Movermber 2.2nd -
@ O0:A1 DAl FAZZ0 192.168.1.128 gi/S 2016, 12:34:14 pm Pending
g m:clHtolAo] ZEof E0i2= ZE WA 2 RADIUS ME{0lM Q&S ELct.
OlX| 31& =5 = At S50 C|gto|AE FItsl ok g LCt.
- L - -
& 58 & A S8 Tx| &l
518 2= £ AT S22 P25t ALLOW LIST S BLOCK LIST 28 Hx3s| 23

el



WHITELIST

MAC ADDRESS

o| M o|X|o| M C}S =tHed

=

fjo

- SEMAMH— o] g M
- Move to Block(AXtEt | 5) EE&=
MEHSH C|HEO|A EE= C

UMNALUTH

EMTICATED DEVICES

EWSH & x| E 2 20| M M HEFLICH

Move to Allow(

)
I:I|-O|ﬁ7|- x|x-lE| =22

oL T17

. CIHFO|A =7 — O] 22 sHE MAC FAE
2 S E0f C|HIO|AE FILELICE.

O|M| DAC S&0{M C|HtO|A

&
o
ol

=

LAST SEEM
g 2202 0|5) 88 — 0| yg
2 ols&fLict.
24511 ADD+ H{E S 225t0d AHE

=
AME 2=

sto A v o



	SNA(Smart Network Application)를 통해 DAC(Device Authorization Control) 관리 구성
	목표
	적용 가능한 디바이스
	소프트웨어 버전
	DAC 워크플로
	DAC 활성화
	RADIUS 서버 및 클라이언트 구성
	DAC 목록 관리
	허용 목록 또는 차단 목록에 장치 추가
	허용 목록 또는 차단 목록의 장치 관리



