A 2| x|0fl M IPv4 7]18F ACL(Access Control List)
2! ACE(Access Control Entry) 714

o F:1

ACL(Access Control List)2 £0t2 7Mst= Ol AASElE HESI Ecie 2E 2 &5 #
El 2tdo| EEQLICHAIE A7 B ElaA0l HMASHE A AEHSHAHLE HSELICH
ACLO= HES|Z C|8to|A0] CHE BMA T} & Z|HLE 74%%' SAET ZEELICE

-
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Py 716t ACLE: S24Tof CHE! UM A8 BIZ 8741 745171 918 2lolof 3 M= B A2t
= AA IPv4 T4 EE2QLICHIPvA ACLS A E IP LEE 7|Hto2 P ¥ E2fZS |
A1 Eicfolle 1P sHo {15 o S Alo] & ohslof 2I0p], W10l e e Faio]

ME IZlE S8 X HEYX| iR E RIYE LI

ACE(Access Control Entry)0ofl= &K M A 7F3] 7|&EO0| ZE |0 UELICHACETL MK
2 ACLO| MLt

ABMA SES AHEsto HELAZ o HMAST| 28 7Bl &9 2oFE XSalioF &L
ChUES S CIHO|AMM HMA S5 TS| fo™H AQ{X|LE EIREE STtste ZE
IHZ0| HIEQZS ZE FELE 5{&E = U&LICH

i
o

ol EMoME 22| A%I0IAM IPv4 7|8 ACL 2! ACEE FA35tE dhtHof Cist X|EE N2
grLict.

& Jts¢Et CldholA
. SX350 Al2|=
. SG350X Al2I=

. SX500 Al2|=
. SX550X Al2|=

X EQo{ HA

. 1.4.5.02 - SX500 Al2|=
. 2.2.5.68 - SX350 Series, SG350X Series, SX550X Series

IPv4 7|dF ACL & ACE ¢/
IPv4 7|8 ACL 2+

1EHA. 2 718 REZ|E|o| 23218 CHS Access Control(AIA A|0]) > IPv4 7|EF ACLE Of
SEct



ACL Binding (VLAN)
ACL Binding (Port)
» Quality of Service

2EHA|. Add HE S S =IFLICH
IPv4-Based ACL

IPv4-Based ACL Table
ACL Name
0 results found.

|  IPv4-Based ACE Table |

3EtA. ACL 0/& EE=of M ACLS| O|§2 =& ct

= ACL Mame: ||Pyd acU 8/32 characters used)

2t 1:0]| of|ofl A= IPv4 ACLO| AFZ ELCE.

4EH. M8E 28 08 BYIE 2D,

Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

& ACL Name: (0732 characters used)
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IPv4-Based ACL

IPv4.-Based ACL Table

[ ACL Mame

 IPv4ACL

| Add.. Delete

| IPvd-Based ACE Table |

O|M|l ALR[%|0llA IPv4 7|8t ACLE FAaHoF §FL|C}.

IPv4 7|8t ACE T4

ZEOIM TZ/0| & A5 AR & MM ACLS S5 THZ/S Mal#fLichojZlo] & ey
ACLS| ACE ZE{2t &x|5t™MH ACE —.*° | =& EL|Ct. ofZ!0| ACE EE{2t YX|5tK] 9°f9“=|
CHE ACLO| %{2|ElLich 2 E #21 ACLS| ACEN Yx|ste &S0l glod mZlo| 7|=2xo 2
AN EILICE.

Ol AILIZ|20ME EX AFEXR HO| AA IPv4 FANAM ZE SXMX| FAZ MEEE Ef
Z|2 HE 57| 150 ACEZF M ELICEH

10| 7|2 2Y2 ZE ECHEE 585t 2 M =2 ACEE ddsto| YX|&E = U&

L|ch.

1EHA|. & 718t RE2IE[MM Access Control( A4 &|o1) > IPv4-Based ACEE O|S &FLIC.

ACL Binding (Port)
» CQuality of Service

ER:AXIME VST 7|5 U 7IsS ATS| EE5tE{H HOX| 2E
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2EHA|. ACL Name(ACL O|8) EELIR2 SS0|M ACLE MENSH O} Go(0I8)E 2 =!grLct.
IPv4-Based ACE
|IPv4-Based ACE Table
Fitter: ACL Mame equals to [_E_u_]
Priority | Action | Logdy Source I[P Address Destination IP Address

IP Address | Wildcard Mask | IP Address | Wildcard Mask
0 results found.

[ paa |

Flag Set presents the flag types in the following order: Urg, Ack, Psh, Rst, Syn, Fin. Set is represented as 1, ur

| IPv4-Based ACL Table |

& 3:AcLo Cisl o|O| 7 AE ACEZL Ello|E0f EAIE/LICE.
3CHA|. Add(F7H HE S Z2I5t04 ACLAH| M| =18 FIHELICH
2 T:ACL Name(ACL 0/8) Z=oi= ACLS| O|E 0| EAIE/LICH

4Bt 2ME= 9| HEol ACES| @M=L 2te 2/ EL/ched 217t o £2 ACE7 HX
*ElELichzl 10| 7HE 52 M £ 1~2147483647 LT},

ACL Name: IPud ACL
Priority: 2 Range: 1- 2147483647
Action: = Permit
Deny
Shutdown
Logging: Enable
Protocol: = Any (IP)
Select from list

Protocol D to match Range: [ -

2 3:0| ool ME 271 A2 EILC}.

SEA|. T22l0| ACES| B4 71T B85 nf W ol sTsts 2 HES 22
gLt
= -

2t1:0| odloll M= Permit(518)0| ME4E LI}
. 518 — AQIxl= ACEQ| T 7|E S SF5ts WA S ML FLICH
. HE — AQ|x|7t ACES| W4 7|12 S BFst= WA Af|gLIC
.5 AQ|x|l= ACEQ| T 7|EE 5F5HX| ofe A2 AAstD Aol sAlE 2



ACL 89| 22g gdsteiLict
Logging: # Enable
Time Range: Enable
Time Range Name Time Range 1 v | Edit
& Protocol: S Any (IP)

Select from list | ICMF

Protocol 1D to match |

7EHA|. (ME AL Enable Time Range(AlZH B¢ %“S'if)
Altg

ACEZ T LICLAIZ Hel= ACETH HEElE

Logging: « Enable

ime Range: |+ Enable

Time Range Name: Time Range 1 » | Edit

Any (IPvE)
Select from list | TCE »

2 Protocol: ]

sHolztg M

Protocol 1D to match |

8EHA|. (ME4 AL Time Range Name EELIR S5
L|C}.

Time Range Mame: Time Range 1 dit

& Protocol: = Any (IPvE)
Select from list | TCP =

F0iM ACEO]| M

g Al

Protocol ID to match |

ZD:Edif(+-H)E 2

= A&LIch

=5104 AlZH 29I
Hghahs ol A8 ELIC

Rar e 0 - 255

[e] =} S
Hols Meist
Rar ge 0- 255

2|5+04 Time Range(AlZH B <) HO|X|oll A AlZt 4R[S B Mt D MAdE

& Time Range Mame: I‘I’ime Range 1
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2 Protocol:

Protocol 1D to match |

(Range: 0 - 255)
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10EHA(MEY ALSH) OEHH O] S =0l M Metg Meiz
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Protocol: Any (IF)

s Select from kst f ICMP

Protocol ID to g ICMP
IPimIP

Source |P Address; ®  Any TCP

User Defined § EGP
IGP
UDP
HKIP
RDP
IDPR
IPVE
IPVE.ROUT
IPVEe:FRAG
IDRP
RSP
AH
IPVEICKMP
EIGRP
OSPF
IPIP

Destination IP Address: = Ay
User Defined

. ICMP — QIE{ Mo HAIX| Z2EEE
IPinIP—IP ZiEstol IP

.TCP—ZHM& No{ ZEEE

. EGP — 2|% HO|EQo| Z2EZ

- IGP — LHE HO|EQ0| Z2EEZ

. UDP — AIZXA OO O™ Z2EZ
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.RDP —AEE = AEHOHOIM ZEEZ
. IDPR — = HIQ! 7t EX gt E

. IPV6 — IPv4 E{LRIE &8t IPv6
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.IDRP—IS-ISEHQI ZtEIRE Z2ES
. RSVP — ReSerVation ZEEZ
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- AH — 215 sl

. IPV6:ICMP — IPv6& ICMP

. EIGRP — & &l L2 HOo|ES0| 2t Z2EEZ
- OSPF — Open Shortest Path First

. IPIP —IP2] IP

-PIM— Z2EZ ST HEFHAE

. L2TP — Zi[O|0{ 2 E{R =2 E &

11 EFAH|(AEH AL 9EFH|04| A Protocol ID(Z2E 2 ID)E A1E460{ UX|AIZI B Protocol
IDto match ZEO| ZEEZ IDE =2d8tL|C}.

Protocol: Any (IP)
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12EtA|. Source IP Address(&A IP F4) B30l ACEL| Hote 7|&0 sHE st= EiC|2
HES =gt

Source I[P Address: Any
= Lzer Defined

M2 ohsxt Z&Lch
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- Any — 2 E AA IPv4 FAT7FACEO| M EFELICH

- User Defined(AF& A} 4 2|) — Source IP Address Value(AA P =4 ZH & Source IP
Wildcard Mask(&A 1P QY EF(E OfA T) ZEO|M ACEX| MEE IP T4 2 P o=
7= OtA3 E =gLcttYEstE OtAT = IP T4 HYE o5t o AFSELICH

#1:0| oo M= User Defined(AH& X 2|y 7t MEAEILICE Any(Z2F)E MEAEH A< 15EHA|
2 AEL|C

13EHH. AAIP FTA ZHZE0 AA IP TAE QdghCt.

Source IP Address: Any
* Uszer Defined

Source IP Address Value: 1192.168.1.1]

Source IP VWidcard Mask:

2 10| oflof A= 192.168.1.10] AFEElLIC}.
147, Source IP Wildcard Mask ZE0|| AA QleEsIE OtATE QladstL|Ct.

Source |P Address Value: 192.168.1.1

& Source IP Wildcard Mask: 0.0.0.255 Os for matching, 1 for no matching

Zt1:0| 0do M= 0.0.0.2550| AL =] L|C}.
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Source |P Address: Any
= Lser Defined

Source [P Address Value: 192.168.1.1

Source [P Wildcard Mask: 0.0.0.255

Destination IP Address: = Any
Uszer Defined

SM2 ChSnt 2 &Lt

- Any — 2 E CHY IPv4 =47 ACEO] M FLICt

. User Defined(AF& Xt & 9|) — Destination IP Address Value(CH& IP =4 gt
Destination IP Wildcard Mask(CH& 1P &F2/E7FE Of A F) HEO|M ACEX| 24 E&
A WP AUETIE OtATE UHELICLAUCTIE OtATE IP FA HQ
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I
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=
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Single from list

Single by number

Fange -
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Sinale by number
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e NS e . f
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Ctd A2 S8 — mfZlo| oIEEl= TCP/UDP AA ZEE MEHSH £
ZEE= S50 ME EECH2 M0 A 800/6-TCP EE= 800/17-UDPE
oF 2 MSHELICH

. Single by number — I{Z!0| Oi &l k= B TCP/UDP &4 T EE MEHE
O| ZEE S50 M EFCH2 HIFF0ilM 800/6-TCP &= 800/17-UDP
<oilok g MEHE L C

. Q| —miZlo| Yx|SHE TCP/UDP AA ZEO| HQ|E MEHSE £ Q
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22 27t 87lo] ZE HYYE JHEILICH
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OlAL|CH 2 AIE
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- Urg— O| Z2i3& =4l |O|E{E Urgent2 AH5t= Ol AFSELICH
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Type of Service: = Any
DSCP to match

IP Precedence to match

ICMP: = Any
Select from Est
ICKIP Type to malch
ICMP Code:; ® Any
Uzer Defined

Type of Service: ® Any
DSCP to match

IF Precedence to match

. Any — ECfE HH E 28t EE |8l Mu|AT} E £ &Lt

. DSCP to Match — DSCP&= U E®|3 ECfElg /5t &2lsteE H7LIELICH6H]
E(0-63)= &4 =EOoM I F3el &E S& 2 MEiSt= ol AFSELICH
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&LICLCHE &M B otLIE E=I6t04 0| ZEE TEZEX| R E FHELICH
.25 _DE IEE Mg
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2 S2FLICHO|ECE HAIX| RES MEISIHU HAIX| 8 HS & =48 LIt
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- SRM M — EECHR S50iA %/&I; MEASH = Ql&LCH
. DVMRP — Z|HA A2 Zp{2l 7|£8 AF25t04 mZl0o| £ &8 742 X|Q|Et 2t @IE{H| O]
AE Soll =AIE Aol AR S E%gﬂ—lt}.
- Host-Query — HE E 2|5 14 E & HERI oM Uit SAE 2| HAIRIE F7|X2
2 &L
. Host-Reply — #2/0i| SE&LICt
- PIM — PIM(Protocol Independent Multicast)2 HE|FHAE M0 0{2] HEIFHAE 2
2tO|MEE HE[FHAE EefEHE TMY6t7| @5 24 & ¥4 HEIFHAE 2hE ZHo A
gLt
. EX _IGMP HEIPHAE O & 71 2 EbE|of CHEt MEE N2 ELICH.
- IGMP Type to match — ZE{2l0f| AL E HIA|IX| R +=LIchHel= 0~255 Lt

23EHA|. Apply(X18)E
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| | Priority Action | Logging = Time Range Frotocol | Source IP Address
Mame State IP Address | Wildcard Mask
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