ol Ele A9 %0 MAC 7|8 ACL(Access
Control List) %! ACE(Access Control Entry) 74

o F:1

ACL(Access Control List)2 2¢+2 7Mst= Ol A ElE HESZ EciE TH & o5 BE &
ol SFAULICLAIERIZE &7 2lAaA0 HMASHE WS AESHHU S{EELICLACLH = HIE
3 ClHtolA 0| CHEF HM AT HEEIHL HEE SAETE ZEHEILICHMAC(Media Access
Control) 7|2t ACL(Access Control List)2 {00 2 HE E AtE35t0{ EEZof CHEt AMAE &HE
StHLE HESHE AA MAC T4 S 2L CH1iZlo] M HA|A ZIE oA LAN(Local Area
Network) ZEE2 FE= 1 BICHE 2= F%, Ol ¥X[= WAL AA MAC FA7I 0| S8 ZEE
St Ux|st=X]| &t =h (o LHEol| Cia ACL #&l8 &QlftLIct. O™ ot YxIst= dut
E A235t04 o] IfZlE S{&5H7HLE HEELICE 28{LF LANOIA LAN ZEZ 9| miZ!2 AAL|X| &f
&L|CHACE(Access Control Entry)oll= AKX HMA 72| 7|&0| £ E0] U&LICHACETF A4
Z|PH ACLOY| MBELICHHMA SES ALE5t0 HELIT 0| BMASHZ| {5t 7|2™MRl &9 B
ot2 XSstof ELICHUES|T CHIO|AMM HMA SEES FHSHK| ot ALQIX[LE 2IREHE
Sitste ZE HAO| HERFL ZE RELE &EE += /JU&Lch

o EMoME B2l A2|x[oll MAC 7|8t ACL 2! ACEE Fdst= &l et x|&E MS Lt

=g 758t ClHiolA | AZEQ) o] HA

. SX350 A|2|X | 2.2.0.66(ZA CIRZE)
. SG350X A|EZI= | 2.2.0.66(%A CI2EE)
. SX500 Al2|= [ 1.4.5.02(Z1X CIRZE)
. SX550X A|2|= | 2.2.0.66(Z[AI CIR2RZE)

MAC 7|8t ACL & ACE #+4
MAC 7|EF ACL 7+

1EHA. ¢ 718 REEIE[o| 2218 CHZ Access Control(2M|A A|0{) > MAC-Based ACLE O[S
gt
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Access Control
MAC-Based ACL

k Cuality of Service
2EH7A|. Add HE S ZE/gfLIch

MAC-Based ACL

Delete
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ol

3EtAH|. ACL O|& Z=of A ACLS| O] ]
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£ ACL Name: ACL1| ﬂ 4132 characters used

pplyof | Close |

4T, Mg 223t Oh2 2718 SAFLIC

7 Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

£ ACL Name: Uf32 characters used

[top [ Ciose |

5EF7A| (ME M) SaveE 2 =I5t01 AlZ ZI| e 0| mh ol dHE MY ELICH

. 28-Port Gigabit Foe Managed Switch

MAC-Based ACL

MAC-Based ACL Table
ACL Name
ACL1

Delete
=] L

[ MAC-Based ACE Table ]

O|XM| A2|x|ofl MAC 7|EF ACLE F4d8Hof &L|Ct.

MAC 7|8t ACE 4

ZEOM ZHY0| £AIEH ALR|E A B ACLE E6l =S Aot Zo]| & ¢
ACL2| ACE Z/E{e} &%|5t ACE m*OI SELICH 0| Yx|5t= ACE ZE{7} °*°Dd Ct=
ACLO| MEZ|ELICH 2 E &8 ACLS| ACEO]| Yx|5lE & 50| gleM 7|E2XMaoz = lo| AHX|E
L|C}.
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IPvd-Based ACE
IPvE-Based ACL
IPvE-Based ACE
ACL Binding (VLAM)
ACL Binding (Port)
F Quality of Service
ER:ALXIC ME TISE 7Is Y 7SS 2Ts| €35t HO|X| LER &E ZAE[Q
Display Mode E&LI2 S 501 A Advanced% MEHSE0] Advanced ZEZ #4738 LICE

Oepler ice: EXTETRRY Losei oo Heb

CrTS— O

Advanced
2¢HAH. ACL Name(ACL O|8) EELCIR SS0iA ACLES MEE O Go(0IT)E =Lt

P 28-Port Gigabit PoE Managed Switch

MAC-Based ACE
MAC-Based ACE Table

Filter: ACL Name equals to

Destination Source

Priority = Action L“A{;Lz I?ange
State  MAC Address  Wildcard Mask  MAC Address

0 results found.

[ MAC-Based ACL Table ]
& 1:AcLol cHs o|O| +AEl ACEZ} Ello|E 0l EA|ELICEH

11
[1:]
b=
[1-]

3CHA. Add(F7H HES 22!5t04 ACLA| M| =12 FIHELICEH



2 3:ACL Name(ACL 0/8) Z=oi= ACLS| O|E 0| EAIE/LICH

ACHA| RMEQ| ZHEO| ACEL| M= 2te Y& L /IOh M =27 . =2 ACE7F HX{ ®2|E
L|ChZE 10| 7} £2 M = Lct

ACL Mame: ACLT
I Priority: 1 Range: 1 - 2147483647
Action: * Permit
Deny
Shutdown
Logaging: + Enable

5CHA. (ME4 AL Enable Logging & 218tS MEHSI0{ ACL &l UX[ét= EZACLEEE &
MstErLct

67 Zoi|o| ACEL| E 7|EE2 S5¢ mf o8t 2ol siYst= 2tC|2 HES S=IF LI

£ 1:0| ol M= Deny(7H5) 7+ MESEILICH

£ Priority: 1 Range: 1-2147483647

Action: j
| = Deny
nutdown

HE — AR|X|= ACEL| E 7|E S &Fote A S M FLICH
HE — AL|X|7F ACEL| H= 7|&EE BFst= WIS ArX|ELICt
BE — ARQX|= ACEL| H 7|EE BF5HX| b= IS AAlstT miZlo| =¢lE ZEE H
M ELCH
#1:H|EMSHE Z EE Port Settings T O|X|0l| A CHA| #4518 &~ Ql&LICH

Time Range: # Enable
Time Range Name: 1 | Edit

8CHA[. (MEH ALE) Time Range Name E&LCH2 S04 A ACEO| HEE Alzt HYE MEAEFLICY.

Time Range: « Enable

FI:Edit(E)E 2 2504 Time Range(AlZh H2|) HO|X|2 0|S35t04 AlZH HYIE MEE = U&
LICt



# Time Range Mame:; 1

Absolute Starting Time Immediate
o Date 2006+ Jan v 01 v | Time 00+ Q0¥

Absolute Ending Time: Infinite
o Date 2097 v Decv 01 ¥ | Time 23+ |59

lhpply| | Close |

9EHA|. Destination MAC Address Y30 ACEL| st 7I&0] siEsle ElC|@ HHES 28I
LIC}.

Destination MAC Address: o Any
Uszer Defined

Any — 2 E 4 MAC 471 ACEO| M&ElLCt.

User Defined(AH2 X} & 2|) — Destination MAC Address Value(CH&F MAC &4 Zt) &
Destination MAC Wildcard Mask(CH4 MAC 2L EFtE OtA ) TE 04 A ACE01I MEEM

FAQMAC QFUEFIE OfATE Q243 |CHUETFIE AT = MAC A 2|2 Ao
= O A= EL|C.

0 5
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1.0l odloiMHE Any7t MEHEILICH Ol SMHES MEISHH M8 ACE7F ACE ECHE 2 HEFHLCH

10t 7|. Source MAC Address(£4A MAC F4) B0l ACEL| §5t= 7I&Eol sHE
HES S2gLict

= 2|2
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ACL Mame: ACLT

£ Priority; 1 Range:1-2147483647
Action: FPermit
o Deny
Shutdown
Logging: | Enable
Time Range: | Enable
Time Range Name: 1 v | Edit
Destination MAC Address: & Any
User Defined
Source MAC Address: Any
o UserDefined
£ Source MAC Address Value: azh2c2d2e2f2
& Source MAC Wildcard Mask: o000oooo1111
VLAN ID: 2 Range: 1-4094
2802 1p: #| Include
& 802.1p Value: 1 Range:0-7
802 1p Mask: 0 Range:0-7
Ethertype: 2BAB FRange: 50D - FFFF
[—App.l:,v—][ Close ]
SM2 ChEot Z&Lct

Any — 2E AA MAC 47t ACEO!| M ELICH.

User Defined(At& At = 2l) — Source MAC Address Value(£2 MAC &4 2f) &

MAC Wildcard Mask(22 MAC S+E71E OfAF) LE oM ACEO] 228 MAC T4

MAC QtE7tE OtA 3 E QadsfLict otdeste nrAa MAC &4 He|E

Ca=|8|u )
#1:0| oo A= User Defined(AHE X & 2|)7F ME4EIL|CE.
11EHA|(MEY AFE) VLAN ID 2 =0 Z2{| 219 VLAN Ei12t Y X|AIZ VLAN IDE =38t
12EHA|. (A1EH4 A}E) ACE Criteria0ll 802.1p (2 Z &5t2424 802.1p & QIEHN
.802.1p0il= CoS(Technology Class of Service)7} Z & ELIC}. CoSE =
= ol ZE|lo| 3H|E EEQL|C.

1357, 802.1p 20| 2 & & B2 CtE HEE =gt

802.1p 2t — YXIAIZ 802.1p Zt2 R=AELICH802.1p= B0|0] 2 AR X|0 M ECfE o] 24



HY Sot Zo| M7t 71 =2 Clo|E|.

M &=2fof ek 20| =242 T7|goqof 5t= CIOIEL. U ESZ
otX| oL x|2h, CilO|E{= EcfEE 7[Be 2 X|EE[X| gf2 HIE

-2 —ErE . E28 AISAE sl 2IMe| 32 T7|Z04of st= HlOolE.
- 3 - LVS(Linux Virtual Server) SIP(Phone Session Initiation Protocol)2t Z2 &2t o & 2|7|0|M
-4 — H|C|22|0|EHA] & X|E{7} 100ms O|2HIL|CH.

-5 — & Cisco IP Phone 7|2ZtBIO|EAA] & X|E{7} 10ms O|TFIL|C}.

0P>

-6 — HER3 7k Mof LVS M3t MA|Zt & Z2EZ(RTP)

— HERI Mol HERXHZ lZEtE RX| &Elst X|et7| flsll Shtslior ot= £2 27 A

ooTll\,

802.1p Mask — 802.1p zfo| A LU=7t= nfA3 E Q248L|Ct o] YUEFIE OtA T E 802.1p
2ol HR|E Molst= o ArSElLCt.

14CHA| (MY ALE DHEE Z el 2| Ethertype2 %%E L|CHEthertype Z 29| m 0|2 =01 0
HIZ2EZS A=K LIEHL = O AFR E|E= O|HY! ZB||Qlo] 28714 =Lt
14EHH. M8E 22T Ot S E7|E S=IFLICHACE Y90 ACL O|F ol AZE LI

15EHA. MEE AR 78 ol MEsted® HEE F&LICH

0

> 28-Port Gigabit PoE Managed Switch

MAC-Based ACE

' MAC-Based ACE Table
Filter: ACL Name equalsto ACL1 ¥ | Go

Priority = Action = Logging = Time Range Destination
Name @ State MAC Address
1 Deny Enabled 1 Active  Any
2 Permit Enabled 1 Active atlblcl:dlelf

[ MAC-Based ACL Table ]
O|X| AL|%|ofl MAC 7|8t ACEE T Ad5Hof &hLCt.

S8 Jlet Y.
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- 550 Series 22| x| M= H O|X|
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