A 2| %[0 A SNMP(Simple Network Management
Protocol) At& X} 4

=F.3
SNMP(SimpIe Network Management Protocol)= HIER/3 2| C|HtO|A M CHEF HEE 7|5,
ME 2 ZRsiE O E20| Bl HEYT 22| Z2EZQLICHO|E S35l Zelxte UES

3 2ME iZE £+ YU&LICHSNMPE MIB(Management Information Base)2 Ms’- 504 A}
2l HEE ASMoZ MEELICISNMP AL XHE ALK 0|, HIYHS 2 QIE &
Hal zte E:LOI XP:' SHO 2 YOol|EL|CHSNMP & L AT DS} 937|504 B SELICtH
SNMP &8 F'dst= Yol Chet X|E2 017|& Z =I5t A2 SNMPv3EH SNMP AHE A}
a2 A+9°*LII:+ °”A1|/\ HEHo| U= AL RHE SNMP E 7|0l 4ZAE/LCE

E04, SNMP AtEAtE B AL X7t obd EH O 59| AFSA I E0f| HMA HEtS &
st = JUES UHEQZ BelR7 280 HAEASESE A = UELICHAS R SHLEQ
Eolot £& = AE&LICI.SNMPv3 AFEAHE MAMste{M™ Al El IDE 745t SNMPv3 1&
AMEE =+ Qlofok gLCt,

_|

Ol 2 MollAi AQII0IM SNMP AHSRHE M435tT TAdshs ol CHsH ABELICH
M8 7Is¢Et ClHto|&

- X250 Al2|=
- X300 Al2|=
- SX350 Al2|=
- SG350X Al2|=
- S$X500 Al2|=
- SX550X Al2|=

A2ZEQ 0] HT

- 1.4.7.05 — SX300, SX500
- 2.2.8.04 — SX250, SX350, SG350X, SX550X

AL x| SNMP AH2 A} T4
SNMP AHEXF F£7}

124 A %2 ¢ 7|8t REIZ|E|o| 2218 L]Ct.
20HA|. CIAZD 0| REE 1202 HZAEL|C

&t 7:0| S M2 SG300 Series 2! SG500 Series AL x| MHE= AF2E 4= QigLICt.olg{8t =2
Ho| Qe A 3EH 2 HAL{ELICt
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cisco Language: [EILLL M Display Mode: EESTHIE] logost SNA  About

pp— e—

Advanced

3EtAH. SNMP > Users(At A& ME{gFL|CH

Getting Started
Status and Statistics
Administration

Fort Management
Smartport

YLAN Management
Spanning Tree

MAC Address Tables
Multicast

IF Configuration
Security

Access Control
Cuality of Senvice

| vy || v | ¥ | ¥v¥|¥v|wv|wv| ¥v| | wvw| w

Engine ID
Views
Erou

Communities

Trap Settings

Maotification Recipients SMMPv1 2
Motification Recipients SMMPV3
Motification Filter

4EH7A|. Add(F7HE 2 =5t01 M SNMP AL AHE A& gfLICH

Users

Tha SMMP service iz currently disablad.
For a user configuration to be effiective, its associated Groups/ Views must be defined, and the SNMF service must be enabled,

User Talle

User Name | Group MName | Engine [D  IF Address | Authentication Method = Prvacy Method
0 results found.

I Add... I Edit... Delete

An * indicates that the corresponding wser configuration is inactive because the associated group no longer exists.

5CHA|. User Name Z =0 SNMP AF2X}2| O|E S @l=2dstL|Ct.



£ User Mame: SNMP_User1 (10/20 characters used
£ Engine |D: * Local
Group Mame: SMMP_Group «
MD5
= SHA
£ Authentfication Password: Encrypted
# FPlaintext |password? (9732 characters used
(The password is used for generating a key
Frivacy Method: Maone
& DES
£ Privacy Password: Encrypted
# Plaintext |password2 (9/32 characters used
(The password is used for generating a key

\hpply||  Close |

& 1:0| oilof A ALE X} O|F 2 SNMP_User1 ILICE.
6Er7l. AT IDE EFRFLICLEM2 ChEnt 2 &Lt

. Local(2&) - O| SM2 M8XI7 2H AL|x|o ¢dAx/of RlgS ol0lFLCt.

- Remote IP Address(HZ IP &) - Ol M2 AFEX7F 2ZH ALQ[X| 0|2|of| CHE SNMP
AE|E|of HZAEI0] US S olOIFLICEIP F4A EELCIR S0 L IP FAE MEHE
LICt. Ol ¥ IP 4= SNMP AT Dol CHal & E IP AL



£ User Name: SMMP_User | (10,20 characters used)

£ Engine |D: ocal
Remote IP Address E|

Group Mame: | SNMP_Group v |
Authentication Method: Mone
o MD5
® SHA
& Authentication Fassword: ) Encrypted |
®  Plaintext |passwurd‘l (9/32 characters used)

(The passwaord is used for generating a key)

Privacy Method: 0 Maone
w DES
£ Privacy Password: ) Encrypted I
@ Plaintext |passwurd2 (9/32 characters used)

(The password is used for generating a key)

[eopbd [ Close |

& 1:2Z SNMP 7l D7} 844 EE= NI 7{EH SNMPv3 A2 X} O|O|E{H| 0| A 7} AFK|ElL|CH
R HAIXIQ 23 HEE £A5ledH 24 2 Y73 ASKE 25 Ho|sfof LIt o] ofof

Sl O OL-2=2 —

Me Local(2Z)0| MEHELICE.

7Et Al Group Name( & O|F) EECH2 S50iA SNMP AL& X7t &3 SNMP 18 O|&2
MEdSFL|CE

£ User Name: SMNMP_User | (10/20 characters used)

£ Engine 1D w0 Local
Femote IP Address E|

Group Mame:

Authentication Method:

) MD5
@® SHA

# Authentication Fassword: ) Encrypted |

® Plaintext |passwnrd‘l (9/32 characters used)
(The password is used for generating a key)

Frivacy Method: 1 Mone
@ DES
£ Privacy Password: (1 Encrypted I
= Plaintext |passwurd2 (9432 characters used)

(The password is used for generating a key)

[etopbd [ ciose |

2 1:0] of|of A= SNMP_GroupO| AE4=E]L|C}



A2 — Ol SM2 A8 Q1B 0| AFE|X| 22 2lOIgf Lt
- MD5 — O M2 AL X7} 2t Y3 71 MD52 &5 3HE 2 o|0|gfLict MD5E

=
128H|E Al 2f2 7T &&=t 7|SQlLIch ditMe = ojo|H ol AFSE LIt

F
- SHA — O M2 AL X7t =8t HIZ'HZ 7} SHA(Secure Hash Algorithm) 215 &
X

O F A SEHEE o0IFLICLEHA| & ¥olo] 37(9] 2124E 160H|E SHA| 2t2!
37|o| E8do 2 HEtst= O AF2EL|CH.

& User Name: SMNMP_User
& Engine 1D: * Local
Group Mame: SMMP_Group
MD&
HA
& Authentication Password: Encrypted

& Plaintext |password1

Frivacy Method: Maone
& DES
£ Privacy Password: Encrypted

# Plaintext |password2

\hpply|| Close |

10| oflol M= SHAZF MBI E LICE.
oErA|. 215 HIZHSof CiE 2iC|2 HES =IFLICLSM2 O30 Z &L

- Encrypted — O| SM2 H|ZYHZ 7} &5 3HE S 2|0l Ch =t THZ2 EAIE[X]
LICE.

4

o
s

2
e

- UEFEAE Ol SM2 HIZHE 7 S5 E|X| §f 22 ol0|FLICH 2 e iz EAIE

LICF.



£ User Name: |SNMP_User1 | (10/20 characters used)

£ Engine |D: @ Local
FRemote IP Address E|

Group Name: | SNMP_Group v |
Authentication Method: Mone
0 MD5
m SHA
& Authentication Password:  Encrypted |
o Flaintext |passwurd1 (9/32 characters used)
i The password is used for generating a key)
Privacy Method: 0 Mone
= DES
£ Privacy Password: ) Encrypted |
® Plaintext |passwurd2 (9/32 characters used)

(The passwaord is used for generating a key)

£ User Name: |SNMP_U5er1 | (10,20 characters used)
£ Engine ID; m Local
Remote IF Address E|
Group Mame: | SNMP_Group v |
Authentication Method: Mone
0 MDA
m SHA
% Authentication Password: ) Encrypted |
@ Plaintext llpasswurm I[EI.-'32 characters used)
(The passwar )
Privacy Method: ) MNone
® DES
£ Privacy Password: ) Encrypted I
= Plaintext |passwurd2 (9/32 characters used)
(The passwaord is used for generating a key)

[hpplyof [ Close |

30| oo HIZHS

rr

password12/L|C}.

11EHA. ZEfO|HA| B e SFRIFLICLS M2 Thent 2 &Lt



- RE — 0| SH2 HIEHE T dE3HE|X| AJASZS S 2|0 LICt
. DES — O] M2 H|Z#H S 7} DES(Data Encryptio n Standard)£ & = stEl2 o0& Lct
.DES<= 64H|E /=] g/ = AI8SHH HIAIX[o &r =%t & =01 56HIE 7|& AS5i= &
ZL|ch e AR =X S U 7|18 AH8ste OIE ¢33 dnE|FLIC
£ User Name: SMNMP_User
& Engine D & Local
Group Mame: SMMP_Group =
MD5
s SHA
& Authentication Password: Encrypted
# Plaintext |password1
Frivacy Method: Mane
O=
£ Privacy Password: Encrypted
# Plaintext |password2
[—Apa&y—][ Close ]
FIZZO|HA| HH2 215 & T2 O|HAI7t & O E0f CHMEF FHE = &L Tt
AtAEH LHE 2 EEdH 047|& Z =St M A[2.0] ool M= DESE MENELICH
12EHAH|(MEY ALE) DESE MEHSH B Privacy Password(Z2HO|HA| H|ZHS) l5 S MEH
gLcheMd2 oo Z&Lct
- Encrypted — O| M2 HIZHE 7 &S 5HES o|DIFFLICH =4 CHE EA|E|X| et &
L|CF.
. ut SMAE o] M2 HIYME I} 5 5tE|X| o2 olOlELch el T2 EAIE

LICH.
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& User Name: SNIMP_User1 | (10/20 characters used)

£ Engine D ® Local
Femote IP Address E|

Group Mame: SMMP_Group |
Authentication Method: Mone
0 MDA
® SHA
& Authentication Password:  Encrypted |
® Plaintext |passwnrd1 (932 characters used)
(The password is used for generating a key)
Frivacy Method: ) MNone
® DES
£ Privacy Passwaord: 1 Encrypted |

Iaintext |pa55wnrd2 (9132 characters used)
[ The password is used for generating a key)

Awply || Close |

3ol oo M= it HAAE T MERELCE,

13EH7|. DES H|ZHS & =248t}

& User Name: |SNMF'_LIser1 | (10/20 characters used)

£ Engine |D:; m Local
Remote IP Address E|

Group Mame: SMMP_Group v |
Authentication Method: Mone
0 MDA
m SHA
& Authentication Password: , Enecrypted |
m Plaintext |passward1 (9/32 characters used)
(The password is used for generating a key)
Frivacy Method: ) Mone
m DES
£ Privacy Password: 1 Encrypted
» Plaintext (932 characters used)

Awply || Close |

£ 1:0| ofoi M DES HIZH#H = = password2 {L|Ct.

14EHA| M85 Z=lst

n
10
o
N
i
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& User Name: |SNMF'_User1 | (10420 characters used)

£ Engine 1D: @ Local
Remote IP Address E|

Group Name: | SNMP_Group v |
Authentication Method: Mone
. MD5
® SHA
& Authentication Password: ) Encrypted |
@ Plaintext |passwurd1 (9432 characters used)
(The password is used for generating a key)
Privacy Method: 0 Mone
w DES
£ Privacy Password: ) Encrypted |
@ Plaintext |passwurd2 (9432 characters used)

(The password is used for generating a key)

Ltooy)  ciose |

15EHA|(MES AME) Save(XME)E S=2IghLcH.
< - el English 7|

Managed Switch

O|M| & 2{x|0ll SNMP At XHE F7tsH ok g LICEH.

SNMP AL} =%
1EHAl. 2 2(x|e| 2 7|8t fEIE2[Elof 22 lgfLch
2CtH. C|AZRol 2ZEE o= WA LIC
Ik

0| 22 SG300 Series 2! SG500 Series A XM= AtE £ i&LICHoledEt 2
do| A=

o
A 3EtH 2 HAL{EL|C}

cisco  Language: Engllsh Display Mode: Logout SMA  About

itch e ———

Advanced

3EtAHl. SNMP > Users(AH-&XhHE ME1gFLICE.



o Usrtame _Grup tane _Enanro P e Autenicaon ebos

fi  SNMP_Useri SNMP_Group Local

5EHA. EditE 28t

E Privacy Method

i SMNMP_Userl SNMP_Group Local

ndicates that the cormesponding user configuration is inactive because the associatad group no lang




& User Name: SHMP_User1 | (10/20 characters used)

£ Engine |D: w Local
Remote IP Address E|

Group Mame: SMMP_Group v
Authentication Method:

) MD5
® SHA

# Authentication Password:  Encrypted |

® Plaintext |passwurd1 (9/32 characters used)
(The passwaord is used for generating a key)

Frivacy Method: 1 Mone
» DES
£ Privacy Password: ' Encrypted I
® Plaintext |passwurd2 (932 characters used)

(The passwaord is used for generating a key)

e M8 2 BB O3 BUIE 2T

£ User Name: |SNMF_User1 | (10/20 characters used)

# Engine 1D: ® Local
Femote IP Address E|

Group Name: SMMP_Group »
Authentication Method:

) MD5
@ SHA

£ Authentication Password: , Encrypted |

® Plaintext |pa55wurd1 (932 characters used)
(The password is used for generating a key)

Privacy Method: 1 Mone
@ DES
% Privacy Password: () Encrypted |
® Plaintext |passwurd2 (9/32 characters used)

(The password is used for generating a key)

opemy ) ciose |
8EHAI(MEY ALE) Save(XMEH)E F2|8LICtH

< Save cisco  Language: English v |

Managed Switch
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