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Security

RADIUS Client

TCP/UDP Services

Port Security

2EHA|

Zt L E 9| Interface Status(QIE{H O|A HEE HAEELICE Ol ool A= Interface
Status(QE{H| 0| A & ENE Locked(E &)Z EAELICH.

Port Security Table

() @
Filter:  Interface Type equalsto Port v

Interface  Learning Max No. of Action
Entry No. Interface  Status Mode Addresses Allowed on Violation
O 1 GE1 Unlocked  Classic Lock 1
O 2 GE2 Classic Lock 1 Discard
O 3 GE3 Unlocked Classic Lock 1
3EtH

MAC Address Tables(MAC £ El|O|&) > Static Addresses(1L S F4)2 O|S & LICH.

Dynamic Address
Settings

Dynamic Addresses

ZEof &Est CIHO|AL| MAC A7 EAIEILICH



Static Address Table

+ W

(] VLANID MAC Address

O [ 10:f9:20:12:86:ce }

5EA|

DHCP IP FAE 4I5t= MAC $AE 2 24H MAC Address Tables(MAC 34 E{|0|&
) > Dynamic Addresses(S% £4)2 O|SELICH

Dynamic Address
Settings

2 Dynamic Addresses
6

L} =l C|HFO|A S| MAC FAE DHCP IP FAE £ A8 &= QI&L|CE.C|HFO|A S| MAC
FATF LFYEE|R| o4& LICEMAC =4 10:f9:20:12:86:ce= DHCP IP TAE £l
A& LICt
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A
o

Dynamic Address Table

Clear Table

Filter: () VLANID equals to Range: 1 - 4094

() MAC Address equals to

() Interface equals to Port LAG Go Clear Filter
VLANID MAC Address Interface
VLAN 1 00:00:5e:00:01:01 GE50
VLAN 1 00:08:7b:16:d6:c6  GES0
VLAN 1 04:62:73:c0:75:40  GE50
ZE Hot Y HE

18|

Security(&2.9h) > Port Security(ZE HoHZ 0|SELICt.



Security

RADIUS Client

TCP/UDP Services

Port Security

Port Security Table

th &
(2

Filter:  Interface Type equalsto Port v

Interface  Learning Max No. of
Entry No. Interface  Status Mode Addresses Allowed
O 1 GE1 Unlocked  Classic Lock 1
o O, GE2 Locked Classic Lock 1
O 3 GE3 Unlocked  Classic Lock 1

ZEO| =2 SHAIstEd™ Lock 2tC|2 HHES M= F|AFLICHApplyE E=IFFLICH



Edit Port Security Interface Settings X

Interface: (& Port GE2 v~ (O LAG
Interface Status: o v Lock
Learning Mode: (*) Classic Lock

(O Limited Dynamic Lock
(0 Secure Permanent

(O Secure Delete on Reset

# Max No. of Addresses Allowed: = 1 (Range: 0 - 256, Default: 1)
Action on Violation: (=) Discard
O Forward
O Shutdown
Trap: () Enable
# Tran Cracionmu n cor (Danas: 1 - 100ONNN. Nafanlt: 10\
9 Apply Close

Interface Status(2/E{m0[A &fEf)7t O|X| & 2 SHA|E &EH 2 EA[ELICE.

Port Security Table

A &
Filter:  Interface Type equalsto @ Port v

Interface  Learning Max No. of
Entry No. Interface  Status Mode Addresses Allowed
O 1 GE1 Unlocked Classic Lock 1
O 2 GE2 Classic Lock 1
O 3 GE3 Unlocked  Classic Lock 1

5EHAH|

MAC Address Tables(MAC F4 E||O|&) > Static Addresses(T’H F4)2 0|S ghLCH.



Dynamic Address
Settings

Dynamic Addresses

6EA|

MAC A= o|& 1™ =4 Eo/Eol| L}E/x| 2t& Lt

Static Address Table

+

VLAN ID MAC Address

(| O results found. )
TEAH

MAC Address Tables(MAC F4 E{|O|&) > Dynamic Addresses(S% F4)2 O|S &L
Ct.

Dynamic Address
Settings

2 ) Dynamic Addresses
8EHA|
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OF LI},



Dynamic Address Table

Clear Table

Filter: () VLANID equals to (Range: 1 - 4094)
() MAC Address equals to

() Interface equals to Port LAG Go Clear Filter

VLANID MAC Address Interface

VLAN 1 00:00:5e:00:01:01  GESb
VLAN 1 00:08:7b:16:d6:c6  GE50

VLAN 1 04:62:73:¢0:75:40  GE50

VLAN 1 10:f9:20:12:86:ce GE50

VLAN 1 10:f9:20:12:86:d8 GE50

9EHA|

AL|apo|MEe WMo 2 XEsie{H A& ofo|2 e Z=2lEtLct.
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https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2514-configure-snmp-groups-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2515-configure-tcp-and-udp-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/2525-2543-configure-system-time-settings-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2524-2545-upgrade-firmware-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2542-how-to-manually-reload-or-reset-a-switch-through-the-command-cbs.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/ko_kr/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
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