s ME| #Z4ol M Azuredd| XS FTDv Hi X
=5t
|
MX QT AL
SF AME
MBEEZRE2A
HE HE
8
Azure ARM EIZ 2!
gt APP
=] oY
HE 2|3 ctojo{7=H
74

Ol ZEMolME AEE7t =2 B EH M Azured| XS E{2 3 El Cisco FTDv(Firepower Threat
Defense Virtual)& 75 5t= 2801 CHSH ABEELCY.

ME T M
2T AY

CtE Aol cHet X[A2 ERstn o™ REFLICH

- NGFW 2! Firepower Management Center= Z2}0|8! IPE S35l S4&I5H0F &
Qe 2 WMoz S8 IP7t glofof &LCt
. 7lsol Y2 =ZEto|dl IPet SAIE & Qlo{of ErLCt

Ol EMol HE= OIS AZEQ 0] X st=fo{ HEE ZIgte = gLt

- Azure

- Firepower Management Center

.7 Al el g ElE
O| ZEMo| HEE= &Y 3 2 49| C|HI0|AE ECHE R HE[URELICEHO| EA0] AL E 2 & Clut
OlaE =7|gtEl(Z7]2) ZI|ag oMz AI’&.*EI%%L—IELHIE%HW s 32 3 2E BHO
HAHZQl J&g ofshsoF gLCt

HiE B2



rﬁ
© 1
rH J|-|]

| x4

e

FTDvE Ciscol| Firepower Next-Generation Firewall 7|2 7+& 3+l
A Zolec #3729l Z1eC 7o QI3 2CEE X|&XoZ xE|E 4
X|ghLlct.

tz30f
AE5

e ﬂ|‘|[|
ﬂ||0 N

Al7A
)

zO

lI|>

JHASHE B0l M Ol2{E 752 A8 £ 7| IR0l B NGFWOIME HAS X|45tX| of
LICHIbEIM 780l =2 &R ME A | ?/3H Cisco NGFW(Next-Generation Flrewall)
7 A
=

|-o

= 5t7
AzureQ| 7|2 Zls(of: 78 &g 4 VMSS(VlrtuaI Machine Scale Set)2 & &35t0f NGFW2| 7}
M =0o|1 2C |

S|t SA el chest nietOlElE Jlete 2

I:1I %7.‘:1% SLICHolE 0] EY clole MEoM AHEE

8t FMC(Firepower Management Center)E AlE

alioF or_ 2T +°*° 7+7<|" ?AE 2 A+E1IOID4 et D2 PEl ESiEE 25 S8 IPE &3
S415t24= FMCSt FTDE &t x| ef&Lch

tHE 7| T0d| Azureoll M & Ofsife = U= & 7Hx| 7id2

-
oi
)IIE
M
N
|__|
_l:ll.l_
_>':
0%
mo
ikal
Ol
1
|0
Hu
m)-

7+8 ot 7t8 B2 Hlole] ME| HOHZ RE| OfE I 0IMT} HOIEIE B2 35HE TIHR Y
HMELICH 78N %o SEE oy,

M 3042 Azure X|2] 2| TR 8t 22| QIRIQLICHZ ol
47t 2 L ESIZS ZE st 0l42| Clo|E ME{Z TAELICH

- VNET: Azure Virtual Network(VNet)= Azurel| 7{2! HERXIF of CHE 7|2 +4 QA ILICH
VNet2 Azure VM(Virtual Machine)Zt Z2 02 R&9| Azure 2| A28 ME, QI 2 2.2
o0|A HEXHI 2t otX5HH S4lE = UL E ELICLVNet2 7|E HERZ 2t RAFSHR|EH &
7t el S Azure QIZ o] F7+AQ1 0| MZELICHVNETS RE MEUS 7|2

agg M2 428 4 QX0 CFE YNETS| MEY| CHelM e SU5HK| ek& L Ct.

lO

- 7188 A 7t8d Hg2 VM olEE 2 7t8dE MBste & CHE ool MiE 2|28 o
AeL|chololE ME Lol | TEE Sofl A=E E= A=EX| X2 /% 2el oHE Foi
StLE Ol 2| 7Hef AFEE MEE = U2 99.95% Azure SLAE SEFLICH.

zO0

- VMSS: Azure 7H4 AFEH 27| EEE2
LICF VM QIAEIA = £ EE= MOo|=l & &l
AU MEE ofE2F0|Mo| T7t2Me XMEstD ClEeol VME YoM &l A
CIO|ES £ Oj= = X|4BFLICH 7}AF HAI A7) |

(=
= —
L Haz=et 242 g9l o2 MH[AE 758 & &L

g I>
A
2 o I

o M
>
oo
9'|_|
iz
oY
3
0|'|1
T
o
o
m
e 0
n
o

T H: Azure 7|52 RCIHE YA 02 ME J7ISE 2EIRE MHIAEM 88 ZEOE
AIoHo|.= O Zest ZE X|&XQl h|o|E QlZat 2l Z[AAE NMEEHLICHIIE SR8t 3=
220 £&6H Azure &7 LIHX| 2 & XMEELICHAzure & & ALE5t0{ & APIE &
E5ta, dio[E{HIo|A BP0l SESID, IoT AERS XEI5tT, HAIX| FE +a| £ L

ChO| Xt& gt £FR MM Azure & == 7HA|E BHE D, FTDVE SS/ISE F HI|=| Of7H &
4 201 52 QI8 FMCOil CHEH Cheet API @ &2lLICt

. = .='i Azure Logic Apps= 714 EE= TR0 N, OIO|Eq, AlAE] & MH|AE S§H5HoF &
HY HaUA ZZMA L AIEZE of9f X}%i} ol QHAER O|MEIE ZEIRE MH]
£ 2lL|Ch.Logic Apps= OHE 2|70l S, '||O|E'| S3t, AAH 3 EAl(Enterprise



https://azure.microsoft.com/services/logic-apps
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-overview#logic-app-concepts
https://azure.microsoft.com/product-categories/integration/

Application Integration) B2B(Business-to-Business) {7 L|7|0|ME |5 22t E, 2=8|0|
A= & OHof 2H Q0| & 7iset £FME At &6t Y2 7hA5E L—IEF ol &
F M2 Autoscaled £F M| 7|s2 Qo Ade 7[5 =2|& A|HAE Xil-g-% l—lEF
4R NGFWO| At& 7+S 8t AutoScale £ F M2 VNetoll 2Z 2 Private IP2t &
£|2 X3 38tx| &2 Firepower Management Center2t NGFW Zte| S412 1
IP7} HegfLct

Ol EM= B E &8 MOl Flrepower Management Center &/ NGFW S410{ A Z2}0|8! IPE &
i MSE W7tx| ol 2xME sHZst= ol 20| U&LCH.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/azure/ftdv-azure-gsg/ftdv-
azure-autoscale.html#Cisco_Concept.dita cOb3cf0d-9690-4342-8cba-e66730e70c47

7|50 He | LHE IP MOHESQ EAIE £ Qlofof &
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= El EHAof A OIE FdatoF gLict.

1. Azure ARM H&E 3!

ARM R E 2 Azure0l| M XtS3HE AHEStE S M= Ol AF&ElLICHCiscos AtS 27| =
E£FMH AYo 28 & U= HEE ARM HERE MS&LICt a2 Lt Ol ARM RIES2
Public Github https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template 0l A AL & ‘BA H, Express
A2E Sofl e = UKt T TR HEI L S4lE = gie 7|5 ¢S dMELIchmet
M O|A| Function AppO| Consumption Mode CH&! Premium ZEE A8 £ JUES 0| ZEE &
7|- *x"oHOF ol-|_||_-_|. II|' |-A-| .u.Ioo|- ARM El E-II-u-EIo

https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git0l| A & Q18 4= & L|Ct.
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NGFWe| 3 & IPE 7 IHFOE LICHIEIM S8 IP CHA AFAM IPE 7| ?IaH C# ZEE =35l 0oF
gHLICHAEE X8t £ zip IFYUS AFE 3104 Function App2 BHE &+ Ql&LICH
(https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git).
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
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Home(#&) > Create a Resource(2|& 4 M) > Search for Template(El& %! HAM)2 2 0|53 S
Template Deployment(&E X! 75)& M= BILICt O|X| T E 7|0l A Create and build your own
template2 2 2!&fLICtH

Home > New > Template deployment (deploy using custom templates) (preview) > Custom deployment

Edit template X
Edit your Azure Resource Manager template

+ Add resource T Quickstart template T Load file L Download

« | 598 {
N 597 "name": "MNGT_NET_INTERFACE_MAME",
» 1% Parameters (32) 508 "value": "mgmtNic"
5 [ Variables (34) 599 k
] {
e 1
4 Resources (12) 601 “name™: “MNGT_PUBLIC_IF_MAME",
LogicApp 62 "value": "mgmtPublicIP"
(Microsoft.Logic/workflows) 603 b
.‘. [variables(’mgmtSecGrp’]] 684 {
" [Microsoft.Metwork/networkSecuri. 685 “name™: “NAT_ID",
s 606 "wvalue"; “5678"
am [variables('dataSecGrp’) 507 ¥
" [Microsoft.Metwork/netweorkSecuri 4
608 {
— [variables('storageAccountMame’)]  G@g "mame": "NETWORK_CIDR",
7 (Microsoft.Storage/storagefccoun.  g1a "value": " [parameters(’virtualNetworkCidr')]"
[variables("hostingPlanMName’)] 611 b
{Microsoft. Weby/serverfarms) 612 {
sl UnCBanABeN § 613 "name™: "NETWORK_NAME",
[variables(funclionAppName’)] 614 “value": *[concat(paraseters|’resourceNamePrefix'), '-vnet')]"
(Microsoft.Web/sites) 615 ¥
@ [variables("appinsightsName’)] 616 {

(Microsoft.Insights/components) | 17 “name": “POLICY_NAME",

-y P R18 Mualiats "lascamatarcel 'aal i suklamst 110

m Discard

2. Save(XM%E)E SEIgFLICH



Home > New > Template deployment (deploy using custom templates) (preview) >

Custom deployment

Deploy from a custom template
lempiate

Customized template &

12 resources

Edit template

Deployment scope

4

74

Edit parameters

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ ‘ Microsoft Azure Enterprise v I

Resource group * (@ ‘ v ‘
Create new

Parameters

Region* (@ l East US v ]

Resource Name Prefix _ l

Virtual Network Rg © l madewang ]

Virtual Network Name (O | madewang-vnet ‘

l < Previous l l Next : Review + create > |

22 Zoo et #4485t 1 Review +Create® 2 2I&HL|Ct.

ZH otH AZE 2l4aA O F ofgfo] ZE 74 2471 ddE

LICt.



madewang =

Add Edit columns Delete resource group Refresh & Export to CSV Open query » Move Feedback

“ Essentials

=1
ol 04 i East US
& Tags
venl Type all Location all i Add filter
Settings of 11 recor e
Deployments O Name Type Ti Location T4
o
e Oe EastUS
Properte: - .
L O @ EastUS
O ¢ EastUS
Cost Management Ot EastUS
Cost analys O Eastus
O Eas
O ¢ EastUS
Advisor recommendations O EastUS
Moritoring O ty group East US
o £ O % ) EastUS
v NSGREs (Preview) =
j — E Ui

4. URLM| 219!
https://<function_app_name>.scm.azurewebsites.net/DebugConsole

ASM_Function.zip It 2! ftdssh.exe® site/wwroot/ZH0|| FZ =& LICHX|HE ¢/ %o =2 =3
of 8f). I X| to™ & Hof M Ct et 715 S AlESHR| ef&Lct)

.../ wwwroot + 18items # @ A

Name Modified Size
Y- ™ AutoScaleManager 12/4/2020, 9:18:25 PM
9 I— & 12/4/2020, 9:18:25 PM
EY-) C reFtdinterfaces 12/4/2020, 9:18:32 PM
FY-) = C 12/4/2020, 9:18:32 PM
Q9 [— 2 12/4/2020, 9:18:32 PM
Y- =0 12/4/2020, 9:18:32 PM
Y- 4 12/4/2020, 8:18:32 PM

Kudu Remote Execution Console
Type "exit' then hit "enter' to get a new CMD process.
Type 'cls' to clear the console

Microsoft Windows [Version 10.8.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\home>
C:\home\site>
C:whome\site\wwwroot>

5. Function app > Functiong M= #fLICL. 2 & 7|5 0| E Alx[0o{0F ErL|CH,



Home

madewang -ful::t:l.".-;lup

(.} - function-app | Functions

Function App

Search (Crd+/) + Add () Refresh
* Overview
B Activitylog |2 Fiter by name
Fr Access contral (IAM)
[ mame Trigger To Status T
@ Tags
an HTTP !
& Diagnase and solve problems [ AutoScaleManager Enabled
conf Frdinterfac H
Q Security O configurertdinterfaces TTP Enabled
Events (preview) O createstatichoutes WTTR Enabled
[ DetetelnRegisteredFTD HTTP Enabled
Functions
D DeployConfiguration HTTP Enabled
Functions
O bevicebeRegister HTTP Enabled
App keys
[ oeviceregister HTTP Enabled
E App files
D DisableHealthProbe HTTP Enabled
= Proxes
O redscatein HTTP Enabled
Deployment
ey O rscateont HTTP Enabled
i !
& Deployment sots O Getfrdpubliclp HTTP Enabled
I 1t L
@ Deployment Center O minimemconfigvenfication HTTP Enabled
Deployment Center (Preview
. o L L D ‘WaitForDeploymentTask HTTP Enabled
Settings O waitFerfraTocomeup HTTP Enabiled

v

Configuration
Authentication / Authorization

Application Insights

6. VMSS7} Function App LHOll M FunctionsE& &g = UTF HA|A HEHE ¢HEELIC
<prefix>-vmss> Access Control (IAM) > Add role assignment2 O|S & L|Ct. 0] VMSSO| <prefix>-
function-app0i| CHEF & 7t At HAM|A XS



Add role assignment *
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7. Logic App(&= 2| &) > Logic Code(&=2| ZE) E7|2 0|56t CHS QIR[0IAM AFEE £ A
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A2 =2 I EE G shct.

https://qithub.com/CiscoDevNet/cisco-
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Home > madewang

(al I ogic-app &

Legic agp

-

& Owerview
B Acttylog
Ao, Access contral (IAM)

& Tags

&2 Disgnase and sobve problems

Development Tools

[ RunTrigger () Refresh o# Edit [i] Deiete (%) Disable pdate Schema [y Clone @& Expont

0 To improwve traffic fiow, we'ne adding rew outhound IF sddresses for Logic Apps. Review action needed if you're filtering IP addresses with firewall settings befone 08/31/2030. Click 1o kearn maore. =+

Recumence

FREQUENCY
Runs svery 5 minutes.

EVALUATION
Evaluated 285 times, fired 286 times in the last 24 hours
See trigger history

o4 Logic app designer

/2 Logic app code view

B versions

& APl conmEctons

& Quick start guides

Settings

@ Workflow settings
Authorization

@ Access keys

+ Identity

Il Properties

B Locks

Monitoring

R Alerts

Runs history

36 actons
Wiew in Logic Apps designer

All

w || start time eartier than

w | Pick a date

| Specify the risn identifier 1o open manitar view dirsctly

Status

O Succeeded
@ Succeeded
© Succeeded
& Succeeded
© Succeeded
@ Succeeded
S Succeeded
O Succeeded
© Succeeded
© Succeeded

EEBH VME VMSSO0d| A

Home > madewang s

2 [lllout-vmss | Instances

Virtual machine scale set

|2 Search (€md = | @

T Overdew

B Acivtylog

T Acorss control (1AM)

@ Tags

&2 Disgnase and soive probilems

Settings

K3 instances

& Networking

£ Scaling

B Disks

& Operating system

© Sexurity

B size

W Extersions

@ Contirmous delivery

& Configuration

[} Upgrade palicy

% Mealth and repair
Identity

B Benctios

[ 2 Search virtual maching instances

Mame

m] T
O s 2

Seart time

12/8/2020, 12:41 AM
12/8/2020, 12:36 AM
12/8/2020, 12:31 AM
12/8/2020, 12:26 AM
12/8/2020, 12221 AM
12/8/2020, 12:16 AM
12/8/2020, 1291 AM
12/8/2020, 1206 AM
12/8/2020, 12:01 AM

12/T/2020, 11:56 PM

SE LT

Computer name Status
55000000 © Running
[ s 000002 © Running

Identifier

OBSEL04238582773095 39921504 180UES
DESESIZISEBETRETN J02ATEIETARILIGE
OBSE504239 1894090466 308406058042
DESE5I42IE9313TEE602125TE4140L43
OBSE504239797 165223 33855424050U95
DB5859424010029074855585643560L88
0858594 2404034 1465707688291 400U46
OESE504240T0648 349849314592 TOCUES
0B585942410101813534 775025693 0UT
OB5E5042413 124634374 1TBAT 1 TOICUET

FMCO| 21215t FMC 2! NGFW7} FTDv Private IPE E6H Q&K

Pratection palicy

o

Pick a time

Duration

968 Secands
9.99 Seconds
10.53 Secands
9.63 Seconds
976 Secondd
10:88 Seconds
10,04 Seconds.
10.23 Seconds.
10.24 Seconds
969 Seconds

Latest model
Yes

Yes



Overview Analysis Policies ghIaii<d8 Objects AMP Intelligence Deploy System Help v madewang v

Device Management NAT VPN * QoS Platform Settings FlexConfig Certificates

BElout-vmss_0

Cisco Firepower Threat Defense for Azure

Mode: routed
System X
Compliance Mode: Kone
TLS Crypto Acceleration: Disablad Finda gj::ur'lgpnmr FIRES et
Serial: SADMGN24KRE
Time: 2020-12-08 14:06:09
Time Zone: UTC (UTC+0:00)
Version: 6.6.0
:i.:l::‘:’.ono setting for Time based . (UTC+0:00)
Health Management + @D
Status: o Host: 10.6.0.9
Policy: Q%MTM Status: S
Blacklist: Nong
Inventory Details c
Cpu Type: CPU Xeon ES series 2400 MHz
Cpu Cores: 1 CPU (16 cores)
Memory: 56832 MB RAM

NGFW CLIo| 2325t ChE1 Z 2 LIS 0| EAIELICE

Cisco Fire Linux 0S vé6.6.0 (build 37)
Cisco Firepower Threat Defense for Azure v6.6.0 (build 990)

> ex

exit expert

> expert

admin@@@inout-vmss-0:~$ netstat | grep 8305

tcp 0 o Iinout-vmss-0:8305 madewangfmc.inter:41997 ESTABLISHED
tep 0 0 -Lnout vmss—0:8305 madewangfmc.inter:54513 ESTABLISHED

adminCE nout-vmss-0:~$

(2t A FMCE Azure Private VNet MEHIE2 S35l NGFWOI| S AIgHLICE

= e e

M=Z2 NGFWE T 538t= S Logic AppO| dlilfst= E<7t A2, ol2E EXME sHZEsH7] <
off CtS BHIE =de = AU&LICH

Ofn

1. =2 ¢o| A SIx| =elgrL|ct.



Home > madewang
(N logic-app  #

Logic app

Search ([Cmd s ) [> RunTrigger () Refresh @ Edit [5] Delete () Disable
B Activity log

Subscription (change) : Microsaft Azure Enterprise
. Access control (LAM)

Subseription 1D : 9d5ea202-TI70-4366-529-041 759181710
¢ Tags
£» Diagnose and sobve problems ST
i
Development Tools e
= RECURRENCE
4 Logic app designer Recurrence
<* Logic app code view FREQUENCY

D Versions Runs every S minutes
EVALUATION

Evaluated 285 times, fired 285 times in the last 24 hours
See trigger history

AP connections

&3 Quick start guides

Settings Runs history
@ Workfiow settings [ Faited v |[ Start tme earlier than
Authorization Specify the run identifier to open monitor view directly
ki
D Accous kers Status Start time
Identity
O Failed 12/7/2020, 332 AM
"o
RLiSToparces O Failed 12/4/2020, 324 PM
A Lock
iltods O failed 12/4/2020, 9:23 PM
Monitoring O Failed 12/4/2020, %23 PM
KR Alerts

2. Aluff QIS AlEgfLCt
Anigt E2|HE ZEIELICH

[ Clone & Export

Runs last 24 hours 284 successful, 1 failed

Integration Account

Actions.
COUNT

36 actions
Wiew in Logic Apps designer

|| Pick a date =]

Idenitifier

0858594293 16267 1908622801 0944CUTO
DB58504509593954722248893 15330066
0858594509666 96887541 1868431CU59
08585545096 T46856530309098T0CUSE

O 7o improve tratfic flow, we're adding new ouibound I addnesses for Loghc Apps. Birview action needed if you're fltering IP addresses with firewall setfings befors 08/31/2020. Click to leam mors, —+

Pick a time

Duration

Static Results

10.25 Seconds
1.96 Seconds
1.45 Seconds
1.74 Seconds

B

> madewang - ‘ogic-app * Runs history
Logic app run

Home

(&) Runs history

logic-app 08585942931 626T19086226010944CUT0
() Refresh 70 Run Details (%) Resubrmit D) Infe
[ Failed v I \L

Start time earlier than ~ | —n
AutoSealeManager | 2

Pick a date [ Pick a time ﬂ

[ Search to fitter items by identifier A g
Start time Duration
i rati | INPUTS Shaw raw inputs

@ 12/7/2020, 332 AM  10.25 Seconds
Funetion name

@ 12/4/2020, 924 PM  1.96 Seconds I 1 urction-app/AutoScaleManager

© 12/4/2020, 923 PM 145 Seconds

© 12/4/2020, 923 PM 174 Seconds
OUTPUTS Show raw oulputs
Status code

400
Headers
Key Value

Bady

ERROR: Failed to connet to FMC..Can not continue
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