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Local Users Password Complexity

Password Complexity Settings: & ) Enable
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Local Users Password Complexity

Password Complexity Settings: ¥  Enable

Minimal password length: 10 (Range: 0 - 127, Default: 8)
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Local Users Password Complexity

Password Complexity Settings:  Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: 0 - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(/@#S...).
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Local Users Password Complexity

Password Complexity Settings: Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: O - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!@#S...).

The new password must be different than the current one:( @ Enable
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Local Users Password Complexity

Password Complexity Settings: Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: 0 - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!@#S...).
The new password must be different than the current one: & Enable

Password Aging Time: 180 days(Range: 0 - 365, 0 means never expire)
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L ocal Users

Local User Membership List

Bz o &

) #S User Name @ Group * &
0 1 cisco admin
O 2 guest guest

* Should have at least one account in the "admin” group
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User Accounts

Add User Account

The current minimum requirements are as follows.
e Minimal password length: 8
e Minimal number of character classes: 3
e The new password must be different than the current one
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User Name (Administrator_Noah )

New Password [ ] (Range: 8 - 127)
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User Name Administrator_Noah

New Password ‘ eo0ee00000e ' (Range: 8 - 127 )
New Password Confirm ‘ Must match the previous entry

Password Strength Meter _

Group admin v
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New Password 00000000000 (Range: 8 - 127)
New Password Confirm Cooooooooooo )
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Group
o Zrof et HEFELICH

ML 25 &Y
Password Strength Meter [

5t

oM AS A AHol| HE

S MEFLICH

5CtA|. Group EELHR s stgst 0=
7I-A|__||_-_|.
E H .

o [#
|'-°.-

. admin- &{7| & A7
M HetelLct.

. guest - &17| ™
0| of i M= adminO| MEHEIL|C.
User Name Administrator_Noah
New Password 00000000000 (Range: 8 - 127)
New Password Confirm 00000000000

Password Strength Meter _
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Group

guest
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User Accounts Cancel

Add User Account

The current minimum requirements are as follows.
¢ Minimal password length: 8
« Minimal number of character classes: 3
e The new password must be different than the current one

User Name Administrator_Noah

New Password 00000000000 (Range: 8 - 127)
New Password Confirm (ITYTTTTITT T

Password Strength Meter _

Group admin v
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| ocal Users

Local User Membership List
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I User Name S
@ 1 Administrator_Noah
O 2 cisco

0 3 guest
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Group * &
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Local User Membership List
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O 2 cisco admin
0 3 guest guest
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Edit User Account

User Name Administrator_Noah

Old Password
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Edit User Account

User Name Administrator_Noah
Old Password YT
New Password Ty (Range: 0 - 127)
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Edit User Account

User Name Administrator_Noah
Old Password 00000000
New Password YY) (Range: 0 - 127)

New Password Confirm ( eeeeesee
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Edit User Account

User Name Administrator_Noah
Old Password 00000000
New Password (YYYYYYY) (Range: 0 - 127)

New Password Confirm eeeeeeee

Group ( guest v

admin
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User Accounts ‘ sl ' Cancel

Edit User Account

User Name Administrator_Noah
Old Password [ITITIT )
New Password TTYYIYYY) (Range: 0 - 127)

New Password Confirm eeeeeeee

Group guest M
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| ocal Users

Local User Membership List

+ 1

e
O #<$ User Name % Group * ¢
O 1 Administrator_Noah guest

O 2 cisco admin

O 3 guest guest

* Should have at least one account in the "admin" group

2Z A X} 71 7|

1EA|. Local Users Import(2Z AFEA}F 71K 2 7]) Bd0i M

2 FEIFLct
2E+HA|. Import User Name & Password(AF& A+ O|& & H|Z#HE 71X 2 7()0f| A Browse..
of 2R} 22 S JFKSLICHO| THUS YBHE o2 TS 2EE
HEAEQL|CH

O 00l M= user-template.csv7t

et

=2

7
H

_

B 285
(CSV) Aoz XEE

2|
=| AT



Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template:
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Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template
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Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template:
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Remote Authentication Service Table
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(J Enable & Name %
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Add/Edit New Domain

Name CAdministrator )
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Authentication Type
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Backup Server
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Primary Server C1 92.168.3.122 )Port 389
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User Accounts

Add/Edit New Domain

Name Administrator

Authentication Type RADIUS v

Primary Server 192.168.3.122 Port 389
Backup Server 192.168.4.122 Port 389
Pre-shared Key ooc0000000

Confirm Pre-shared Key eeoeesesese
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- o | | m Nicie Users Properties ? X
General  Object Secumwe

Delegate Control...

. ! Attnbutes:
i ] Find... Adtrbute Value "

adminDescription <not set>

H B 5 adminDisplayName <not set>
cn Users

.Iﬂl”- T k 5 defaultClass Store <not set>

3EKE description Def ainer for upgraded user account:

displayName

View > o

CN=Users, DC=Cizcolab DC=com

dSCorePropagationD... 8/15/2019 7:12:46 AM Pac#fic Daylight Time

extensionName <not set>
flags <not set>
FSMORoleCwner <not set>
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Contact All Tasks >
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msDS-KeyCredential | VPNUsers ‘
. View > N
msDS-ResourcePropertyList
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MSMQ Queue Alias Properties O Universal
Printer Help
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Printer Help 9 )

User

A&l HIZEHE E =stEt= HIAIX|7F B AIEILICH.User must change password at next
logon(CtS 232 Al ALEX7t & =& B1Z5H0F &f) QIS MENSIH ARt 2EHE 2015
T HYUHS E HESoF HHeZ 2018 £ QlaLch

o-& S #=guch

User Accounts(At& Xt 017t 2 E)E ALE8lof 5t= B2 THE =dsHok & = UELICHAIS XIS
HA O|E S ZTHotE{H ALSALE MEHSI D OtRA QLER HFE 28 CH3 0| HH 78 ME
gLCLZ2E SHE M7HstT AFEXte| 22 0|F 1 UR[St=X| U LICHAIS AL EA| 0|2

HEEX| gt &LICHEelS ={BrLICt

.4 Cisco B. User ) o
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M2 Denied RODC P Add to a group...
%DHCP Admlﬂlst Name Mappingsm

$DHCP e Disable Account
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£ DnsUpdateProx eset Password...
2 Domain Admin: Move...

%Domain Compt Open Home Page
%Domain Contro Send Mail
%Domain Guests
&EDomain Users
82 Enterprise Admi Cut 9
EEEnterprise Key A Delete

2 Enterprise Re( R
%Group Policy

2. Guest Properties

All Tasks b

Help
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%Gmup Policy Cr - :
& Guest Properties

All Tasks >

Help

A””n‘i"’ﬂ?l EHg MEHSE T ol2 2 A3 E510d distinguishedName2 2 0/F
Q10| 2HIE MEA 2O 0|50| U=XK| EHolghL|ct,

22
)

0|'.|~L
_I='.I=.I>



@ser F’mpert@o 7 b4

Secunty Enviranment Sessions Remote control
General Address Account Prafile Telephones ization
Published Certficates Memberf  Password Replication  Dia Object

Remote Desktop Services Profile COM+ C Attribute Editor

Attributes:

Aftribute WValue g

desktopProfile <not set>
destinationIndicator <not set >
displayMame

displayMan
0 distinguished Name

Member Of B2 MEHSI T AddE Z&|gtLiCt



Cisco B, User Properties

? X
Security | Sessions Remote control
Remote Desktop Servi | COM= Agtnbute Editor
General Address

Profile Telepl'nnea Organization

Active Directory Domain Services Folder

CiscoLab.com/Users

Domain Users




Select Groups

X
Select this object type:
Groups or Builtin security principals Object Types
From this location:
abab.com Loas
Enter ihe object names to select (examples):

Revenced) Cancel

M3l X4 £ MEBLICH Network Access Permission(LH/E Q]2 M~ #HE

E 12t A M0f A Allow
Access(HAM| & &&)B MEIStD LIHX|= 7|24 2 L
ClUser Properties T >
Security Environment Sessions RHemote control

(eneral Address Account Profile Telephones ganization
Remote Desktop Services Profile COM+

Published Cerdificates  Member Of Password Replication

—Metwork Access Permission

{ & Allow access )9

" Deny access

™ Control access through NPS Network Policy
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User Groups

User Groups Table

o

3EtH. 2 & o/FE /& & LCk 0| oioi M= VPNUsers@ILCt
Group Name| VPNUsers

1F O|§2 AD =24 2ot 51 HE 5| Zotok gfLct

AELA|. A{H[AO| M Web Login/NETCONF/RESTCONFE Disabled2 E A|E|0o{0k BHLICHAD S&
0| ZA| EH55HK| &t o™ RV34x0]| HA|AE 4= Q& LTt

LS —

Services

Web Login/NETCONF/RESTCONF ( ® )Disabled O Read Only O Administrator

5EHA|. AD E82 AF85l0o1 AF2XIE 20l5tE VPN EIDE F7te 4 Q&L
1. 0|0] A&l Client-to-Site VPN2 F7t5t24M EZVPN/3rd Party(EZVPN/EFAL) MO 2 0|

5to4 5t7| oto|2 2 22 E LIt EECH2 HlFolM VPN Z2HE MEHS T Add(FIHE
g2t



EzZVPN/3rd Party

EzVVPN/3rd Party Profile Member In-use Table
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$ Group Name %

Add Feature List

4. SSL VPN - SSL VPN E{ 2 A& 42 Select a Profile(Z 2 & MEH) Q10| EELCHR HIFO
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SSL VPN Select a Proﬁl( SSLVPNDefaultPolicy E)

6. PPTP/L2TP/802.1x - ADE ALt T 3{&5t2d{™ Permit(518) 2| &felets Z&/5tH &
L/ct.

PPTP VPN )\ Permit

L2TP ' | Permit

802.1x (J/ Permit
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User Groups

Site to Site VPN Profile Member In-use lable
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EZVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table
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SSL VPN Select a Profile . SSLVPNDefaultPolicy  ~
PPTP VPN U Permit
L2TP & Permit
802.1x [J Permit
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Remote Authentication Service Table
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(J Enable & Name %

3EtA|. Name ZHEO|M Ao CHEL AL X} Ol 2 MM ELICH O] ool M= Jorah_AdminO| A El
L|C}.

Add/Edit New Domain

Name CJorah_Admin )

4Tt Authentication Type(2/& &) E&CH2 Ml 01l A Active DirectoryE =& L|CHADE L
E9m0] RE Q40| B HUS HEH D, 0f2] ZFEN T2 1S HE T, Z5 HA
ol Z23 tiol=8 M sts ol B

=2
=

Authentication Type Active Directory

<

RADIUS —
AD Domain Name

Primary Server

\

5EtAH|. AD Domain Name(AD = H[2! 0/&) ZE=0o| ADS| Hrt&tEl =M@l 0|2 = gLt



0| od|of A= sampledomain.comO| AFHEE|L|CH.

AD Domain Name sampledomain.com

6Tt Primary Serven( 7|2 M) 2E0| ADS| FAE {=dFHLICY.

O| oflol| M= 192.168.2.1227t A& ELILCE.

Primary Server (1 92.168.2.122 )ort 1234

TEA. Port 2E0| 7|2 M| X E HS E =gL|Ct

O ofloi M 1234= ZE HZ 2 AFEELICH
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#f1:0| 0ol M= file:Documents/manage/containers 7t AH& & L|C}.

User Container Pat file:Documents/manage/co

OEtA|. Mg Z=IgLCt.

User Accounts

Add/Edit New Domain

Name Jorah_Admin

Authentication Type Active Directory |v

AD Domain Name sampledomain.com

Primary Server 192.168.2.122 Port 1234
User Container Path = file:Documents/manage/co
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- ¥ 23 QI/NETFCONF/RESTCONF - RV34x EIRE0| 2a2l5t= & ILICH Use Default(7|
=27} AMS) EolEto| MEHS £[ASHT Primary(7|2) HIAMEZ Local DB(za DB)2 A&gfL
Ck.0|Z | 3™ Active Directory S8 0| Almliste A0 EIRE{0MH 220t R E|X| f&LCt

. Site-to-Site/EzVPN 2! E}A} Client-to-Site VPN - ADE A2 6t T Client-to-Site VPN E{'2d2
MM e LICHUse Default(7 |22 AFE) EQIEHS| MEAZ F|ASHT Primary(7[2) WS Active
Directory 2, Secondary Method(2 X & %)E Local DB2 MM gL|C}

Service Auth Sequence

* Default Sequence is RADIUS > LDAP > AD > Local DB
* Local DB must be enabled in Web Login/NETCONF/RESTCONF

Service Auth Sequence Table N
Service 3 Use Default 3 Customize: Primary & Customize: Secondary
Web Login/NETCONF/RESTCONF O Local DB v None A
Site-to-site/EzVPN&3rd Party Client-to-site VPN O Active Directory v Local DB
AnyConnect SSL VPN O Active Directory v Local DB

1MEAH. Mg FE|gLICt.

User Accounts

Service Auth Sequence

* Default Sequence is RADIUS > LDAP > AD > Local DB
* Local DB must be enabled in Web Login/NETCONF/RESTCONF

Service Auth Sequence Table
12EH4. A% S0l #m|adolMg Alst Hm|aa|ol Mol X{&ghLich.
O|X| RV34x Series 2t E10{| A Active Directory X2 FAsH&LICH
LDAP
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Remote Authentication Service Table

OJEAr

(J Enable & Name %

2EH7A|. o/& HEO|M HHEHe| AEX O|FE HEFLICH
LDAPOIM Bt A ALERF A HEF 2 8E = JU&LICH

0| odlofl A= Any_AdminO| AtEElLICE.

Name Dany_Admin

3t Authentication Type(2/8 £&8) E&CHE Hf0il A LDAPE MERSHLICEHLDS(Lightweight
Directory Access Protocol)= CIEE 2| MH|A M| HMASHE Ol AFHEEl= HMA T2 EZQL|CH
EHeIIEE2 ™oty @l CIHER MHE A™St= ._47—1 M IL[CEH

Authentication Type LDAP v

RADIUS —
Primary Server

Active Directo .

Base DN

ATHA|. Primary Server(7/&2 A{H{) Z=0f LDAP2| M FAE |=248tL|C}.

O| oflol| M= 192.168.7.1227t AFE ELICE.



Primary Server 192.168.7.122 Port 122

S5EA|. Port ZE0f 7|2 MHCe| ZE HEE gL/t
O| ofloflAM 122= ZE HE E AL ELICH.
Primary Server 192.168.7.122 Port 122

6CH74|. Base DN ZE0
Y¥E dE ] AFR A}
OF °*L—|EP.

i| LDAP ME9| 7|2 DNS A &LICt.7|&E DN2 LDAP At{7} HEH £ 04
E 7 ’% = Q|x|Lict. o] ZE& LDAP AHHoi +A3El 7|2 DN} & x|5H

O| o0l M= Dept1010| AHS E LI}

Base DN Dept101

7TEHAlL MEE FERLICHHA 2l
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Remote Authentication Service Table

+ (£

AD

O O LDAP

O O RADIUS

oEtH. &g F=IFLICH

User Accounts

O|X| RV34x Series 2} E{0| A LDAPE M3 X2 FEM&LICEH

=2 OO 1 O AR

o| M2t #edEl HIC|2 7.
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