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VPN Client Connection Using a DN5 Server
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Setup

Server Enable;

MNAT Traversal: Dizabled Edit

Phase 1 Configuration

Pre-Shared Key: Testkey

Exchange Mode: Main -

Encryption Algorithm: DES -

Authentication Algorithm:  MDS -

DH Group: Group1 (783 bit)

IKE SA Life Time: 3600 Seconds (Range: 30 - 85400, Default: 3600}

Phase 2 Configuration

Local IP: Subnet «
IP Address: 1592.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 255.255.255.0 (Hint: 255.255.255.0)
IPSec SA Lifetime: 28800 Seconds (Range: 30 - 85400, Default: 28300}
Encryption Algorithm: DES -
Authentication Algorithm:  MDS -
PFS Key Group: Enable
DH Group: Group 1(768 bit)
| Save | | Cancel |

27 RV130& IPSec VPN M7t 2HIEA FHEIRI=X| & IEFLICt IPSec VPN A{H{7}
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Setup

Caonfiguration settings have been saved successfully

Serer Enable: i

MAT Traversal: Dizabled

Phase 1 Configuration

Fre-Shared Key: Testkey
Exchange Mode: Mlain -
Encryption Algorithm: DES -
Authentication Algorithm: — WDS -
OH Group: Groupl (768 bit) -
IKE SA Life Time: 3600 Seconds [(Range: 30 - 86400, Default: 3600)
Phase 2 Configuration
Local IF: Subnet -
IF Address: 192.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 205.256.255.0 (Hint: 2552585 255.0)
IPSec A Lifetime: 28800 Seconds (Range: 30 - 86400, Default: 25500)
Encryption Algorithrn: DES -
Authentication Algarithm: — MD5 -
PFS Key Group: Y| Enahle
DH Group: Group 1768 bit]) -
| Save || Cancel |
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User

User Account Table
Userlame Password

Mo data te display
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User

*You must save before you can edt or delete.

User Account Table
[ | Userame | Password
TestUser  sseseses

‘Adanw || Edit | Delete Irport
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—— H "
VPN Site Configuration 2.5

General | Client | Mame Fesolution | Authenticatic) * | *

Rerate Haost

Hozt Mame or [P Address Part

| 500
Ato Configuration ke canfig pull -
Local Host

| Adapter Mode

lze a virtual adapter and aszigned address -

MTLI Obtain Autormatically
1380 Address

Metmask

2EHAl. Remote Host( 2124 A E) 4/449| General(2Et) B of2lol ¢1Z25IE2iE UWERTS &
P 2 0

74
2 3AEO|E L= IPFA



"VPN Site Configuratior )

General | Clignt

Mame Bezolution | Authenticatic| * | ¢

Remote Host
Host Hame or IP Address

Fuort
R 500)
Ato Configuration | ke config pull - |
Local Host
&dapter Mode

Uze awirtual adapter and azzigned addreszz - |

FTU Obtain Automatically
1380 Addrezs
Metmazk
[ Saye ] | Cancel
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VPN Site Configuratio —c—

General | Client | Hame Fesolution | Authenticatic| * | *

Rerate Haost
Hozt Mame or IP Addresz

Auto Configuration ke config pull
dizabled

Local Host ke config pull
ke config puzh

Adapter Mode dhcp over ipsec

ze a wvirtual adapter and azzigned address -

tTL Obtain Autormatically
1380 Address

Metmask,

A& JtsE 282 oS 2ol HelFLoh

‘Disabled — At ZctO|ME Zm[Tei o[4S HIZ H3tefLct
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| VPN Site Configuratior —-

[

General | Client | Hame Fesalution | Authenticatic| *

Rerate Haost
Hozt Mame or IP Addresz
fnrralie g

Auto Configuration dizabled

Local Host
Adapter Mode

Uze a wvirtwal adapter and aszigned address

=& a wvirtual adapter and azzigned address
ze a virtual adapter and random addresz
Uze an exizting adapter :|r||:|| :LIrTet :||:||:|r|-'

Metmask,

Cancel
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VPM Site Configuratia |

[

General | Client | Mame Fesolution | Authenticatic| *

Firewall Options

MAT Traversal dizable
dizable
enable
farce-draft
farce- rfn:

IEE Fragrmentation

b atimurm packet size

Other Optionz
Enable Dead Peer Detection
Enable 15AKMP Failure Matifications

Enable Client Login B anner

Cancel

ALZ 7}s 8 NAT(Network Address Translation Traversal) H+ M2 Ch21 20|
CH.

‘Disable — NAT Z2E Z &% 0| A L[ K| gt&LICH

Enable— NAT ZZ2ZEZ X2 34 50{ VPN HO|EO|7F X|HE E AT NATZ} &
X|E dof gk A EL|CH

‘Force-Draft — VPN H|O|E9||0[7} ©4 & X[HS LIEHLHZHLE NAT7H B K== X| o2 of #
7AIGIOINAT Z2 EZ FF | Z o 0| AFSELICH

-Force-RFC — VPN HIO|EQ|0|7} EAr & K|S LIEILH=EX| EE= NAT7F EBFR|E|=X| 05
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Client

Mame Resolution | Aythentication

DMNS

Spht DMS | WiINS

(Oenatie NS

Server Address #1
Server Address #2
Server Address #3
Server Address #4

DMS Suffix

Obtain Autormatically

Obtain Automatically

7EHA|. (MEH ALE) 474 HO|ERO|7} Configuration ExchangeE XSS F
DNS HHE XIS 2 M3E + U&LICH 2FEX| &2 B Obta

O|E 0|7}

] | Cancel
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"VPN Site Confiquratior ]

Client | Mame Rezolution

Authentication | Phazel * | ¢

DMS | wiNS

Enable DN (V)0btain Automaticaly
Server Address #1

Server Addreszz #2
Server Addreszz #3
Server Addreszz #4

Obtain Automatically
DS Suffix

Cancel

8EHA|. (MEH AL WINS(Windows Internet Name Server)E & A43}5l24H Name Resolution(
O/ =2l g 22/5t 1 Enable WINS(WINS & A35}) 2*°|EF% ME E*l—lEP o4 HolE4
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"VPN Site Confiquratior [———

Client | Mame Rezolution | Authentication

DNS | Split DNG | WIS

OEnaI:nIe WIS Obtain Autormatically
Server Addressz #1
Server Address H2

Cancel
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' VPN Site Configuratic

Client | Mame Fesolution | Authentication | Phase *

Authentication Method | Mutual PSE + #duth

. Hubrid BS54 + #Auth

Local ldentity | Bemat Hybrid GRP + *éuth

bubual BS54 + Hbuth

|dentification Type BRI S E oy
butual BS54

|IP Aiddress e Pk

Addresz String

Uze a dizcovered local host address

Cancel
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Authentication | Phaze *

Client | Mame Bezaolution

Authentication Method | hutual PSE. + =duth

Credentials

Local |dentity | Remate |dentity

Server Certificate Autority File

Client Certificate File

Clent Private Key File

J

11CHA|. 1E+tH B4 Z I8t o] 2 AM2| IPSec VPN Server User Configuration(IPSec VPN
MHE AFE A} 71T] 722/ 0]49) 4490] 2EHH 0l M RV130/RV130WOH| CHEH T 448t Zdnt Selst o
Aghuct

2 ZE8 08 WiHHLE



Marne Resolution | Authentication | Fhase 1 | Pha | *
Proposal Parameters
Euchange Tupe mair v
OH Exchange group 1 -
Cipher &lgarithm des )
Cipker Key Length Bits
Hazh Algorithrm md5 -
E.ew Life Time limit SB00 Secs
E.ew Life Drata limit 0 Kbytes
|| Enable Check Paint Compatible Yendor 1D
| Save | | Cancel

shrew Softe| Oi7H#H+= CHE 1 Z 0l 1E 2] RV130/RV130W 81t Ux|sH oF B LICH.
"Exchange Type"2 "Exchange Mode"2} & %|5HoF & L|C}.
"DH Exchange"& "DH Group"Z} & x|5HoF & L|C}.
et dng|ER "YEE dE|E e Yx|SHoF B LICH
"SHAl dnElE 2 els dnelE T Ux|EH ok gLict
125HA|. (MEH AFE) 15 A 24 Soil Ho|E90]0i| M Cisco Compatible Vendor IDE A3 5t
£ 732 Enable Check Point Compatible Vendor ID(Check Point Compatible Vendor ID &%
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Marne Resolution | Authentication | Fhase 1 | Pha | *
Proposal Parameters
Euchange Tupe mair -
OH Exchange group 1 -
Cipher &lgarithm des -
Cipker Key Length Bits
Hazh Algorithrm md5 -
E.ew Life Time limit SB00 Secs
E.ew Life Drata limit 0 Kbytes
| Save | | Cancel

13CHAH|. 2EFAH B g 2 2lI8tL|Ct o] E M Q| IPSec VPN Server User Configuration(IPSec VPN
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' VPN Site Configuratic

Authentication | Phaze 1| Phase 2

Proposzal Parameters

Tranzforrm Algarithr [gsp-u:les

Tranzform K.ey Length

HMAL &lgarithm rnd5

PF5 Exchange group 1

Compress Algaonthm | dizabled

E.ew Life Time limit (: EEEE@ Secs

E.ew Life Drata limit 0 Kbytes

] | Cancel

shrew Softo| DH7H¥H === CtFat Z 0| 2E-7|2| RV130/RV130W T-33t L x|5HoF &LICt.
"Transform Algorithm"2 "Encryption Algorithm"2} & %|3HoF gtL|C}.
"HMAC € 2|&"2 "el& gdna|& "ot LUx|sHof & Lct.

‘RV130/RV130WOIAM PFS 7| Z&0| & M3tEl < PFS Exchange"= "DH 2 &"1 & x|35H
of ghL|Cct. 2= X| ot ™ disable .
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x
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"Key Life Time limit"2 "IPSec SA Lifetime"n} x| oF &L|C}.

147 Policy(Z#) BiE 2151 Policy Generation Level( &2 #4/4 2j4) EECIR =
ol M require(Z.L2)8 MEBILICE Policy Generation Level 282 IPsec H&0| MM E|=
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VPM Site Configuratia [—c—

Authentication | Phaze 1 | Phaze 2| Policy

IPSELC Policy Configuration

Folicy Generation Lewvel require vI
|| Maintain Persistent SEcurit%

Obtain Topology Automaticd unigue
shared
Remate Metwark, B ezource

kA odify

Cancel

Zle — Zcto|HETH ZF Ao CHall &7 8F SA(Security Association)& & 5t X| oL &L
ChEH S8 FLEEHE HALERZ 2448 HH EH D2 AL

74
74
o 50| H™ IDE ArS & LICt.

‘Unique — Z2t0|HE 7} ZF H&oi| CHsH 175t SAE A FLICH
FolM HAo| HMELICH 2CH Mot M= 4 Soll 22 W™ IDE £
Any(0.0.0.0/0)E &4 IDE Ar&ELCt.

15Et7|. Obtain Topology Automatically or Tunnel All & @I8to| ME{S F|AEFL|C} O] M
o] CHall 2ot MM L MHst= W2 +HELICH HIZ ¥t =8 |04
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Authentication | Phaze 1 | Phaze 2 | Folicy

IPSELC Paolicy Configuration

Folicy Generation Lewvel require
|| Maintain Persistent Security Aszociations
cml:ntain Topalogy Autamatically or Tunnel A

Remote Metwark, Besource

td odify

] | Cancel
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Authentication | Phaze 1 | Phaze 2 | Folicy

IPSELC Paolicy Configuration

Folicy Generation Lewvel require

|| Maintain Persistent Security Aszociations

|| Obtain Topalagy Autamatically or Tunnel Al

Remote Metwark, Besource

td odify

] | Cancel

Topology Entry &f0| L}EFSLICH,



fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel

Topology Entry

Type Include -

Addrezs

Metmaszk

ddd kA odify Delete

| Save | | Cancel

A
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17EHA|. =4 Z/cof RV130/RVA30WLe| MELU! IDE 2|48t |C}. =A = 0| A2 IPSec
VPN Server Setup and User Confiquration(IPSec VPN A A% Ll AL X} Z1IZ| 7 5)/0/A) A
99| 2Bt A A IP Address(IP =£) ZEQ L x|5HOoF & L|CH.




fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel

Topology Entry
Type | Include - |
Address 192168, 1 . O

Metmaszk

ddd kA odify Delete

| Save | | Cancel

A

18EHA|. Netmask(&/0fA2) ZE0| RV130/RV130We| Z2Z HIEX 3 0oi CHEt MEL oA T
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fathentication | Phaze 1 | Phasze 2 | Palicy IZII'

IPSELC Paolicy Configuration

Falicy Generation Level | reguire

ngpnlng}r Entry

|| Twpe | Ihclude - |
1 Address 192168, 1 . 0

M etrask 255,256,285 0

[ Ok ][ Cancel ]

Add | Modify || Delete

| Save | | Cancel

19EHA|. gelg 2 2l5t0 ¥#Z2 HERYXT E|lAA FIHE 22 8LCt



Authentication | Phasze 1 | Phaze 2 | Palicy IZII'

IPSELC Palicy Configuration

Folicy Generation Lewvel | require
ngpnlng}r Entry
1| Type | Include - |
1 Address 132168, 1 . 10
M etrask 255,255,255 0

ok D[ corea |

Add td odify Delete

| Saye | | Cancel

20EH7|. Save(XME)E 22!5104 VPN ALO|E o] @4Z457| {8t =& X



fthentication | Phaze 1 | Phaze 2 | Poalicy IZII'

IPSELC Policy Configuration

Folicy Generation Lewvel require - |

| Maintain Persistent Security Associations

|| Obtain Topalogy Autormatically or Turnel Al

Remate Metwark, B ezource

apd 192.168.1.0 4 255,285, 255.10

ddd || Modiy || Delete |

2127 VPN Access Manager 322 E0t7tAM 7448 VPN ALO|EE MEHS T Connect(2d
&) HES =gt
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File Edit View Help

Add  Modify Delete
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VPN Connect(VPN 91Z) &0| LIEtf LTt

Connect | petwork

config loaded for site © Je 2

Credentialz

Uzername

Pazzward

Connect

22EtA|. Credentials(XHZ & %) 4l440{ M O &M 2| IPSec VPN Server User
Configuration(IPSec VPN A AFEXF 7112|722/ 0/ A) 4YA90| 4Tt Ao M M8 HZH ol AHE
A Ol 2 HIYHS E = LCt

Connect | Wetwork

config loaded for gite "KL DECTEDA T

Credentials

zermame | TestUzer

Pazzword | seessssss




Connect | Mebwork

config loaded for gite " EX1 FECETR]

Credentials

dzermame  TestUzer

Pazzword essssssss
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Connect | Metwark

gzp propozal configured
client configured

local id configured

rernote id configured
pre-zhared key configured
bringing up tunnel ..

Credentialz

Ilzername |TestL| zer
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Connect Metwork,

Secunty Agsociations

Established - 1
Ewxpired - 0
Failed - 0O

Tunnel
Statuz - Connected

Remate Host - I HlRee o
Tranzport Used - IKE [ESP
[.E Fragrentation - Dizabled
Dead Peer Detection - Enabled
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