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Client to Gateway

Add a New Tunnel

P Address W

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly W
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Remuote Security Gateway Type: P Cnly W
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Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN

Subnet Mask:

Group Ma. 1

Tunnel Mame:

Interface: WANA W
Keying Mode: IKE with Preshared key

Enable: ol

Local Group Setup

Local Security Graup Type: Subnet (¥
IP Address: 192.168.1.0

2552552550

Remote Client Setup

Remauote Client:

Ciomain Mame:

DomainMame(FODOM) )

M Eld F7}
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Client to Gateway

Add a New Group VPN

Keying Mode:

) Tunnel ® Group VPN
Group Ma. 1
Tunnel Name: tunnel_1|
Interface: WWANA W

|[KE with Preshared key

() Easy VPN

Subnet Mask:

Enable: o

Local Group Setup

Local Security Group Type: Subnet W
IF Address: 1892.168.1.0

255 2652550

Remote Client Setup

Remuote Client:

Comain Mame:

CiomaintMame(FODMN) (¥
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Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface:
Keying Mode:
Enable:

Local Group Setup

Local Security Group Type: Subnet | e
IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0

Remote Client Setup

Remauote Client: ComainMame(FQDMN) W

Domain Mame:
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Client to Gateway
Add a New Group VPH

Group Ma.

Tunnel Mame:

Interface:

) Tunnel
]

tunnel_1

WWAN1

(®) Group VEM

Keying Mode:
Enable:

|[KE with Preshared key

o

J

Local Group Setup

IP Address:

Subnet Mask:

Remote Client Setup

FRemote Client:

Domain Mame:

Local Security Group Type:

Subnet
192.168.1.0

o
256256 255.0

DomainMame(FQDM)

() Easy VPN

v
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Client to Gateway

Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN

Group Mo. 1

Tunnel Mame: tunnel_1

Interface: WaAN1 W

Keying Mode: IKE with Preshared key

Enable: o

Local Group Setup

Local Security Graup Type: Subnet W
IP

IP Address:
IF Range

Subnet Mask: VL LU LW

Remote Client Setup

Remauote Client: Domaintame(FQDMN) (¥

Domain Mame:
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Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface: WANT W
Keying Mode: IKE with Preshared key
Enable: ol
Local Group Setup
Local Security Group Type: IP (¥
IP Address: 1892 168.3.0
Remote Client Setup
Remaote Client: DnmamNammFODN v
Domain Mame: ' Email AddressquER FGDH
Microsoft XP/2000 VPN Client
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Remote Client Setup

Remaote Client:

IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 3A Lifetime:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 3A Lifetime:

Preshared Key:

Perfect Forward Secrecy:

Microsoft XP/2000 VPN Client | w

Group 1-768 bit v
Group 1- 768 bit

Group 2 - 1024 bit
| Group 5- 1536 bit

MD5 4
28800

Group 1- 768 bit v
DES 4
MDs o
3600

Minimum Preshared Key Complexity: [ ] Enable

sec { Range: 120-86400, Default 28200 )
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Remote Client Setup

Remote Client:

IPSec Setup

Phase 1 DH Group:

Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 3A Lifetime:

Perfect Forward Secrecy:

Phase 2 DH Group:

Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 A Lifetime:

Microsoft <P/2000 VPN Client |

Group 2 - 1024 bit

v

r
CES

3DES
AES-128
AES-192
AES-256
¥l

=
v

ec ( Range

Group 1- 768 bit
DE3
Mo&

3600

Minimum Preshared Key Complexity: [ ] Enable

Preshared Key:

sec (|
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Remote Client Setup

Remate Client:

IPSec Setup

Phase 1 OH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 SA Lifetime:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 5A Lifetime:

Preshared Key:

Perfect Forward Secrecy:

Microsoft XP/2000 VPN Client | »

Group 2 - 1024 bit W

AES-128 g

MD5 b

| SHAT sec ( Range: 120-86400, Default. 238
Group 1- 768 bit W

DES v

D5 v

3600 sec ( Range: 120-28800, Default 3600 )

Minimum Preshared Key Complexity: L] Enable
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Remote Client Setup

Remate Client: Microgoft XP/2000 VPN Client | w

IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit W

Phase 1 Encryption : AES-128 v

Phase 1 Authentication: Moa o

Phase 1 3A Lifetime: 2700 sec ( Range: 120-86400, Default: 28300
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1-768 bit v

Phase 2 Encryption: DES v

Phase 2 Authentication: MD5 v

Phase 2 SA Lifetime: 3600 sec { Rang

Minimum Preshared Key Complexity: [ Enable

Preshared Key:
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IP5Sec Setup
Phase 1 OH Group: Group 2 - 1024 bit "]
Phase 1 Encryption : AES-128 v
Phase 1 Authentication: MD5 v
Fhase 1 SA Lifetime: 2700 sec ( Range: 120-86400, De 28
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1- 768 bit v
Grmp1-?ﬁﬂhi .
Phase 2 Encryption: Group 2 - 1024 bit
| Group 5 - 1536 bit
Phase 2 Authentication: WO ]
Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default 3600 )
Minimum Preshared Key Complexity, [| Enable
Preshared Key:
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IPSec Setup
Phase 1 DH Group: Group 2 - 1024 hit W
Phase 1 Encryption : AES-128 LY
Phase 1 Authentication: MO5 W
Phase 1 SA Lifetime: 2700 sec ( Range: 12
Perfect Forward Secrecy;
FPhase 2 OH Group: Group 2 - 1024 hit LY
r ™\
Fhase 2 Encryption: DES L
Phase 2 Authentication: 30ES
AES-128
Phase 2 SA Lifetime: AES-192 sgc ( Rang
AES-256 )
Minimum Preshared Key Cnmplexiw:Ef11ahiu
Preshared kKey:
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IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit ¥

Fhase 1 Encryption : AES-128 W

FPhase 1 Authentication: [fna v

s

Fhase 1 SA Lifetime: 2700 sec ( Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 bit W

Fhase 2 Encryption: AES-128 W

Phase 2 Authentication: MO5

Phase 2 SA Lifetime:

| SHAA | §sec { Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity: L] Enable

Preshared Key:
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IPSec Setup

Phase 1 DH Group: Group 2 - 1024 hit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: Mos v

Phase 1 SA Lifetime: 2700 sec ( Rz

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

fPhase 2 SA Lifetime: 360 sec ( Range: 120-28800, Defau )

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght
freshared Key Strength Meter: P e | )

10CHA|(MEH ALE) AFH SR Z10d CHEE 2= 57| 2436242 Minimum Preshared
Key Complexity(Z|4& M 3¢ 7| SE4Y) &QIEHS MEHFTLCY.
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IPSec Setup

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ghd

Preshared Key Strength Meter: T [

Advanced + I

P

Phaze 1 DH Group: Group 2 - 1024 bit W

Phasze 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 w

Phaze 1 5A Lifetime: 2700 sec ( Range: 120-86400, Default 28800
Perfect Forward Secrecy;

Phasze 2 DH Group: Group 2 - 1024 bit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

Phase 2 3A Lifetime: 3600 sec ( Range: 120-28800,
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Phase 2 Authentication: SHAT W

Phase 2 SA Lifetime:

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght
Preshared Key Strength Meter: e i o
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Advanced

Aggressive Mode
Compress (Support IP Payload Compression Protocol(IPComp))
Keep-Alive

MetBIOS Broadcast

of
vl
[
AH Hash Algorithm | MD5 | w
[
L]

MAT Traversal
\ F,

| Save || Cancel ‘

360 sec ( Range: 120-28800, Defa

2CHH|. (M=) A8 LIESIS £2 7t O™ Aggressive Mode Q1812 Ad=grLICH
Aggressive Mode(A2 QI ZE)= SA 42 Fof E{do| IEZQIE Q| IDE Yt

Sk
weterL|ch ol 39 ek Alzto| B x|eh Eot2 Ho{ ELCH
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