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MNAT Traversal: Y| Enable
NETBIOS: ¥| Enable

IKE Policy Table
Name Mode | Local Remote Encryption Authentication DH

Mo data to display
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Add | Edit IKE Policy Configuration

Palicy Mame: IKE1
Exchange Mode: Main -
IKE SA Parameters

Encryption Algorithm: 3DES -
Authentication Algorithm: SHAZ-256 -
Pre-Shared Key: presharedkey

Diffie-Hellman (DH) Group:

Groups (1536 bit) -

SA-Lifetime: 3000 Seconds (Range: 30 - 86400, Default: 3600)
Dead Peer Detection: Y| Enable
OPD Delay: 15 (Range: 10 - 999, Default: 10)
DPD Timeout: 45 (Range: 30 - 1000, Default: 30)
Extended Authentication
XAUTH Type: 4| Enable
Usarname: Usert
Passward: passwaord
| Save | | Cancel | | Back |
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IKE SA Parameters

Encryption Algaorithm: 3DES -
Authentication Algorithm: SHAZ-256 -
Pre-Shared Key: presharedkey

Diffie-Hellman (DH) Group: Groups (1536 bit) -

SA-Lifetime: 3000 Seconds (Range: 30 - 86400, Default: 3600)
Dead Peer Detection: Y| Enable

DPD Delay: 15 (Range: 10 - 999, Default: 10)

DPD Timeout: 45 (Range: 30 - 1000, Default: 30)
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Extended Authentication

HAUTH Type: [¥| Enable
Lsername: Lsert
Password: password
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Advanced VPN Setup

Add [ Edit VPN Policy Configuration

Folicy Mame: (_‘-IF'N‘I )

Folicy Type: Manual Policy -
Femote Endpoint: IP Address -
209165.201.1 (Hint: 1.2.3.4 or abc.com)

Local Traffic Selection

Lacal IP: Subnet -
IP Address: 192.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 2552552550 (Hint: 255.255.255.0)

Remote Traffic Selection

Remaote IF: Subnet
IF Address: 19216820 (Hint: 1.2.3.4)
Subnet Mask: 2552552550 (Hint: 255 255255 0)

Manual Policy Parameters

SPl-Iincoming: 0xABCD
SPI-Outgoing: 01234

Encryption Algaorithm:  AES-256 -

Key-n: 123456789012345678!
Key-Out: 123456789012345678!
Integrity Algorithm: SHAZ-Z56 -

Key-In: 123456789012345678!
Key-Out 123456789012345678!

Auto Policy Parameters
SA-Lifetime: 20000 Seconds (Range: 30 - 86400, Default: 28500)
Encryption Algorithm: | AES-Z256
Integrity Algorithm: SHAZ-256
PFS Key Group: Enable
DH-Group 1(768 bit)
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Add ! Edit VPN Policy Configuration

Policy Mame: YPM
FPolicy Type: Manual Policy -
Remaote Endpoint: IP Address -
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Local Traffic Selection

Local IP; Subnet -
IP Address: 192.168.1.0 (Hint: 1.2.3.4)
Subnet Mask: 256 255 2550 (Hint: 255.255.255.0)
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Remote Traffic Selection

Femauote IP: Subnet -
IP Address: 192.168.2.0 (Hint: 1.2.3.4)
Subnet Mask: 255.255.255.0 (Hint: 255.255.255.0)
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Manual Policy Parameters

SPIl-Incoming: 0xABCD

SPI-Cutgoing: 01234

Encryption Algorithm:  AES-256

Key-In: 1234567539012345678!
Key-Out: 1234567539012345678!
Integrity Algorithm: SHAZ-256 -

Key-In: 123456739012345678!
Key-Out: 123456739012345678!
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128 X AES-192 5 CF = X2k QFFFFLICEH.
Manual Policy Parameters

SPIl-Incoming: 0xABCD

SPI-Cutgoing: 01234

Encryption Algorithm:  AES-256

Key-In: 1234567539012345678!
Key-Out: [‘123455?8901234-55?8]
Integrity Algorithm: SHAZ-256 -

Key-In: 123456739012345678!
Key-Out: 123456739012345678!

15EH7|. Key-In ZE0f CIHIR2E HAo| 7|& U= LICH 7| Z0|= 14EH Aol A MEiEH 2t
2|&0 el Eet & c.

‘DES= 8Xt 7|& AHSELICH.
-3DESE 24%t 7|& At ULt
-AES-1282 12Xt 7| AFSELICH.
-AES-192= 24Kt 7|& AHSEFLICH
-AES-2562 32Xt 7| AFSELICH.

16EF 7. Key-Out(7| OFR) =0 24l o] 7|& 2247 LICt.7| Z0lE 14E Aol A MEqE
g n2[&of ek CHELICH 7| Zol= 15EHAIet S 'E* |CF.

1784, FE4E L1E& E&0H2 S50 S8S MEELICH

-MD5 — MD5(Message- Dlgest Algorithm 5)& Cl|O|E| F A& E <lel 128H|E SHA| 22 Al
SELICkMD5= SHsHX| @FX|2H SHA-1 X! SHA2-256 2 C ik & LICt.

Clole F2dE e 160HIE Al kS A

-SHA-1 — SHA-1(Secure Hash Function 1)
P =Z0| &1, SHA-12 SHA2-256 2 C} it =

2¢%tLICHSHA-12 MD5SELCH =2|X|2H 0
K@k 2ot =& 0| F&L|Ct

-SHA2-256 — 256H|E Sl{ A| 2t(SHA2-256)0| 4= Secure Hash Algorithm 2= C|O|E 24
g2 2ol 256HIE s Al ZtE AL RLICHSHA2-2562 MD5 & SHA-12CH =2|X[2F QF g
LICt.



Manual Policy Parameters

SPIl-Incoming: 0xABCD
SPI-Cutgoing: 01234

Encryption Algorithm:  AES-256

Key-In: 123456789012345678!
Key-Out: 123456789012345678!
Integrity Algorithm: SHAZ-256 -

Key-In: 12345678901234567 8!

Key-Out: 12345678901234567 8!

18EHA|. Key-In ZHE0f CIHIR2E HAo| 7|& U= LICt 7| Z0|= 17E Aol MEiEH 2t
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Auto Policy Parameters

SA-Lifetime: (EDDDD _)Secnnds (Range: 30 - 86400, Default: 23300)

Encryption Algorithm:  AES-256 «
Integrity Algorithm: SHAZ-256 -
PFS Key Group: ] Enahle

CH-Group 1(768 bit) -

Select IKE Policy: IKE1 -
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