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Initial Router Setup

System
Time
Log
Email

User Accounts

3EH7Al C8t7| oto|2 2 S =Istod AL A 2 &S FIHELICH

User Groups

(+) =

O Group Web Login/NETCONF/RESTCONF
00 Ambassador Disable

O  admin Admin

U guest Disable

AEHA|. Overview(7H2) ¥ 2| Group Name(Z& 0/8) ZE=oi 21 & 0]



User Groups

Group Name: | VPNUsers

Local User Membership List
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Create a User Account MMOj|M & F7HE = U &LICH

Local User Membership List
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O H#H User

O 1 John |~

O 2 Kevin | v
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0O 3 Teri |~
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O # Group Name

O 1 Client v
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Configuration Management \-A

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration

Destination: ~ Startup Configuration |+

1A =l HAIXIZ EAZ|H elg =g o

Information

o Running configuration saved to startup configuration

.
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System
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Log

User Groups
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Local Users

()@ 0 & L

0 Username

O John
0O  Kevin
O Ter

O cisco
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Add user account

A The current minimum requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username:; o Dave

Mew Password: 9 SORPRRRRDRROOND

Confirm Password: 9 ssssssssessenee

Password Strength meter: - -

Group: e VPNUsers  ~

@ Apply Cancel
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Configuration Management

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC

Backup Configuration: —-

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

Destination: ~ Startup Configuration |+

6EF7Al. #Ql HIAIX|7} ZAIEH &olg S=IFLICH

Information

e Running configuration saved to startup configuration
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IPSec Profiles

+ 0]

0 Name

O Default

O Amazon_Web_ Services

O  Microsoft_Azure

O VPNTest
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2t 1:Amazon_Web_Services, Default 2! Microsoft Azure= 7|
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Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2
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Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® |Auto O Manual
IKE Version: ® IKEvl Q IKEv2

B 1:0| oo M= RH&O| =Y E|RAELICH

5. IKE HHE MEfEfLICH 2 2HO|ME FHollM TheGreenBowE AHE M S UTH 0| A=Y
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Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ®|IKEvl Q IKEv2

1B A & 2B8AH 4 74

1EtA|. Phase 1 Options(1EHH| S44) Y40l DH Group(DH 2&) E&CI2 SZ 0l M 1E-H29] 7
oF 27 A8 e M8t DH(Diffie-Hellman) 1 & & M=% L|C} Diffie-Hellman2 At S& 7| &g
S WEtst7| e Aol A8 el YEs 7| nE Z2EZ QUL YnEEo 2= HER Y
ELchgMde oS &Lt

. Group2-1024H|E — o| 42 7|
. Group5-1536H|E — 0| M2 7}+%

2|H ALkstx|2F 1& 12 CF &g LICh

-
L2l 7|8 7Al&kstRIRE 7HE b gL,



Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: 3DES v
Authentication: MD5 v
SA Lifetime: 28800

2EtA|. Encryption EECI2 SE0|M 53 WS MENSH04 ESP(Encapsulating Security
Payload) 2! ISAKMP(Internet Security Association and Key Management Protocol)& & 5 3}5t11
i=gfLich SM2 ch3a Z&L ot

. AES-128 — 11Z 4353t &
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. AES-256 — 112 ¢55 EF
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Phase | Options

DH Group: Group2 - 1024 bit =
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800
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. MD5 — HIA|X| CHO|MAE 2 2|&0i 128H|E S A| ZtOl AU&LICH

. SHA-1 — B0t Al & 1 E2|&0= 160H|E S A| gLl Q&LICt.

- SHA2-256 — 256H|E S{A| Zt2 AL st Eot sHA| dn2[&.7HE oHMst o HEElE
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Phase | Options

DH Group: Group? - 1024 bit v

Encryption: AES-128 v

Authentication: SHA1 v

SA Lifetime: 28800
£ 1:MD5 X SHAE 25 & &3t Al & ULICLHOIEE 7HMQtM &5t Litro 2 RiFE
= ol 1REH 16Tl £22 CHELICE O] of 0o M= SHA10| =8 EL|CH
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Lifetime (Sec)2 O| EtH|0| A IKE SA7F & M3El AlZtE = B2 g2{ELICH7|E SATL BH=E
[ M SAE AIE £ UTE £ 2tZ ol A SA(Security Association)7F & EILICH 7|22t
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Phase | Options

DH Group: Group? - 1024 bit =
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800
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Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MDS v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group? - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 3600
Perfect Forward Secrecy: & Enable
DH Group: Group?2 - 1024 bit v
EtA|. Authentication(2/8) EELIR S50iM ESP 2 ISAKMPL| Q15 W AMst= 215 &

l. A
*% MEdEfLICH S M2 O 2 &L
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. SHA2-256 — 256H|E SHA| 242 AI&35t= 2ot

Phase Il Options

Al D E|E.

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v
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Phase || Options

Protocol Selection:
Encryption:
Authentication:
SA Lifetime:
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Perfect Forward Secrecy:

DH Group:
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Phase Il Options

Protocol Selection:
Encryption:
Authentication:

SA Lifetime:
Perfect Forward Secrecy:
DH Group:
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Configuration Management ——

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration:  2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: ~ Startup Configuration  ~

14EHA|. &2l HIA|X|7F EAIZ|H &l

Configuration Management \s
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Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

Destination Startup Configuration v
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VPN Setup Wizard
2

IPSec Profiles

3 Client-to-Site

OpenVPN

2EH7A|. 87| oto|2E FRIELICH

IPSec Profiles

B

O Name Policy IKE Version
O  Default Auto IKEv1
O  Amazon_Web_Services Auto IKEv1
O Microsoft_Azure Auto IKEv1

3CHA|. Basic Settings(7 |2 A7) B0 M Enable(B A3t) =fQlEtE MEH5t0{ VPN T2t 0| &4
st|of QU=X| & lgtLct



Add/Edit a New Tunnel

Basic Settings Advanced Settings
Enable: 4
Tunnel Mame: | x

4THA| Tunnel Name Z=0{ VPN 24Z29| 0|2 &l2dgfL|ct.

Basic Settings Advanced Settings

Enable: [

Tunnel Name: Client

IPSec Profile: Default ~  (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN >

5EHA|. IPsec EELCI2 SE0|AM A2 E IPsec ZZE/

jo

MEEFLICE

Basic Settings Advanced Settings

Enable: &

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN i

6THA. Interface(QIE{H|0|A) EECHR S F0{M Interface(RIE{H0|A)E MEHFLICE

Basic Settings Advanced Settings

Enable: ~

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is

chosen.)
Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN v
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IKE Authentication Method

®| Pre-shared Key:
Please enter a valid Preshared Key

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:
Minimurmn Preshared Key Complexity: & Enable
Default

O Certificate:

FIANM 3R 7l Hole HZ M8E = /U
O|HE 2t Ux|aHoF B LICH

g Ato|E 2 EE}
8CtA|. Pre-shared Key
IKE Authentication Method

@ Pre-shared Key
shared Eey

Show Pre O Enabls

Preshared Koy Strandgth bbet
Preshared Eey Laomplesarty ~ Fnable

Birimure
Dheawlt

E{0ll A TheGreenBow 2

CtO|MEE MdH

O Cartificate
Pre-shared Key Complexity Enable(Af

F= 5l24™ Minimum

IKE Authentication Method
® Pre-shared Key: SRR NRRRNRIINS
Show Pre-shared Key: O Enable

Preshared Key Strength Meter:
Minimum Preshared Key Complexity: |#)Enable

O Certificate: Default
FHI0| HHME 2A A SR 7| SE 0| EM35tE[o] U&LICEH
M ER 7/ gdsh

I'&h) Show Pre-shared Key Enable(Af
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IKE Authentication Method

@ Pre-shared Key: 20080080000 0000

Show Pre-shared Key: O} Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: & Enable
O Certificate: Default
2t1:0| oilof M= Show Pre-shared key(AFH 3 7| ZAN7| HIE HEHE AE 2 R K|ELICH

115+ Al. Local Identifier EECIE S 20| 2Z AYXIE MEisHL|C2Me =230 244 L Ct

- EZ4 WAN IP — 0| EM2 VPN HO|E|0]|2] WAN(Wide Area Network) 1E{H 0| A 9]
IP FZAE AFSELICH

. IP Address — O| SM2 AF25IH VPN Q1Z0f| CHEH IP TAE 2502 ¢ladgt
LICHAFO|E(AMF A)oll 4= BFRE{S] WAN IP FAIL|CEH

- FQDN — O] 2442 FQDN(Fully Qualified Domain Name)OIEh_ gfLict. o] 7Isg A
5tM QEHo| £ HFEo| ™A =HIQ! O|F2 AL E = JU&LICH.

- AHEXt FQDN — O] SME A6t QIS 9 5%" AMEXto CHaH MA| =M@l O|&E 2

AEE + A&LICH

Local Identifier: IP Address v
24.
Remote Identifier: IP Address v

3ol oo M= 1P Address(IP FA)7F MEHZ| T ALO|EOf
LIELOI oM 24 xxxE LR ELICLIHR HE E5 &

126t 213 ZAE O] AHERIE MEFLICH M2 ChSot Z &L

. IP Address — O M2 VPN ZZI0|¢1EL| WAN IP TAE AFSEILICEWAN IP A S
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Local Identifier: IP Address

24.
Remote Identifier: IP Address v
108.233.
13EHAH|. (M= ALE) Extended Authentication 2 Q1EHS MEHFI0{ 7|S 2 &S ELICH & st E|™
4 ALEAE7E VPNOI| CHEE HMA HEHE Ro{fty| Hoi Xt SHAM 7|18 U248l of 5t F7t

=&2o| 215 0| MSELICH

| Extended Authentication
O  Group Name

14CHH|(MEH AR H817] OfO|2 2 E8/5l0{ &t QIS 2 A8 O82 MEStn EEOIR2 |58
O M A KHE MENTFLICE
 Extended Authentication +
O  Group Name
O CiscoTest123
O  KevGroupTest
O | VPNUsers

2t 1:0| od|od M= VPNUsers7 MEH=]L|C}.

15EtA|. Pool Range for Client LAN(Z2}0/21E LANS| E 2{2)oll M VPN 220|HEol| e 4
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Pool Range for Client LAN:
Start IP: 10.2.1.1

End IP: 10.2.1.100
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Basic Settings [ Advanced Settings ]

17EHA|. (A4 AR H[O|X| ol2HB o 2 A3 E 5t Aggressive Mode(E{3EHQl D E)E MHEAE L
Ct.Aggressive Mode 7|52 AFE 3T IPsec(IP £9) Z|o{of CHEH RADIUS Bl 42 x|Hstn

E{' 1t o| IKE(Internet Key Exchange) =591 D= 3 &2 AZHE &= Ql&L|CH Aggressive

=2 T AAHE

Mode(H =322l 2 E)2F Main Mode(7|2 2E)0i CHEF AtMIEH LIS S Ei{H 0{7|E ZEIstA AL,

Additional Settings

Aggressive Mode
O Compress (Support IP Payload Compression Protocol (IPComp))
& :Compress = QIEHS ALt EHRE{7F Q1A S AZE [

EZ2 IPOHOIEHIRe 37|E EQL
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Apply Cancel
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https://community.cisco.com/t5/security-documents/main-mode-vs-aggressive-mode/ta-p/3123382

Configuration Management

Configuration File Name

Last Change Time

Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC

Backup Configuration: —-

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots

To retain the configuration between reboots, make sure you copy the Running Configuration file to
Source Running Configuration |~
Destination:  Startup Configuration |~

21EHA. &l HIAX|7F ZAIEH &olg S =FLICH

Information

o Running configuration saved to startup configuration
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http://www.thegreenbow.com/vpn_products.html
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3EHA|. IKE V1 IPsec E{'d A OFHAHE ME{EHL|CH

& TheGreenBow VPN Client

Configuration Tools ?

THEGREEMNBOLL

VPN Client

[Z] VPN Configuration IKEV1

- ~[f] KE v1Parameters . .
- EC tobtestPVe IKE V1 Configuration
‘0 tgbtestlPV6

-7 KEV2

| B0 Tkev2Gateway
w0 TkevZTunnel
E' SSL

[ IKE V1 IPsec tunnel creation wizard ]

€ Exportall IKE V1 tunnels

A 3:0| ool ME IKE {7 12 A6t QESLICHIKE A 28 75t SUst CHAIE M EX|
Ot IKE V2 EHE OIRA QEZ HEoZ Z2IgL|CHEESE AFO|E Q| Bl RE{0f //E IPsec T2 1}
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HE Q39| AlOIE LHT$ E =R LICH Next(CHS)E S=IELICH 0| oo M= ALOIETH
24 x x xLICHO| IERIIE H5317| SIa 0Fx|9f 37H2| 8ZI=(0] IP T4 A EE)7Hx2
HME|RSLICHAMA IP FEAE Q=dshL|C}.

VPN Configuration Wizard X

VPN tunnel parameters 2/3

Enter the following parameters for the VPN tunnel:

IP or DNS public (external) address: | 24. o
of the remote gateway
Preshared key: | eeeesoee “ 9

IP private (internal) address: 0 .2 .0 . 0 ‘l e
of the remote network

< Previous Next > 0 Cancel

5CHA|. et2 = SISt}

You may change these parameters anytime directly with the main interface.

<Previous | Finish | Cancel
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& TheGreenBow VPN Client
Configuration Teels 7

THEGREEMNBOLW

IKE V1 Parameters

IKE V1 Parameters
IKEVLF 5 Lifetime (sec.)
----- Thev ITunnel
L Lo e pubencsson ) [0 | [0 [0 | | @
Lo tobtestiPy4 Encryption (IPsec) |3sm ||1x~ ||zaanu |
Elclihnbt;tm
Lo tgbtestiPve
eV [] Dead Peer Detection (DPD)
P ssL Check interval Elsec.
Max. number of refries El
Delay between refries Em
Miscellaneous
Retransmissions ‘Zl IKE Port |:|
X-Auth timeout NAT Port |:|
[ oisable Spit Tunneling
@ VPN Chent ready

7EHA| Y EEt AHO|ES0|E E=IELICH




Configuration Tools 7

THEGRHREEMNBOLW

8CH7|. Addresses(F£) OF2H 2| Authentication(2/&) B0l 24 T4 9| EECIRE S50| EAIEL
Ch.oteiet 20| stLt EE= AnyE MEHE == & LICEH

Configuration Tools 7

[E] VPN Configuration Authentication Advanced ~Certificate
=7~ KE V1
. -[f] IKE V1Parameters Addresses
Interface | Any v)
. E- tgbtestIPVe
o tobtestPVE Remote Gateway | |
-~ KE V2

9HtAH|. Remote Gateway ZEO0i| ¢ HO|EQI0|e| FLE UZELICHIP 4 EE= DNS Ol
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Configuration Tools 7

THEGREEMNBOLW
I SS———
[E__| VPN Configuration Authentication Advanced Certificate
E|B IKE V1
- IKE V1 Parameters Addresses

L4

E|---|:l TkeviGateway
Interface | Any

. 0 TkevITunnel(1)
=0 tgbtestlPV6
“ O tgbtestIPVe

E|E1 IKE V2
10t 7|, Authentication(2/&)0M C1E RS ME{gLICH S M2 Ot Z&LCt

S

Remote Gateway [24.
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{0 tgbtestlPVe Remote Gateway | 24. ‘
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Encryption | AES128 W

Authentication |SHA-1 v

Key Group |{DH2 (1024) v,

jo
mju
Ju
o
r
ful

12CHA| o5 =



Authentication | Advanced | Certificate

13EH7A|. Advanced features(ZL2 715)0 A Mode Config(2 & ZHI|184|0|4) & Aggressive Mode(
M3 HQl BE) &QIEtE MEfEFLICE O] oA 2| Client-to-Site Z 20X RV1600{ M Aggressive
Mode7t MEHE|RELICHNAT-T MHEE Automatic(AtS)2 2 | X[ LICEH

VPN Client

Authentication Advanced  Certificate

Advanced features

Redundant
Aode Config Gateway
\ggressive Mode MAT-T |Automatic W

&LCh.

14EHH|(MEY AFEH X-Auth(X-Auth)0ll A ©473 A|F Al 2201 22 RS0 2 T74ut7| 2|5 X-Auth
Popup(X-Auth Popup) 2 QIEtS MEE 4= QI&LICLZ20 HolME AI8XI7| E{dE 22d £
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VPN Client

00—
| E] vPN Configuration Authentication  Advanced  Certificate
[ B KEVL

P IKE V1 Parameters Advanced features

{3 IkeviGateway

: Redundant
[ i Tkev 1Tunnel []Made Config Gateway

== KEv2

{3 kev2Gateway [+] Agaressive Mode NAT-T | Automatic w
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X-Auth

f
I {-Auth Popup Login
|
| n Hybrid Mode Password

15EHA|. (MEH AFE) X-Auth Popup =2 MEHSIR| oF 9™ Login ZE0| ALKl OIS 2/28FLICE A
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X-Auth

[ ]x-Auth Popup Login | Teri

n Hybrid Mode Password | essssssssssssse

16t 7|. Local and Remote ID(2Z &/ #/Z7 ID)0I M Local ID(2Z ID) 2! Remote IDE VPN H[0|E
lojel MM XSt S MHEELICE

Local and Remote ID
Type of ID: Value for the ID:

Local ID | IP Address

Remote ID | IP Address

2t 171:0] 0J 0l ME RV160 EE= RV260 VPN HO|EQo|o] AMXdnt Ux|5tEE 2 ID 174 IDE
BEIPFAEZ MHAsHL|CE.

178 A|. IDS] Zto|MH 2t ZEof 2Z ID2 &2 IDE ¢2istL|Ct.2Z IDE Z2I0|¢1E S| WAN IP
= x|

FAYLICHY HME S35 "What's my IP"E &S £ U&LICHEZH IDE AMOIE UE 2HRE 2
WAN [P FAQlL|Ct.

Local and Remote ID

Type of ID: Value for the ID:
Local ID | IP Address v | 108.233.
Remote ID | IP Address v | 24,

18E+7|. Configuration(ZAZ| 12i|0|M) 2 2|5t Save(M%)E MEYEILICE.

&# ThelGreanBow VPN Chent — O *
ll:unrrgumtiun Tocls ?
Save Cirl+5
Import ﬂ Ii“ﬂ
Export
Move to USE Drive -
i Advanced Automation Remote Sharing IPYE
Wizard...
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Chuit
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Encryplion |AES128 b
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& TheGreenBow VPN Client

Configuration Tools 7
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Open tunnel Ctrl+0O

Export

Copy Ctrl+C

Rename F2

2CHA. (A

Z 0| M TheGreenBow






L
IkeviGateway(2...

Ikev2Gateway-..

IkeviGateway(1...
\

Connection_to_... []

E'd
o

Ol HZEIH Bl Foil =4 20| LEbetLICH = 2 E 7} EAIEIH 08 225t

jom



S5EFA| (ME AY) 2A|o] U=K] FH RIS

LICE.




= |__"'| @ Filtars

Best match

n Command Prampt
Desktop app

Learch sugoestions

2 cmd - See web results >

(o))
rm
!

i

—~
rz
|m
:I:
>..
=
oI

pingS Y= LIS ALO|E0f RlE BHRE{Q| ™ME LAN IP FAE UM LICH 2|

Open tunnel Ctrl+ 0O
Export

Copy Ctrl+C
Rename F2

Delete Del
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Getting Started

System Summary
TCP/IP Services

Port Traffic

WAN QoS Statistics
Switch QoS Statistics

Connected Devices

Routing Table

DHCP Bindings

Mobile Network

3EtA|. Client-to-Site Tunnel Status(Z2f0/21E-AFO|E E{'d & EH)0| M Connection Table(27Z &
0/8)2| Connections(21Z) Y& AEYEILICIVPN 24Z20| &QIE A2 S & QlsloF &rLCt.

Client to Site VPN Status

Connection Table

+
O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action
O Client 1 aes128-shal- 0.0.0.0/0 @

modp1024
4EtH. £ otol2 2 235tod xhAIEH LIS S HolsfLict

Client to Site VPN Status

Connection Table

+
O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action

O Client 1 aes128-shal- 0.0.0.0/0

modp1024
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Client IP Client IP X RX ™ RX Connect
(Actual) (VPN) Bytes Bytes Packets Packets Time Action
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