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Cisco Business Dashboard

User Name* o

This field is required

Password* e

o I

2BHA|
Network Configuration(H|E2|3 7411|121 0|M) > Authentication(2!&)2 2 O|S & LIC.
Cisco Business Dashboard

Network Configuration

;:EE:- Network

Wizard

= Inventory
Time Management

[_] Port Management
- DNS Resolvers

Network Configuration
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= Cisco Business Dashboard

Authentication

+[Ele ¢

o = Profile Name

> Default

1 10 = | Per Page
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= Cisco Business Dashboard

Authentication->Update Default

Device Group Selection

Profila Name Default
Organization Default -
Device Groups Awailable Groups Selectad Groups
Branch 1 > Default
==
<=

Authentication
Local User Authentication
o Existing local users on devices will be replaced by the users balow if there is at least one user specific
+ Add local user
Authentication Servers
o Existing authentications sarvers on devices will be replaced by the list balow

9& Cisco Business Dashboard Authentication Sarvice

Pleasa ensure that the Systam > Platform Settings > System Variables contain the cormact settings to allow the dashboard to be reachad by the natwork devices.

+ Add custom authentication server 9

cancel

System(A|A &) > Platform Settings(Z 2 & &%) > System Variables(A|2 & #)0f HE

—
/3 C|HtO|A0|M CHAIE =0 A8 = Qe SHIE HHo| UEX| FHUstMA 2.

5EA|
H| 0l M System > Platform SettingsZ 0| & L|Ct.

Cisco Business Dashboard

[m] Dashboard
o Network
Inventory

Port Management

Network Configuration

Network Plug and Play

Event Log

Reports

Administration
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Platform Settings

Network Settings  Web Server [ System Variables
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Platform Settings

MNetwork Settings  Web Server  System Variables

External System Settings

External Dashboard Hostname & cbd2.sbeenter.net

External Dashboard IP Address @ 3. 254 o
External Dashboard IPv6 Address @ fe80::854:18ff.fe36:9c00

External Dashboard HTTP Port @ 80

External Dashboard HTTPS Port @ 443

External Authentication Server Port @ 1812 9
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3 IP Fa0l1
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Cisco Business Dashboard

Dashboard
Network
Inventory

Port Management

8\ Administration

Network Configuration
Network Plug and Play
D Event Log

Reports
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= Cisco Business Dashboard

Users  User Settings

)

% User Name

10EHA|

ME3f olE
EAlOIF
. Email

- Dashboard Access(CHA|Z = AAA) -

“ Display Name

2{grct.

CEO2 0

Access(M|A HEE QIF) 7 MHEHELICE.
. M HIZEHS

- M 23 CHA] 2

o=
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ct
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Users > Add User

User Name
Display Name
Email

Dashboard Access

Network Access

New Password

Retype New Password

Password Strength

Address

City
Country/region
ZIP or Postal Code

Phone

112HA|
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Normal

== United States ~
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= Cisco Business Dashboard

Users > user1
User Name user1

Reset password
Display Name User 1
Email user1@shcenter.net
Dashboard Access No Access ~
Network Access &
User Type Local

Show account settings

Create Time Jul 5 2022 09:31
Last Password Changed Time Jul 5 2022 09:31
Last Login Never

Save Cancel

Access Key
12EHA|
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Network Configuration(H|E3 ZI|2840|4M) > Wireless LANs(F41 LAN) M|+ Z 0|
SELcH

Network Configuration
Cisco Business Dashboard

Wizard

Dashboard
Time Management

.?"" o Network ~
DNS Resolvers

= Inventory . .
? Authentication

Part Management Virtual LANs
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Wireless LANs

Wireless LANs

o

~ Profile Name

3EHAH|
zzutel
M2 X8

Wireless LANs->Add WLAN

Device Group Selection

Profile Name

Organization

Device Groups

47|

SSIDE &

Wireless LANs

SSID Name

5EHA|
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EfgfLICt Of ol of A= WPA2-Enterprise &
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O

/129

]
[0
0
m

I
d
o

]L

C/HLOIA 2 &

l AAAAUth

@

[ Default
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Available Groups
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Add Wireless LANs

Enable

SSID Name

VLAN 1D

Security

W Advanced Settings

Broadcast

Application Visibility

Local Profiling

Radio

5 MEH7H T E(of UX| &

ALSELCH

6|

Save(M¥)E CtA| 228tod FH HERT L Radius €S ZE Z2t0|
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Wireless LANs->Add WLAN

Device Group Selection

Profile Name

Organization

Device Groups

Wireless LANs
+
SS5ID Name

> AAATest
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Mxd0| X
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= o

18|
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[ v @)

[ AAATest v ]o
K - @
WPAZ-Enterprise - e

An authentication server is required for

enterprise authentication to wark.
Authentication servers may be set in
MNetwark Configuration > Authentication . If
you do not configure an authentication
server, the Dashboard authentication
service will be used.

LE

BOTH h

Available Groups Selected Groups

Branch 1 > Default

s

VLAN ID Enable Security Action

1 Yes WPAZ-Enterprise @

Save Cancel
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Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

2BHA|

Wireless Settings(F41 44%d) > WLANsZ O|SEfLICtH

@ Monitoring

£ Wireless Settings
N

A

et SSID7H LIFELICH O] ofof A= AATestLICE.

WLANs

Add new WLAN/RLAN

Type Name SsID Security Policy Radio Policy

WLANSs
2
Add new WLANRLAN
Action Actlive Type Hame
[ x le § BWWirele
x nabled WLAN AhATest
5EH7A

WLAN Security(WLAN E9oH) B{o = o|S&FL|Ct.



Edit WLAN

General WLAN Security VLAM & Firewall Traffic Shaping Scheduling

Hot QEO| WPA2 Enterprise2 LIEQE|T 215 M7t 2|2 RadiusE EAIELICE A
IP F4= O|Fof #d8t 47+ ELCH

Edit WLAN
G Scheduling

nera WLAN Security LAM & Firewall  Traffic Shaping

Guest Network

Captive Network Assistant

MAC Filtering (2]
Security Type WPAZ Enterprise -
Authentication Server | Extsrnal Radius Lol 7]

Mo Radius Server is configured for Accounting. Radius Server can be configured from "Admin Accounts > RADIUS'(Expert view)
Radius Profiling (7]

BYOD

RADIUS Server

Authentication Caching

Add RADIUS Authentication Sener

State Server IP Address Port

x

6THA

AEXt CIE{H 0| A MEHO| ubEr SIA T E 221504 Expert 27|22 ™EHELICEH
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Management > Admin Accounts2 O[S & LIC}.

l‘l- Management 1
@ Access
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RADIUS B4 2| &L|Ct.

Admin Accounts

A ueors B
Management User Priority Order Local Admin Accounts TACACS+ RADIUS Auth Cached Users
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Add RADIUS Authentication Server

Action Server Index Network User Management State Sarver IP Address Shared Key Port

1EHA|
Advanced(11&) > Primary AP Tools(7|& AP )2 0|S &Lt

-"-'- Advanced 1
¥ SNMP

8 Logging

«ll RF Optimization
«ill RF Profiles

f

£ Secu rity Settings

& CBD Settings

28|

Troubleshooting Tools Bi& £ &2|gL|C}.

Primary AP Tools

Restart Primary AP Configuration Management Troubleshooting Files I Troubleshooting Tools I Upload File
3EA
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Radius Response(RADIUS SEH MMM AHEX O|F 2 HIEHS
20|

]
Start(A|%f)& 2 =!5104 Radius A-IEHOH CHal Q1S == x| &l gL,
Radius Response @

WLAN Profile | AAATest vi @

o Username user1
9 Password sessnsse

] Show Passphrase
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Radius Response @

WLAN Profile | AAATest v @

Username usert

Password seesssse Authentication success (3.1 254)

[ Show Passphrase
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