Cisco Business Dashboard2 215 A &5 8} A
L=

o

o F:1

Ol EMAME Let's Encrypt 215 ME 7HX{2}t M Cisco Business Dashboard0il A %[5t
CLI(Command Line Interface)& At&3t0{ At AAlE D st= ol CHa dBELICH Q1B A
ZElof CHet YukxQl ME E & 215248 Cisco Business Dashboard(Cisco HIZ LA CHAIE E)0]
M Manage Certificates(olxkl ) E FESHMAIL.

o| Ao *E'“:c'i'E._' I Z M|[AE= Cisco Business Dashboard B7 2.2.2 O|& 0| M Xt S5 E|&LICH
KEAMIEE LI Admlnlstratlon Guide 2| System > Managing Certificates AlME XS AA|2.
24

Let's Encrypt= AtS3HEl Z2MAE A& 304 DV(Domain Validation) SSL(Secure Sockets
Layer) 215 ME it AL Xtof|H &S5t 215 7|J—*°'LIEP Let's Encrypte ¥ MHE HHEE 2!

SME 7| /8t "'71| OHHIA%* e — IHI7-| LIE2 XM335t0d |5 AFS XL SHP% MH[A 0] o4
MAE = Cl= & Al ELICHALME LIS Let's Encrypt 2] AlO|EE 2T AAIL.

Cisco Business Dashboard Z /&AM & E3E AEdt= A2 45| ZHEFRLICH. Cisco Business
Dashboard& °._|§A-|E 2 ME{ ol A AP &+ UH St A olado| QB Mx|of CHEt H 7tX| &
HEt Q7 AE S 7HR[ D UKo MBS E BHE T7E A830{ QB Ao wZ A MX|E AHS3t
st A2 047‘*o| 7F—°*L—IEF.OI =M LIHX| RE20MHE QB ME 2ot IS dAlS XS

SFﬁPE J—P‘*" EHAEE QFLHEFLICH

Ol EMoIM= HTTP M E AFE3H0d THIQI AR THE Z %E. IEF O|ZAH dle{H E&E ZE
TCP/80 & TCP/4432| QIE{HIO|M CHAIEE 3 Mol 4dE '0‘|0|= LicH QUESo M & M
Hoj| @1Z2e == Qi A< L4 DNS EXME AIE BF*'MO IHHI"’F LH £ Cisco Business
Dashboard with DNSE AF& 35109 Let's Encrypt for Cisco Business DashboardE HESHAAIL.

18|

el Bl = ACME Z2EZ QIS ME A5}
certbot 2CIO|HEE AESHX|R ALE 7F58H C}

42 E9J0{8 7hx{ Q= ULt 0 oflof A
SMol B

2BHA|

QIZEM Z Al KIS 5t5t24T Dashboard(CHAIE £)0] certbot 22+0|QIEE A x|8H0F B LICHLHA]
HE X0 certbot 2EI0|UEE MR|sted™ CHS BHE ASELICH

Of & A0d| A 2 CLIo| ZEZ EQ E3LCt. of B 0| LtFE Lt
. , pnpserver L E HIRE sMo| HY
2 g+ go] &k DNS O|§ 2 2 1 A|5HoF & LCt.

:~$sudo apt chd: ~$sudo apt install software-properties-comon :~$sudo add-apt-repository

ppa: certbot/certbot : ~$sudo apt :~$sudo apt install certbot
3EtH
C2oR, 3AE 0|80 2R S Holste o Lot MEIX| IYUS SALGIEE CfAlZE &


/content/en/us/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2232-manage-certificates-cbd.html
/content/en/us/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2232-manage-certificates-cbd.html
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/cisco-business-dashboard/admin-guide/b_Cisco_Business_Dashboard_Admin_2_2/b_CBD_chapter_01100.html#id_53137
https://letsencrypt.org/
https://www.cisco.com/c/ko_kr/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2312-Lets-Encrypt-Certificates-CBD-DNS-Validation.html
https://www.cisco.com/c/ko_kr/support/docs/smb/cloud-and-systems-management/Cisco-Business-Dashboard/kmgmt-2312-Lets-Encrypt-Certificates-CBD-DNS-Validation.html
https://tools.ietf.org/html/draft-ietf-acme-acme-16
https://certbot.eff.org/

:~$sudo nkdir /usr/lib/ciscobusiness/dashboard/ www | et encrypt cbd: ~$sudo chnod 755
/usr/1ibl/ciscobusiness/dashboard/ ww/ | etterencrypt : ~$sudo bash -c¢ 'cat >

/var/1ib/ciscobusi ness/dashboar d/ ngi nx/ ngi nx-1oc-1etsencrypt.conf' << EOF

# certbot location /.well-known/acne-chall enge {
/usr/1ibl/ciscobusiness/dashboard/ ww | et sencrypt

}

ECF

:~$ : ~$sudo chow chd: cbd /var/li b/ ci scobusi ness/ dashboar d/ ngi nx/ ngi nx-1 oc-1| et sencrypt. conf :~$
sudo chnod 640 /var/lib/ciscobusi ness/ dashboar d/ ngi nx/ ngi nx-1 oc-1etsencrypt.conf cbd: ~$ci sco-

busi ness- dashboard stop cbd: ~$ci sco- busi ness-dashboard start

48 H
CHS BYE A&Est0d QIS ME &L

CBD: ~$sudo certbot certonly —webroot -w /usr/lib/ciscobusiness/dashboard/ ww/ | etecrypt/ -d

-d pnpserver —depl oy-hook "cat /etc/letsencrypt/live/
[ usr/ bin/cisco-
busi ness- dashboard i nportcert -t pem-k /etc/letencrypt/livel /privkey. pem
-c /tnp/ cbdchai n. pem
o BH2 Let’sEncryptkII:lI*Oﬂ Zt 0|20 SAEIE 2 MH|A0 ¢125104 NIZE SAE 0|29

Aais B S NS, (A 2 Al Aol OIEIH0IAl ANAE & siolor 510
£ 80 2 44301 A & AEIx|o{of SLIC} CHAIE = #E| UIALB R} RIET[O]2)0 AlAE > E3

& M- > ’.‘i! Mt 0| x[0od| M °”A1|* HNo{ MEE AH85t0{ HAIEE 8& Z 21 340]| CHEt A °” |A
£ ANgte 4= &LICt RFM|ISH LI 2 Cisco Business Dashboard Administration GuideZ & =35t
AAI2.
Ct=21t &2 o|RZE BP0 CHEr oi7fHs7F e FhLlch
RIZME 2Fstn WS CIR2RECLCH HXIE AlZ35HK| Of
ol= i xg M A|2.Cisco Business Dashboard2| Z2 QIZ M= 8 Ab{#
—erntEe OfL[2} PnP MH|A 2 7|E} 7|SOHIME AMS ElLICH I 2FA
certbot ZEI0|HE = QB ME XIS E AX|E + igLC.
CHA2E 2 A‘IH-IE oOH °”A1|/\°* = UL oM HM8E O
P %A‘IOH # 0H0|= OP_ FQDN.°=!|—|EP.LP°"5| O|F2 B M2
q Common Name(3& 0|§) Z=o Z&E|H 2 £ 0|§0|
i Subject-Alt-Name(F#l- I:Hx{l O|§) E=of L} EELICE
fi:shboard.example.com pnpserver <domain> O|§2 DNS AMZ sde I HESIZ

pnpserver.example.com E-I:L 2 &0 7|°0“k| AFESHE S OIS &LICr.ALME
' ) LH& 2 Cisco Business Dashboard Admlnlstratlon GuideE #

Ef.of{gak|53.
cisco-business- dashboard HHE FEEEIE AHE5H0q Let's
Encrypt AMH|AOIM =418 7HR! 7| & QI M M QIE CHAIEE
MEXt QIE{H O|AUNE Sall TtYo| YEEE Hut S &

—HjZ Zz3 " " Alo 2 CHAIEE OEC2|FH 0|Mo| EESHAIAIL.

RIEM AMelg nHste FE QB M= 07|06 1B M T

ol = F7HELICL O|= Network Plug and PlayE AIE&35t0{ 15

ol EXM ZEiEo| Zestuct.



5EHA|
certbot 2CIO|HE Of| A M AIst X|&lof et QB MM 22 MASE FIgshL|Ct

CBD: ~$sudo certbot certonly —webroot -w /usr/lib/ciscobusiness/dashboard/ ww/ | etecrypt/ -d

-d pnpserver —depl oy-hook "cat /etc/letsencrypt/livel
/usr/bin/cisco-
busi ness-dashboard inportcert -t pem-k /etc/letencrypt/live/ 1privkey. pem -

¢ /tnp/ cbdchai n. pent
/var/log/letsencrypt/|etsencrypt.|og
webr oot ,

6|

OlHIY F4 E= CE =stod FAFLICH

( )¢ e
) : user @xanpl e. com
7EHA|

https://1etsencrypt. org/ docunents/LE- SA-v1. 2- Novenber - 15- 2017. pdf
ACMVE
https://acne-v02. api .| etsencrypt.org/directory

(A)/(0O):A
8EHA|

oflof Y& =35t ofL|20 NS == LICH

El ectronic Frontier ?
Foundation, Let's Encrypt
Certbot Cisco

(Y)es/(No:Y

oA

RIZEM7I U ZEIRASH Tk A|AE 9| /etc/letsencrypt/live 5t CIFEE|0MH &S £ Ql&LICEH

dashboar d. exanpl e. com http-01
pnpserver. exanpl e.com http-01
webroot /usr/lib/ciscobusiness/dashboard/ ww/ | et sencrypt



depl oy- hook .cat /etc/letsencrypt/live/ dashboard. exanpl e. coni ful |l chai n. pem
/etc/ssl/certs/DST_Root CA X3.pem > /tnp/cbdchai n. penf usr/ bi n/ ci sco- busi ness-dashboard
importcert -t pem-k /etc/letsencrypt/live/dashboard. exanpl e.com privkey. pem -c

/ t mp/ cbdchai n. pem

/etc/letsencrypt/livel/dashboard. exanpl e. com ful | chai n. pem

/etc/letsencrypt/livel/dashboard. exanpl e. com pri vkey. pem
2020-10- 29 .
certbot
*al | *
"certbot renew
- Cert bot
/etc/letencrypt

- Certbot Cisco
ISRG /:https://|etsencrypt.org/donate
EFF :https://eff.org/donate-le

:~$ sudo I's /etc/leteencrypt/livel
/ cert.pem chai n. pem ful | chai n. pem pri vkey. pem READVE
~$

M ﬂlHI
1>
30
o>
r
o

=
privkey.pem Tt U2 §3| 2lZer ot Uo|H of mtdo Cier HMA = SIE HYAZEF HMEHE| 0
of gt

BMZ AYET Qlofo} BLICHFEA EAIFO| ABME o
S2 olzistod B B Aol M CHAIZE UM SAF QlEIH04)E ¥ Ze, 8 &
OHFIErE LbetLHo BrLIt

Let's Encryptofl M 228t QIS M= =0 H| ™ B ond T4 90 & LICtUbuntu Linux& certbot
7|K|l= QLEML 28 otF o F |/ 2lstn B2 A|7|7| CH7tE B B ME dAlstE
g FdElo] o2z QIBEME 2|4 HEIE RX[6H7] I5H o =X ERSHK| A&LICHET|H
1 HA7L SHIE2H ™| =X| #Ql5iedH QB ME M et £ 2|4 12412 S¢ 7|CHEl Ot
2 certbot 21 T M Ct2 3t AL HIAIX|S &QIBILICE : ~$ sudo tail
/var/log/letsencrypt/|etsencrypt.|og
2020-07-31 16:50: 52, 783: DEBUG. cert bot. mai n: certbot :0.31.0
2020- 07-31 16:50: 52, 784: DEBUG. certbot. main::['-q']
2020-07-31 16:50: 52, 785: DEBUG: cer t bot . mai n:
(Pl ugi nEnt r yPoi nt #,
Pl ugi nEnt ryPoi nt #nul | , Pl ugi nEnt r yPoi nt #st andal one, Pl ugi nEnt r yPoi nt #webr oot )
2020- 07-31 16:50: 52, 793: DEBUG: cert bot. | og: 30
2020- 07-31 16:50: 52, 793: 1 NFO certbot. | og:
/var/log/letsencrypt/|etsencrypt.|og
2020- 07-31 16:50: 52, 802: DEBUG: cert bot . pl ugi ns. sel ecti on:

<certbot.cli.



0x7f 1152969240> <certbot.cli (_D)
(0x7f 1152969240) (_D)
2020-07-31 16:50:52,811: | NFO certbot. renewal :
2020- 07- 31 16:50: 52, 812: DEBUG: cert bot . pl ugi ns. sel ecti on:
webroot installer
2020-07-31 16:50:52,812: DEBUG cert bot.renewal :

I5M Btz Im7 30 O|LHR! o] S8 AlZFo| X[LHH certbot 2E2I0|UEE QUBME ddlstn
UH0|EE QB ME CHA|E = of Z (70| Mol RS2 = MEFLICH

certbot 22I0|AE AL 0] CHEF REAIEH LER 2 certbot AP A H|O|X|E & T35}

>
>
to



https://certbot.eff.org/docs/using.html
https://certbot.eff.org/docs/using.html
https://certbot.eff.org/docs/using.html

	Cisco Business Dashboard로 인증서 암호화 사용
	목표
	소개
	1단계
	2단계
	3단계
	4단계
	5단계
	6단계
	7단계
	8단계
	9단계
	10단계




