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WEBRS Score: -1.4

Category: IW_Comp -> Computer and Internet
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1. Cisco WSA(Web Security Appliance) GUI -> Reporting -> Web Tracking .
2.
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Printable Download
Generated: 15 Jul 2019 22:46 [(GMT +04:00)

Displaying 1 - 1 of 1 items.

Tirme (GMT +04:00) Website w(count) Hide All Details... Disposition Bandwidth User / Oient IP
15 Jul 2019 22:28:31 hittp:/f detectportal. firefox. com,/ suctess, txt Allow 7558 10.152.21.199
Lextfpladn
I Infrastruchure and Contant Delivery Ne'l.wdrks-l

95.101.0.43 »
Agoess Policy: 'Dclaulzﬁroun'.EERS 1 SI AMP File
Verdict: . J

Displaying 1 - 1 of 1 items.

Columns..

URL Category: Infrastructure and Content Delivery Networks

WBRS Score: 1.5
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WSA.local (SERVICE)> tail

Currently configured logs:

1. "xx.xx.xx.xx" Type: "Configuration Logs" Retrieval: FTP Push - Host

XX . XX .XX.XX

2. "Splunk" Type: "Access Logs" Retrieval: FTP Poll

3. "accesslogs" Type: "Access Logs" Retrieval: FTP Push - Host xX.XX.XX.XX
4. "amp logs" Type: "AMP Engine Logs" Retrieval: FTP Poll

5. "archiveinspect logs" Type: "ArchiveInspect Logs" Retrieval: FTP Poll

43. "uds logs" Type: "UDS Logs" Retrieval: FTP Poll

44. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

45. "upgrade logs" Type: "Upgrade Logs" Retrieval: FTP Poll

46. "wbnp logs" Type: "WBNP Logs" Retrieval: FTP Poll

47. "webcat logs" Type: "Web Categorization Logs" Retrieval: FTP Poll
48. "webrootlogs" Type: "Webroot Logs" Retrieval: FTP Poll

49. "webtapd logs" Type: "Webtapd Logs" Retrieval: FTP Poll

50. "welcomeack logs" Type: "Welcome Page Acknowledgement Logs" Retrieval: FTP
Poll

Enter the number of the log you wish to tail.

[1> 44

Press Ctrl-C to stop scrolling, then g~ to quit.
Mon Jul 15 19:24:04 2019 Info: mcafee updating the client manifest



Mon Jul 15 19:24:04 2019 Info:
Mon Jul 15 19:24:04 2019 Info:
Mon Jul 15 19:36:43 2019 Info:
Mon Jul 15 19:36:43 2019 Info:
Mon Jul 15 19:36:43 2019 Info:
Mon Jul 15 19:36:58 2019 Info:
Mon Jul 15 19:36:58 2019 Info:
Mon Jul 15 19:36:59 2019 Info:
Mon Jul 15 19:37:14 2019 Info:
Mon Jul 15 19:37:15 2019 Info:
Mon Jul 15 19:37:30 2019 Info:
Mon Jul 15 19:37:31 2019 Info:
Mon Jul 15 19:37:46 2019 Info:
Mon Jul 15 19:37:47 2019 Info:
Mon Jul 15 19:38:02 2019 Info:
Mon Jul 15 19:38:02 2019 Info:
Mon Jul 15 19:38:03 2019 Info:
Mon Jul 15 20:30:23 2019 Info:
Mon Jul 15 20:30:24 2019 Info:

23:30:24 2019

Mon Jul 15 23:30:24 2019 Info:
Mon Jul 15 23:30:25 2019 Info:

02:30:25 2019

mcafee update completed

mcafee waiting for new updates

wbrs preserving wbrs for upgrades

wbrs done with wbrs update

wbrs verifying applied files

wbrs Starting heath monitoring

wbrs Initiating health check

wbrs Healthy

wbrs Initiating health check

wbrs Healthy

wbrs Initiating health check

wbrs Healthy

wbrs Initiating health check

wbrs Healthy

wbrs updating the client manifest

wbrs update completed

wbrs waiting for new updates

Starting scheduled release notification fetch
Scheduled next release notification fetch to occur at Mon Jul 15

Starting scheduled release notification fetch
Scheduled next release notification fetch to occur at Tue Jul 16

Hd ci4 E 7[gh BE &H(WBRS) YHC|0|E AH

Cisco WSA(Web Security Appliance)|A A Q4C|0|E
TCP(Transmission Control Protocol) ZE 80 ! 44301|A‘| Cisco

EHolstAA2.

wsa.local
Trying XX.XX.XX.XX...

Connected to updates.ironport.com.
Escape character is '""]'.
wsa.calo
Trying xXX.XX.XX.XX...

Connected to upgrades.ironport.com.

Escape character is '""]'.
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(SERVICE) > telnet updates.ironport.com 80

(SERVICE) > telnet upgrades.ironport.com 80
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https://talosintelligence.com/reputation_center/support

Reputation Center &

~ Chose Web related Dispute
bmit a Reputation

Use this section to fill the problematic website.
Once you enter the Website name, you can hit
- the lookup button, if the reputation does not
match What you think it should be, then put the
reputation manually (see next screanshot)

Please add the comments why you think this
reputation should be changed.

“ Examples. Malware Activity, scan results,
business impact.

SUBMIT

of Ticke

only Reputation Tickets

(®) Web - Websites, URIs, or web IP addresses to be investigated

DISPUTE REPUTATION

cisco.com

LOOKUP

If the reputations do not populate as you enter them, click the 'Lookup’ button.
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BlackList URL)E & QIE &= U&LICT.
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Reputation Center Support

Use this section to fill the problematic website.

- . Once you enter the Website name, you can hit

1 support licket - the lookup button, if the category does not match
What you think it should be, then put the category
manually (see next screenshot).

WEB CATEGORY
Please add the comments why you think this
- category should be changed.
Examples. Type of content being delivered.
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https://talosintelligence.com/reputation_center/support#categorization

Reputation Center Support

Web Categorization Support Ticket

URL/IPs/Domains to Dispute
You can inspect up to 50 entries for reputation disputes at one time.

To submit this ticket you must either add to or replace the existing category for each disputed url.

DISPUTE WEB CATEGORY
cisco.com COMPUTERS AND INTERMNET
|
Unknown
Mot Actionable
Adult

Lm Advertisements

Alcohol

If the categories do not populate as you enter them, click t i

Astrology
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wsa.local (SERVICE)> telnet updates.ironport.com 80

Trying XX.XX.XX.XX...

Connected to updates.ironport.com.

Escape character is '""]'.

wsa.calo (SERVICE)> telnet upgrades.ironport.com 80

Trying XX.XX.XX.XX...

Connected to upgrades.ironport.com.

Escape character is '""]'.
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o 0| E 3t 7L} GUI->Security services(E.2F AH|4) -> Malware protection -> updatenow| A |
O|EgfL]Ct.

P

HL

Y 7|CHEILICH el 2 Sotx| o™ Ohs BHHE FHelst AL,

i
ok

4. 0|t updater_logsE = I3l oF & L|Ct Q7| E{O|'d:CLI->tail-> (updater_logs 21 It =& M
EHStL|CH) 22T AI0|E 220 Af 2HRIEH EAIEILICE.

271 22l "Received remote command to signal a manual update(=& C|0[Eo| AE&E LY
7| Siah 27 B )2 AZsor BLIC

Mon Jul 15 19:14:12 2019 Info: Received remote command to signal a manual
update

Mon Jul 15 19:14:12 2019 Info: Starting manual update

Mon Jul 15 19:14:12 2019 Info: Acquired server manifest, starting update 342
Mon Jul 15 19:14:12 2019 Info: wbrs beginning download of remote file
"http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc"

Mon Jul 15 19:14:12 2019 Info: wbrs released download lock

Mon Jul 15 19:14:13 2019 Info: wbrs successfully downloaded file
"wbrs/3.0.0/ip/default/1563201291.inc"

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs started applying files

Mon Jul 15 19:14:13 2019 Info: wbrs applying component updates

Mon Jul 15 19:14:13 2019 Info: Server manifest specified an update for mcafee
Mon Jul 15 19:14:13 2019 Info: mcafee was signalled to start a new update

Mon Jul 15 19:14:13 2019 Info: mcafee processing files from the server manifest
Mon Jul 15 19:14:13 2019 Info: mcafee started downloading files

Mon Jul 15 19:14:13 2019 Info: mcafee waiting on download lock

5. "Critical/Waming" HIA|X|E & Ql6t1, UO0|E 27| AR O] 12 += /Y= U 27 0|H, A
7t A= RIXIE FLHELICE.
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http://updates.ironport.com/wbrs/3.0.0/ip/default/1563201291.inc
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Cisco Cl|O|E| 2 oF Z&Y:
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F=IX| 82 URL2 Cisco Cl|O|E{H| 0| 201 oS HF& & Qlst= o R HE7 SEstK| &
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BRI X| &t URLE o€ A RHEHEFLI7F?
1. H5teE M A HHo 2 0|S & LICH Web Security Manager -> A& &3,

Access Policies

Add Policy... |

Pratocals and

Qrder  Group User Ageris URL Filtering | Applcations  Objects Anti-Malvware and Reputation Delete
Web Reputation: Enabled
fm?ﬂm“h a1 No Blocked items  Monitor: B6 Haondtor: 356 Mo blocked items | Advanosd Mabsare Protection: Enabled
Ll - Anti-Malware Scanning: Enabled

S

Click on the URL Filtering section in the required Policy

Uncategertzod URLS: [ Mositer [

Dot Action for Update Cotegaries: (1 Losnt Restnctive [E]

CLIOIM Ctg HEE ALE3sto] YO|0|E &l BIZ & AUO|0|EE &~ U&LICHYEI0|E 74



(SERVICE) > updateconfig

WSA.local
Update URL:

Service (images)

Webroot Cisco Servers
Web Reputation Filters Cisco Servers

L4 Traffic Monitor Cisco Servers
Cisco Web Usage Controls Cisco Servers

McAfee Cisco Servers
Sophos Anti-Virus definitions Cisco Servers
Timezone rules Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list):

Webroot Cisco Servers
Web Reputation Filters Cisco Servers

L4 Traffic Monitor Cisco Servers
Cisco Web Usage Controls Cisco Servers

McAfee Cisco Servers
Sophos Anti-Virus definitions Cisco Servers
Timezone rules Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Update interval for Web Reputation and Categorization
i : 12h

Update interval for all other services

Proxy server: not enabled
not enabled
Management

HTTPS Proxy server

Routing table for updates

The following services will use this routing table
- Webroot

Web Reputation Filters

L4 Traffic Monitor
Cisco Web Usage Controls

McAfee

Sophos Anti-Virus definitions
Timezone rules

HTTPS Proxy Certificate Lists
Cisco AsyncOS upgrades
enabled

Upgrade notification
Choose the operation you want to perform

Clo|EE datLt AtF
2IR|ASIER

12h

- SETUP - Edit update configuration

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
04ELICHUHI0|EE SIHEX| AR

=t
=

Update URL:
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Upgrade and Update Settings

Automatic Updstes: Update Interval for Web Reputation and Cabeperizstion: 1h
Updabe Interval for All Difer services (Mol Incheding Async0S): 13h

Upgrade Motification: | Enabled
Renting Table: | Management
Updabe Server (lst): | Dymamac [Oscs Usdste Server)
Updiaste Server [images): Dynamic (Caco Update Server)

Preay Serves:  Not Enabled . .
— Edit Update Settings
to change the value

Edit Update Settings

Atmaial Ligdates Upsiwte Broervad Tor Wb Repatotion 808 120
Categeripation;

Updste Ieterval fod AN CRbes Sivviies | [13h
(Mt Erachaiag Asyno0E) |

URLE 8l0|EE|AE/BRBIAEO] &7}t B
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LIS HR HHE0| 91
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Ch 2 ALO|E 7} 0475] 2 o|Ql ™S o| #H5tE US| %2/'17| [H-E-Oﬂ
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A&X X' URL ZHE| L 2lof| F7+E = /2, J24™ Cisco WSA(We ecurity Appliance) &
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GUI0i| A Web Security Manager -> Custom and External URL Category2 O|&&fL|C}.



«lias Cisco S370

CISCO Web Security Appliance

e e J—

Authentication

Identification Profiles

Upgrade and  seas Policies

Reporting

Web Policies

UL R TR R LT Decryption Policies _
Routing Policies ‘al for Web Reputatic
Access Policies 3l for All Other servi

Overall Bandwidth Limits

Data Transfer Policias

Cisco Data Security o Update Server)
e e = o0 Update Server)
External Data Loss Prevention

Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

Custom and External URL Categories

Define Time Ranges and Quotas
Copyright © 2003-2018 ¥ Statement
Bypass Settings

L4 Traffic Monitor

Custom and External URL Categories

Add Catgury... |
Order | Category Category Type Last Updated Feed Content Delete
1 googledrive Customn (Local) N/A - @

2 Trusted URLs Custom (Local) N/A = i}



Custom and External URL Categories: Add Category

Edit Custom snd Dxtarmal URL Catagory

Category Wame: [wnametst 5
— IT“"‘ Insert the sites that you want to
Categery Type:  Lacal Custam Categeny B *______———_'_______- Whitelist
Sres | et o Sert URLs
webbiaied Lo Cliok ther Fout LRLS:

rstsite ) com Bitton [o ST aX Site
| LS 17 Al rormerical crder

In case you want to whitelist a
Lt e ____ specific page or subdomain,

= Advanoed  Ragulsr Exprastion e

e you can use the regex part

Ener gumt FeQUlsr Sares i Do bng.

=i =3 «— Submit Changes

4. (Web Security Manager -> Access Policies -> URL Filtering) URL .

Access Policies

Pratocels and
Order  Group User Agaris URL Filtering = Applcations  Objects Anti-Malwarne and Reputation Delete

Iﬂ'wm - an No blocked items  Monitor: B6 | Hondtor: 356 | Mo blocked items | Advanced Makeare Protection: Enabled
dontification Prafibs: Anti-Malware Scanning: Enabled

Click on the URL Filtering section in the required Policy

Access Policies: URL Filtering: Global Policy

Custom and External URL Category Filtering

No Custom Categories are included for this Policy.

[ Select Custom Categories... |

Select Custom Categories for this Policy

Category Category Type Setting Selection |
testcat Custom (Local) Exclude from policy |
WHITELIST Custom (Local) || Include in policy i

[Concel




7. xEH S8 XAH, HB HE FHE IS5
Action as MonitorE A2 gtL|Ct.

Access Policies: URL Filtering: Global Policy

Custem and External URL Category Filtering

HOlgfLICHURLO| AL RITIE STtst=S

Thase RL Catepories are defined a8 grewy memberehip critonia, All sthev calepavits ave et appiicatle for Hiis policy
Bloek RediFnet Allew (T Mankor Wars 7 Gt Baked Tiene: Bated
[ o (] [5) i (2]
Cabegory Cabegony Type Select sl Sedect all Sebect ol Sedact 3l Select sl (Unavailabie)
3 WHITELIST Cuntom [Locsl] - -
Select Cuntom Categories... | i |
!
Chose the Allow Action to Whitelist
Chose the Elock Action to Blocklist
Chose the Monitor Action to keep as default
HE U A
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