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ftp-native 60 21,1100,11001,11002,11003,11004,11005,11006
https-cache 70 443
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access-1list

access-list
access-list
access-list
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11006

access-list
access-list
11006

access-list
access-list
11006

access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list

access-1list
access-1list

60 redirect-list
70 redirect-list

interface inside
interface inside
interface inside

group_acl

ftp-native
ftp-native
ftp-native
ftp-native
ftp-native
ftp-native

ftp-native
ftp-native

ftp-native
ftp-native

https-cache
https-cache
https-cache
https-cache
https-cache
https-cache
https-cache

extended deny ip any 10.0.0.0 255.0.0.0
extended deny ip any 172.16.0.0 255.240.0.0
extended deny ip any 192.168.0.0 255.255.0.0
extended deny ip host 192.168.42.120 any
extended permit tcp 192.168.42.0 255.255.255.
extended permit tcp 192.168.42.0 255.255.255.
extended permit tcp 192.168.99.0 255.255.255.
extended permit tcp 192.168.99.0 255.255.255.
extended permit tcp 192.168.100.0 255.255.255.
extended permit tcp 192.168.100.0 255.255.255.
extended deny ip any 10.0.0.0 255.0.0.0
extended deny ip any 172.16.0.0 255.240.0.0
extended deny ip any 192.168.0.0 255.255.0.0
extended deny ip host 192.168.42.120 any
extended permit tcp 192.168.42.0 255.255.255.

extended
extended
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web-cache redirect-list web-cache group-list group_acl
ftp-native group-list group_acl
https-cache group-list group_acl

web-cache redirect in
60 redirect in

70 redirect in

extended permit ip host 10.1.1.160 any
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eq ftp
range 11000

eq ftp
range 11000

0 any eq ftp
0 any range 11000

0 any eq https

permit tcp 192.168.99.0 255.255.255.0 any eqg https
permit tcp 192.168.100.0 255.255.255.0 any eq https

web-cache extended deny ip any 10.0.0.0 255.0.0.0
web-cache extended deny ip any 172.16.0.0 255.240.0.0
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access-list web-cache extended deny ip any 192.168.0.0 255.255.0.0

access-list web-cache extended deny ip host 192.168.42.120 any

access-list web-cache extended permit tcp 192.168.42.0 255.255.255.0 any eq www
access-list web-cache extended permit tcp 192.168.99.0 255.255.255.0 any eq www
access-list web-cache extended permit tcp 192.168.100.0 255.255.255.0 any eq www
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ip wcep web-cache redirect-list web-cache group-list group_acl
ip wecep 60 redirect-list ftp-native group-list group_acl
ip wecep 70 redirect-list https-cache group-list group_acl

interface Vlan99

ip address 192.168.99.1 255.255.255.0
ip wcep web-cache redirect in

ip wecep 60 redirect in

ip weep 70 redirect in

interface V1anl00

ip address 192.168.100.1 255.255.255.0
ip wcep web-cache redirect in

ip wecep 60 redirect in

ip weep 70 redirect in

interface Vl1an420

ip address 192.168.42.1 255.255.255.0
ip helper-address 192.168.100.20

ip wcep web-cache redirect in

ip wecep 60 redirect in

ip weep 70 redirect in

ip access-1list extended ftp-native

deny ip any 10.0.0.0 0.255.255.255

deny ip any 172.16.0.0 0.15.255.255

deny ip any 192.168.0.0 0.0.255.255

deny ip host 192.168.42.120 any

permit tcp 192.168.42.0 0. .255 any eq ftp

permit tcp 192.168.42.0 0. .255 any range 11000 11006
permit tcp 192.168.99.0 O. .255 any eq ftp

permit tcp 192.168.99.0 O. .255 any range 11000 11006
permit tcp 192.168.100.0 0.0.0.255 any eq ftp

permit tcp 192.168.100.0 0.0.0.255 any range 11000 11006

o O O O
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ip access-1list extended https-cache

deny ip any 10.0.0.0 0.255.255.255

deny ip any 172.16.0.0 0.15.255.255

deny ip any 192.168.0.0 0.0.255.255

deny ip host 192.168.42.120 any

permit tcp 192.168.42.0 0.0.0.255 any eqg 443
permit tcp 192.168.99.0 0.0.0.255 any eqg 443
permit tcp 192.168.100.0 0.0.0.255 any eq 443

ip access-1list extended web-cache

deny ip any 10.0.0.0 0.255.255.255

deny ip any 172.16.0.0 0.15.255.255

deny ip any 192.168.0.0 0.0.255.255

deny ip host 192.168.42.120 any

permit tcp 192.168.42.0 0.0.0.255 any eq www
permit tcp 192.168.99.0 0.0.0.255 any eqg www
permit tcp 192.168.100.0 0.0.0.255 any eq www



ip access-list standard group_acl
permit 10.1.1.160
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