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VPN5001_4B9CBA80

Ent er Passwor d:

[ General ]

Et her net Addr ess =
Devi ceType =
Confi guredOn =
Conf i gur edFrom =
Enabl ePasswor d =
Password =

[ IP Ethernet 0 ]

Mode =
Subnet Mask =
| PAddr ess =

[ IP Ethernet 1 ]
Mbde =

[ IKE Policy ]
Prot ection =

[ VPN G oup "rtp-group” ]

Bi ndTo =
Transform =
Local | PNet =
MaxConnect i ons =
| PNet =

[ RADIUS ]

Bi ndTo =
Chal | engeType =
PAPAuUt hSecr et =
Pri mAddr ess =
Secr et =
UseChapl6 =
Aut henti cation =

[ Logging ]
Level =
Enabl ed =

Configuration size is 1065
VPN5001_4B9CBA80#

VPN5001_4B9CBA80> show config

Edi ted Configuration not Present, using Running

00: 02: 4b: 9c: ba: 80

VPN 5001 Concentr at or

Ti meserver not configured
Command Line, from Console

Rout ed
255. 255. 255. 0
172.18. 124. 223

Of

MD5_DES_Gl

"et hernet 0"
esp( nd>5, des)
10.1.1.0/ 24
10
0.0.0.0/0

"et hernet 0"

PAP

" pappasswor d”
"172.18.124. 108"
"radi uspasswor d"”
O f

On

7
On

out of 65500 bytes.
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1. Microsoft Windows 2000 IAS <4301 A Clients® A1Ei5t T A S2t0|1EE THELICH O] of o]
M= VPN50000|2t= & =0| MAELIC} Cisco VPN 5000 Concentrator@| IP FA &=
172.18.124.223!LIC}. Client-Vendor EELCH2 & X0l M Ciscol® MEHEILICH. S HIZ2
VPN Concentrator 41| 22{|0|42| | rabius | AlMo] lE F S @IL|Ch

¥PN5000 Properties 7] x|

Settings I

Friendly name for client:
WPNE00

— Client address

Addreszz [IP or DMS):
17218124223

Werify, . I

Client-endar: Cizca bl

[ Client must always send the signature attribute in the request

HEXHEEEE

Shared zecret:

HEEEEEEE

Confirm zhared secret:

ak. Cancel A

2. Remote Access Policy(FZ3 AAM|A &2H) 0| £+ of2Hol| A "If a user matches the
conditions(AFE AH7F 27 L X|E ZF<R)" MM of2iol A Grant remote access permission(¥
Z YA|A HEt Fof)=2 MEHEH CHZ Edit roﬂle(iE*g! =) g Z2Igct



T

Allow access if dial-in permission is enabled Properkis

Sethings

Palicy name: Bllow access if dialin permizsion iz enabled

Specify the conditions to match:

D ap-and-Time-Restichions matches "Sun 00:00-24:00: Mon 00:00-24:00;

< |

tod. | Remove | Edi.

—If a uzer matches the conditions
% Grant remate access pemission
™ Deny remate acces: permission

Aocess will be granted with the praofile vou specify, unless access
iz overmdden on a per-uzer bazis.

Edit Prafile...

OF. Cancel Sppiy

o2 el

8)(PAP,

3. Authentication( ¢! 11 Unencrypted Authentication(®f £ 3| K|
SPAP)BH MEHE|i=X| & QIE



Edit Dial-in Profile : ed

Dialin Constraints | IP | Multiink
Authentication | Encryption I Advanced

Check the authentication methads which are allowed far thiz connection.

™ Estenzible Authentication Protocol

Select the EAP twpe which iz acceptable for thiz policy.

| b0 5-Challenge j [Eantigure..,

[T Microsoft Encrypted Authentication version 2 [MS-CHAP +2)
[T Microsoft Encrypted Authentication [M5-CHAP)

[T Encrupted Authentication [CHAP)
W Unencrypted Suthentication [PAP, SPAP)

Unauthenticated Access

Bllow remote PPP clients to connect without negatiating
any authentication method.

Q. I Cancel Spply

4. Advanced(11 &) ®2 MEistT Add(F+7t)E 2 =61 Vendor-Specific(HICH) & M= ghL|ct




5. 3= A

YEdit Dial-in Profile

Dighn Constramnts |
Puathertz atian |

Specily addibonal conrechion atinbubes to be retumed to the Remcte
Access Servel

: kA
s ddatribotes 21
Hame | Vendo To sdd an tribuse to the Profie, select the atibute and click Add
RADILIS atribubes:
| Name | Vendor | Descipton -
Repl-Message RADILIS Standard  Message to be deplayed bo user when sutherc sl
Sennce-Type RADIUS Stendard  Type of service uses has requesshed =l
Tunrel-&ssonmeant-D RADIUS Standard  Tunnel bo which & sesson iz 1o be atsgned
Tunnel-Chent-futh D RaDiUS Standard  Mame wured by the lunnel indiator dunng the authen
Tunrel-Chent-£ noot RADIUS Standard 1P address of the mtiator end of the unnel
TunreHedium-Type RADILUS Standard  Transpoil medum 10 use when ciesing & hinnel fo
Tunnel-Passveond RADILIS Standard  Passwond for suhenboating bo & semobe server
Tunrel-Pistererce RADIUS Standard  Felstive predersnce assigned to each lunnsl when
| Tumrel-Pyet-Group 0 RADIUS Standard  Gaowp [D hor 2 parcula unneled sezmon
TumrelServerdafdl RaliUs Standard  Mame ured by the lunned terminsion durng the st
Add. | Femove | Tunnel-ServesrEndpt RADIUS Standard 1P addvess of the serves end of the turmel
= | Tunne-T RADIUS Standard  Tunneling protocals 10 be wsed
RADIUS Standard  Lised bo support peopnetany MAS leahurnes
Ciso ot Pai Cizco Cizoo AW Pair W5A
USR-ACCHM-Type U5, Robobes., | Dretcnpion mnob avalshie
USRAT Call-inpus-Fiter U.5. Robotics, |...  Deescriplion not svalable
USARAT Cal-DupdFitm U5 Robotics. |.. Descipion not svalshle
LSR-AT Anput-Fiber 5. Robghcs. |, Descrpiion not svalable
OF | USRAT Quiput Fiter 5. Robotics, |,  Dhescrpion not avalable
— | USRATATMPiroutFikes  US5 Robolics. | Desciiphon rol svalsbls -
a | 0
add | Cow |

B E
= 1

Jof cHE CHE 2L &8 HE thst 4 xtollM F7HE 23
HE st X2 0o|S g LICt Enter Vendor Code(S = # L= 22)E M=t

sod TR &
X

[ | o

AFoil 2555 Ql2dEtLICH 281 CFS o E MEHEILICE O|8 £45t1 EA e Z 28}
TR [V rlor-specitic Attribute Information ETET

ditiribuile ruame: i i

[Verdee Speciic [Verede Spocii

: Sipecily nebeol acomts tenen vendor

ra ™ Selact om st l"l-ﬂ 15 Siandand Ll

sy @ EnieVerdor Code |25

[DetstStnng

Allribule vahees: mﬁhhﬂnmm-nmm.mh

| Wersdor ["I"-l_.! Aoree LI R

4 |

Cancel

™ Mo It doss not confoem.

attribute number0il 48 1235t 10 Attribute
rtp-group(Cisco VPN 5000 Concentratoro]|

34 Al
S

o=
AR -

=

6. Configure VSA (RFC compliant)(VSA(RFC 2 &) 7&) L3t & X0 A Vendor-assigned
ofl CHEt StringS =
VPN 10| 0I8)& iz

st Attribute 2ol CHSH
L|C}. &elg 2




2|5t 1 5EHAHE BrSEfLICH
Configure ¥SA {RFC compliant} =3 2| x|

Yendaor-aszighed attribute Aumber;

4

attribute format;
Strinig j

attribute value:

rtp-grn:uud

] Cancel

7. Configure VSA (RFC compliant)(VSA(RFC & &) 7 4) Ciat & X0l M ZHoHA| X1 S4
20148 =5t Attribute(S4) & 4lo] String(EX+°4)% 1245t 0 Attribute 2t ol CHEH
cisco123(2EI0I|ME 3§ ¥ 3)S =erLct &elg F=[guct

Configure ¥5A (RFC compliant) L 21x

Yendor-aszigned attribute number:
|5

Attribute Format:
I Strinig j

attribute value:;
|n:i3n::n:n1 4

8. Vendor-Specific §&0l= F 7He| Z{(2 & L VPN H|Z#HZ)0| Z&E|o] /U&LCt



Edit Dial-in Profile : el

Diakin Constraints | I | b uiltlik; |
Authentication I E neryption Advanced

Specify additional connection attibutes to be returned to the Remote
Aocess Server.

Farameters:
M ame Wendor W alue
Yendar-5pecific RADIIS Standard  rtp-group, cizocol 23

Add.. | | Aemove | Edi |

OF. Cancel Apply

9. AR SH0IM T & HE F =t HH YHA HRS St Mo HMATH HE A



Eenerall Meml:uerl:lfl Profile  Dlial-in I

— Remote Accezz Permizzion [Dial-in ar WEH ]

™ Allow access

" Deny access

™ Werify Caller-|D:
- Callback Ophions

% Mo Callback
™ Set by Caller [Routing and Femate Access: Service anly)

™ Alwayps Callback to:

[T Aszsign a Static |P Address

1 Apply Static B outes

Define routes to enable faor this Dial-in Cratie ot . |
connechir,
Q. I Cancel | Apply
=X| EelgLct
7: 'I! |: !tOI_I
o MMoiME HI|ado| Mol M= HSst=X| &QlstE O ALEE + U= HEE ML

U show BYEL £3 QIHZE|H E oM X[HEI=H(SSE 1248, 0| ES AHE 5t show H

=

d o EM AHE & + UGl

- show radius statistics - RADIUS 4440 A A|83El VPN Concentrator2t 7|& RADIUS A 7t
o| EAlof| cHEt Tzl EHE E AISHL|CE.
- show radius config - RADIUS Oi7H#d =0 CHEt B4R A S E AR LIC.
show radius statistics 32| £=24Q]L|C}.

VPN5001_4B9CBA80>show radius statistics

RADI US Stats

Accounti ng Primary Secondary
Request s 0 na
Responses 0 na

Ret ransm ssi ons 0 na
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Bad Aut henticators 0 na

Mal f or med Responses 0 na

Packets Dropped 0 na

Pendi ng Requests 0 na

Ti meout s 0 na

Unknown Types 0 na

Aut henti cati on Primry Secondary

Request s 3 na

Accept s 3 na

Rej ect s 0 na

Chal | enges 0 na

Ret r ansm ssi ons 0 na

Bad Aut henticators 0 na

Mal f or med Responses 0 na

Packets Dropped 0 na

Pendi ng Requests 0 na

Ti meout s 0 na

Unknown Types 0 na

VPN5001_4B9CBA80>

show radius config B& 2| £232]L|C}.

RADI US State UDP CHAP16

Aut henti cati on On 1812 No

Accounti ng O f 1813 n/a

Secr et ' radi uspasswor d'

Server | P address Attenpts Acct Secret

Primry 172.18.124. 108 5 nla

Secondary O f

VPN Z¢2}0|HE T4

o| Hxtof M= VPN oM E S| m|Tg oS SrLiErLICH

1. VPN Client CH3} & X+l M Configuration B2 ME{gFL|CH. 27 CHZ VPN Client-Prompt for

Secret CHEE & XH0flA{ VPN Server Of2H0] 37 &3 & ={EfLIC VPN Client S HIE2
VPN Concentrator0i| A 44 52| VPN H|ZH S of =248t g du|ct



Configuration ILnggingI General | Certificates | about |

Login Configuration -

M arne Fartrer Login M ethod Add...
arnar 17218124215 Manual
armar 218124223 Shared Key Remove
Edit...
Login M ame: omar Ok, I
YPM Server: 17218124223 Eakice] |
Shared Secret: |.|

<

| ﬂ Advanced. ..

[ futo-Connect to Default when Opened
[T Auto-Connect to Default befare Logon

Connecting user omar to 172.18.124.223

E =it

eh= MIAIX|Z7F ZAIELICH HIZHS = of

PN Concentrator®| [ rabius | AM0f /U=

Hide

2.2 Y4SE AURSIH ¢S 2 ols A4S E Q=G
= AFE XS] RADIUS H|ZE#HS 0|0 Q15 HIE2 V
PAP QIS H|ZI#15 QL |C}




¥PN Client

Configuration | Lu:uggingl Generall Eertificate&l About I

Login Configuration

M ame Farther Login Method Add...

amar 17218124215 Manual
omar 7218124223 Shared key Remove

Edi...

x|

Paszwornd: [| Ok
Authentication Secret: I Cancel =
1| | ] Avanced. ..

[ Auto-Connect to Default when Opened
I Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223
Hide E wit

Concentrator £71

Not i ce 4080. 11 seconds New | KE connection: [172.18.124.108]:1195: omar

Debug 4080. 15 seconds Sendi ng RADI US PAP chal l enge to omar at 172.18.124.108
Debug 4087. 52 seconds Received RADI US PAP response fromomar at 172.18.124.108,
server

Not i ce 4088. 8 seconds VPN 0: 3 opened for omar from 172.18. 124. 108.

Debug 4088.8 seconds Cient's |ocal broadcast address = 172.18.124. 255

Not i ce 4088. 8 seconds User assigned |IP address 10.1.1.1

Info 4094. 49 seconds Command | oop started from10.1.1.1 on PTY2

=X =

24&l o] | oMol AEE + A=

Am

o E2d sl d Y27t ed&Lch

2 HE

. Cisco VPN 5000 Series Concentrator Tof S W&

. Cisco VPN 5000 Concentrator X|# H| 0| X|

contacting


//www.cisco.com/en/US/prod/collateral/vpndevc/ps5743/ps5749/ps2301/prod_eol_notice09186a008032d3bc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav

. Cisco VPN 5000 EZ}0|HE X|¥ H O]X|
. IPSec X|¥ H|O|X|
- Technical Support - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	Microsoft Windows 2000 IAS RADIUS 서버에 대한 외부 인증을 사용하여 Cisco VPN 5000 Concentrator 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	Cisco VPN 5000 Concentrator 컨피그레이션
	Microsoft Windows 2000 IAS RADIUS 서버 구성
	결과 확인

	VPN 클라이언트 구성
	Concentrator 로그
	문제 해결
	관련 정보


