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Windows& VPN Z2t0|E 4.8 A il &
el He
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o] 2EMoMHE AL AL 215 2l 047l 2&!0fl RADIUSE A2 35tE= Cisco VPN 3000 Concentrator@}
Microsoft Windows& Cisco VPN Client 4.x 7H0il IPsec E{2 2 A 5t= 2edo]| CHeH A& LICEH
0| 2 Mol M= Windows& Cisco ACS(Secure Access Control Server)E AF& 304 VPN 3000
Concentrator0l| 21285t = ALEAHE 21Est= 70| Z&LICH VPN 3000 Concentratore| 2§ &
U AE|EIZ XME|El= AFSA 22 ULICH 7HE AFS XISt 2| 282 F5HH A|lAHE =28 7t
Aststn 7 B g ZHASHE 5+ &L

Microsoft Windows 2003 &

|52 AF&3HE Cisco VPN Client(4.x for Windows) 2} PIX 500 Series
Security Appliance 7.x 7F2| $47Z

2474 HM| A VPN A2 A%sl2{H Microsoft Windows 2003 IAS
RADIUS /5 T4 0oi & HZESHMAI2. MH|A(IAS) RADIUS AH.

M8 Xl 2150 RADIUSE AF83HE Cisco VPN Client 4.x2t 2HEf 7+2| 4S8 F 44524 ™ Cisco
|10S 2t E{2t AFE X} 215 0{ RADIUSE AF 3= Windows& Cisco VPN Client 4.x Zt IPsec 7+
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. Windows RADIUSE Cisco Secure ACS7} Mx|z|o{ Q! C}E C|HFO|AQ} HIEHE A sECct
. Cisco VPN 3000 Concentrator= HTML Q/E{H|O|AE Sa 7+ HE|D #2|& & U&LICH.

ANBElEFHE 24

Ol 2Xo|l YE = Chg AZESo{ A st=EH o HTE 7|Etez Lot

. Cisco Secure ACS for Windows HH7Z 4.0
. O|0|X| m} 4.7.2.B7} & El Cisco VPN 3000 Series Concentrator
. Cisco VPN Client 4.x

Ol EMe| HE = 5 & g E2| CIHIO|AE EOIZ A EE|RI&LICH O EX{ol AHEE 2 E Clut
OlAE ZE7V|EEI(ZIE) *JLIILHIOIAJQE AI’S.*EI%SI—IEL M HESIFT 5SS 5 89, ZE

BHolo| HAXQ F&FE O|2| SKIstAlZ7| HHEFLICH
7|73

=] o] CHet KEAIEH LIS S Cisco 712 &l F2I8 AT st AAlR.
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ol Mol 0] EMollM HHsHE 7I5S TAIst7| Qs &=t EAIELICH

n&
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HE I3 Ctoloj 13

ol 2 MollME CHg WIESIT MBS A8 ELICH

192 168.1.0/24
172.16.124.0/24 10,0024
=]
Intermet Cloud

RADIUS YIPN 3000 series VPN Client 4.x
Sarvar concantrator

ool A AEE IP FA XIH AAHE QM EHMoz 2t E £ gi&LICH ol A


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918

& B 20 AF2 E RFC 1918 A QILICEH

VPN 3000 Concentratorl M 285 Al

It

Windows& Cisco Secure ACS2} VPN 3000 Concentrator 2501 C
OES CIA CIE A AASELICH B E 7HASHSH | f/6H CHE 2fde =&t

- 27| B{d& A E ol CHEF VPN 3000 Concentratoroil A Bt 218/ 7 E&LICH Ol &2
53 EHE IE0I2tD ot A S & 7I(3 & HIZHE)E AFE35H04 VPN 3000
Concentrator0i| CH8+ & 5 3} El IKE(Internet Key Exchange) MM MASHE O AFEELICH.
VPN Concentrator0f 21Z245l2{= 2 E Cisco VPN 22} 0|¢1E oM 2 SHok 3t SUSH 28
O|& & H|YH S L},

. A BE|E Q5 & RADIUS &4 4! VSA(Vendor Specific Attributes) & AFHE5HE
Windows& Cisco Secure ACS A0 O &S T & LICH VPN 3000 Concentrator@t & 7A|
AF273H0F 3= VSAE RADIUS(VPN 3000) SA3@1LICH

- Windows RADIUS& Cisco Secure ACS MHOIM AFEXIE FA6tD S M| 2 HE
B 3 stutol| € ErL(Ch AFE A= O &0l chall HelEl E4E 4435t Cisco Secure ACS
for Windows= AF& X7 @15 E [ 0|28t £ 42 VPN Concentrator2 ™& & LIC}.

VPN 3000 ConcentratortiA| 12 S Al X EMH8 AIE5e WY

VPN 3000 Concentrator= VPN ConcentratorE AF2350{ B{d 21 &2 2/55t 1 RADIUSE A& 5t
= AL AE QBT = s AE 42 F 45 oF & LICE VPN Concentrator= 215 0| VPN
Concentratoroil M &8 Z| = K| EE = RADIUSOHIAM - E|A=X|of Aol ChEa 242 7|8 A
M M2 SEMHE ASELULE

1. ALEAt B - 0|28t 82 4 O E SHECH SMELICH
2. Tunnel Group attributes(E{'" 21 8& =Y
d OE 4o ols A ELICt.
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VPN 3000 Series Concentrator 744

IPsec 217201 Z!2 8t OH7H g44=0i| CHEH Cisco VPN 3000 ConcentratorES 7435t VPN AL X} 7}
RADIUS MHHZ 255t E=5 AAA ECI0|UEE F435le{H o] MMo| MR E 2t = &LCt

O| Lab AZ0{l A VPN Concentrator= A 2&€ ZTEE Sal HMALIH CIS 22 £=240f et
z|a Hu|3aegio|Ho| FIHELICE.

Login: admin

!--- The password must be "admin". Password:***** \We| conme to Ci sco Systens VPN 3000 Concentrator
Series Comand Line Interface Copyright (C 1998-2005 Cisco Systens, Inc. 1) Configuration 2)
Adm ni stration 3) Mnitoring 4) Save changes to Config file 5) Help Information 6) Exit Main ->
1 1) Interface Configuration 2) System Managenent 3) User Managenent 4) Policy Managenent 5)
Tunneling and Security 6) Back Config -> 1 This table shows current |P addresses. Intf Status IP
Addr ess/ Subnet Mask MAC Addr @SS - - - - - - - - oo oo oo oo oo
--------------- Ether1-Pri| DOAMN | 10.1.1.1/255.255.255.0 | 00.03.A0.89. BF. D0 Et her 2- Pub| Not
Configured| 0.0.0.0/0.0.0.0 | Ether3-Ext|Not Configured| 0.0.0.0/0.0.0.0 | -------------uumm----
---------------------------------------------------------- DNS Server(s): DNS Server Not


http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

Configured DNS Domai n Nane: Default Gateway: Default Gateway Not Configured 1) Configure

Et hernet #1 (Private) 2) Configure Ethernet #2 (Public) 3) Configure Ethernet #3 (External) 4)
Configure Power Supplies 5) Back Interfaces -> 1 1) Interface Setting (D sable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Managenment 9) Set Public Interface |PSec
Fragnmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 1 1)

Di sabl e 2) Enable using DHCP Client 3) Enable using Static |P Addressing Ethernet Interface 1 ->
[ 1] 3 This table shows current |P addresses. Intf Status |P Address/ Subnet Mask MAC Address ----
--------------------------------------------------------------------------- Et her1-Pri| DOWN |
10. 1. 1. 1/ 255. 255. 255. 0 | 00. 03. AO0. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 | Ether3-

Ext| Not Configured| 0.0.0.0/0.0.0.0 | ------mmmmm oo oo oo
--------------------- DNS Server(s): DNS Server Not Configured DNS Domai n Name: Default Gateway:
Def ault Gateway Not Configured > Enter | P Address Ethernet Interface 1 -> [ 10.1.1.1 ]

172.16. 124.1 20 02/ 14/ 2007 09:50:18.830 SEV=3 IP/2 RPT=3 IP Interface 1 status changed to Link
Down. 21 02/14/2007 09:50:18.830 SEV=3 IP/1 RPT=3 IP Interface 1 status changed to Link Up. 22
02/ 14/ 2007 09:50:18.950 SEV=3 IP/1 RPT=4 IP Interface 1 status changed to Link Up. > Enter
Subnet Mask 23 02/14/2007 09:50:19.460 SEV=3 IP/2 RPT=4 IP Interface 1 status changed to Link
Down. Ethernet Interface 1 -> [ 255.255.255.0 ] 1) Interface Setting (D sable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Management 9) Set Public Interface |PSec
Fragmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 11
This table shows current | P addresses. Intf Status |IP Address/ Subnet Mask MAC Address ----------
--------------------------------------------------------------------- Ether1-Pri| Up |

172.16. 124. 1/ 255. 255. 255. 0 | 00. 03. AO0. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 |

Et her 3- Ext | Not Configured| 0.0.0.0/0.0.0.0 | ------mmmmm oo oo
---------------------------- DNS Server(s): DNS Server Not Configured DNS Donmai n Nane: Default

Gateway: Default Gateway Not Configured 1) Configure Ethernet #1 (Private) 2) Configure Ethernet
#2 (Public) 3) Configure Ethernet #3 (External) 4) Configure Power Supplies 5) Back Interfaces -
>

VPN Concentrator7t Quick Configuration(tih& 71X/ 2{|0[4)0d| LIEILI T O|2{3t &= 0| 8 EL
C}.

. A|ZHeE R
- Interfaces/Masks in Configuration > Interfaces(public=10.0.0.1/24, private=172.16.124.1/24)
. Configuration(Z1I|1 24| 0|A) > System(AIAH]) > IP routing(IP 2t &) >
Default_Gateway(10.0.0.2)2| 7|& 0| E|O]
Ol VPN Concentrator= L|& HIE I HTMLE Sl HAM|AE = U&LICH

#11: VPN Concentrator7} 2IF 0 ZE2|Cle B CHS BHHE £&ghLct.

1. Configuration > 1-Interfaces > 2-Public > 4-Select IP Filter > 1. Private (Default)S 41E{ gL
Ct.

2. 9|8 HE|Rto| IP FAE F7+524{™ Administration(Z2l) > 7-Access Rights(7-H Al & FEt)
> 2-Access Control List(2-2§A|lA &0 55) > 1-Add Manager Workstation(2 2| X} ${3 AE||
o|Md F=7h)& MEigLCt

Ol248t EtHl= 2% 0l VPN Concentratorg & 2|5t= Zd<0igt L #fLct.

rr

Ol & EtAHE 2tz otH Lt
IPOi| 2445t0{ GUIE &5
EQF M HTMLE 3H

(=

HX| A2 0lME2 ¢l HEIRKE ALE35t0o{ W a 48 QIE{m0|A 9
| =& £~ U&L|Ct o] of|2t o] A|&d0iAM VPN ConcentratorE LI Ul
HM|AE £

I.
g = U&Lc

1. GUIE A|%tet ¥ QIE{H|O|AE CtA| #Ql5tE{™ Configuration > InterfacesE MEEL|C}



Save HHHrIHdE He

This section lets you configure the VFET 3000 Concentrator's network interfaces and power supples

In the table below, or m the picture, select and chck the mterface you want to conhgare:

Interface | Status IP Address .El.ﬂlllﬂt Mask MAC Address Defaull;':_‘ratlz:ﬁaj
Ethermnet 1 (Private) | TP 172.16.124.1 |255.255.255.0 00.03 A0 85 BF.DO
Ethernet 2 (Public) | TF 10.0.0.1 2552552550 00,03 A08% BF.D1|10.0.0.2
Ethernet 3 (External) [Mot Configured 0.0.0.0 0.0.0.0

DNS Server{s) |DNS Server Not Configured

DS Domain Mame

2. Windows RADIUS& Cisco Secure ACS MHE VPN 3000 Concentrator -0 & 7}5t2{™
CHE EHAHIE 22354 A|2.Configuration > System > Servers > Authentication2 ME{5t 1 2
Z H70lM AddE Z2IgfLct

Configure and add a user authentication server,

Selecting Internal Server wall let you add users tc
Server Type IFMDIUE = database. If you are using EADIUS authentcator
additonal authonzaton check, do not configure ar

Autlmntigcﬂizl; [17216.1245 Enter IP address or hostname
Used For | User Authentication =] Select the operation(s) for whuch this RADIUS se
Server Port[1 Enter 0 for default port (1645),

Timeout Iﬂ— Enter the timeout for thus server (seconds)

Retries IE_ Enter the number of retries for this server.
Server Secret [“~ Enter the RADIUS server secret.

Verify I"““'““"““'“’1 Ee-enter the secret.
Add Cancel |

MH % RADIUSE MEH35 T Windows RADIUS& Cisco Secure ACS A{tH{oi| CH3H ol2{&t
o7& FotetLct CHE 2 & 7= 7|2 4E|2 SLICt Authentication Server(2!
& MH) - Windows RADIUS& Cisco Secure ACS MH{2| IP FAE /248t L|C}.Server
Secret(AMHH & =) - RADIUS A &5 & =FLICt Cisco Secure ACS for Windows Z1Z|1
2| 0|4404| A VPN 3000 Concentratorg T+’ 38 M At&5t= 2ot S s of & LICt Verify(Z
Q- 2tolg et HIYHS E CtA| I23FFLICH 0|2 A 3 VPN 3000 Concentratorl| 714
ZAxn|ago|Moi e1F M7t FIHEILICE o] MHE 18 M7t §¥6| HolEl AR E X<
5tn 2E OF0AM AFSELICH 218 MH7E &0l s T+ EER| A2 df 2 2H S M
HZ Sotzct.

3. VPN 3000 Concentratorol M E{'d 21 && Fd5t2{H Ct S BHAE 225 AAI2.21%F Hiwol
M Configuration > User Management > GroupsE ME{5t 1 AddE S=|&rLICH 74 B0l M
Olcdet Oi7Hi & B E5HHL F7HE LI O S o7& 25 HEE W7 K| Apply(X1&



| OFAAI.BF T Ol248t OH7l¥d~= 1 M A VPN HAZof| 2 2[AZL AL
248t O§7H844= VPN 3000 Concentrator?| 7|& 1 & 9| 7|& 4 KC;'OI {74 | x| ot

g 285X
C 5}

Ct. EE8F O
ACt 7HE gL
D

Configuration | User Management | Groups | Add

Thiz zection lets you add a group. Checle the Inherit? box to set a feld that wou want to default to the base group valne.
Tcheck the Inherit? box and enter a new walne to override base group wahies.

Identity | General | IPSec | Client Config | Client FW | HW Client " PPTP/LZTP - WebWPN | NAC
Identity Parameters
Description

Enter a unique name for the group

Enter the password for the group.
Venfiy the group's password,
I—_]' External groups are configured on an external authentication server (e g BADIITS)
Wi L] Mtersad groups are confipured on the VER 3000 Concentrator's Internal Database.

[ Add | Cancal |

Check the Inherit? box to set a field that you want to default to the base group walue, Uncheck the Inherit? box and enter

Identity | General |PSer Client Config | Client PA T HW Client | PPTP/LZTP | WebWPN | HAC

IPSec Pararneters

Attribute Value Inherit?| Des
IPSec ESP-3DES-HDS j ¥ Select the group’s IPSec Secunty Aszociat
PE',:; Idell " | If supporded by cardihcate _J [ select whether or not to v2hdate the 1dentit
IKE Keepalives| ¥ ¥ Check to enable the uze of [FE keepalves
{seconds) Enter how long a peer 15 permith
Confid In 300 [ P
AiITenes E”“ll Y |checks to see ifitis stll comnected
T | Type | P —— 3 . v Select the type of tunnel for tus group. Tps
tieeded
Hemote Access Parameters
Group Lock| ™ ¥  |Lock users into thiz groug
e —r-. Zelect the authentcaten methed for memba
A“ﬂ‘m‘“@.'fl[ Ll H D SR RO TR T By )
It members of thiz group need authonzatior
Authorization Type | Mone 'I ¥  |awthorzabon method, I wen configure thos |
Server

Tunnel Type(El'd & &) - Remote-Access(#Z 4 M|A)E =Y L|Ct Authentication(2! &) -
RADIUS. O|= A 5 VPN Concentrator0Oil A A XIS QIS 5tE O AF2E 22 & £ 9l
L|C} Mode Config(2E. Z4I|ado|M) - 2= HI|ad|o[ME &elgrLich ApplyE 218U
C}.

. VPN 3000 Concentrator0i| A 0424 215 MHE F#+45l2{™ CIS HHE 25 AIL. 2 E0|
Holz|H Y 282 Z X EAISHD Modify(=H) & of2i{oll A Authentication Servers(2I&
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This section lets you configure groups. A group 1z a collechon of users treated as a single entity.

Clek the Add Group button to add a group, or select a group and chck Delete Group or Modify Group. To
group parameters, select a group and click the appropnate button

Actions Current Groups Mul:lif]r

R Aulhenllcntmn Servers

ysecgroup nzmalk Configurad)

I Accounting Servers
address Fools

Add Group

Modify Group |

Client Lpdate

Delete Group I

Banohwidth Assignment

“y'ebWFM Servers and LIRLs

\1
.&uﬂ‘uun zation Servers |
|
|
|
|
|
|

Wy'ebwFhl Fort Forwarding

MH % RADIUSE MEH35 T Windows RADIUS& Cisco Secure ACS Ao CH3H o|2{&t
Oi7H =& FIterLict CHE 2 7= 7|2 4E|E SLICt Authentication Server(2!
& AH) - Windows RADIUS& Cisco Secure ACS MH2| IP FAE /=248t L|Ct Server
Secret(AH &%) - RADIUS M &3 & /=47 LICt. Cisco Secure ACS for Windows Z1IZ|1
i 0] M0l M VPN 3000 Concentratorg #4318 [ A& 5t= &= & sl ok & LICt Verify(2f
Q) - EolE2 I8 HIUHES E CHA| =4FLCt

. Configuratlon > System > Address Management > AssignmentE B3t 11 Use Address
from Authentication Server@ l=-”oP0=| 20| ET} Q1B &M RADIUS Mol HMHE 1P &
oA VPN Z2I0|E| IP FAE SEeLCt

= sechon presents Address Assignment ophions, Each of the tollowmg methods are tned, m order, unhl an addresz 12 boun

Checl: to use the [P address suppled by the chent, This can be overndden by

Use Client Addre
SE LAEn e user/group conhgmrabon

Use Addr I Authenticati
€ s drom Authe ;a m e Check: to use an IF address retneved from an authenbcaton server for the chent
Nerver

Use DHCP [T Checl: to use DHCP to obtam an [F address for the chent

Checl te usze internal address peol confipuration to oktan an IF address for the

chent

[I' Reuse I— Eater the length of hme m mnutes (0-480) that a released mternal
address pool [P address will be held before being reassigned,

Use Address Pools [

Delay

Apphy | Cancel |

RADIUS AW T4




0| MlMof| M= Cisco VPN 3000 Series Concentrator - AAA Z2}0|¢HHE | M ME
9JE AMEX 2152 2|8l Cisco Secure ACSE RADIUS MHZ T 45t O| 2 st
HerLct

Z|E VPN £2}0]|
Mxtoi CHal A

'I'

Windows RADIUS®& Cisco Secure ACS MHHE A™St= PCOIA &2| MMHE AlZH5tE{™H ACS
Admin O}lO|2& F H S=IgrLIC st AR MAMsH AIZXl O|B1 HIZHHS E A5t 219l
ghuict.

=

1. Windows & Cisco Secure ACS AMB{ Z1I|18|0|A0f VPN 3000 ConcentratorE F 7} 524
CIS BHE 2254 A|2.RADIUS At{0 AAA 2EI0|1EE F7}35HE{H Network
Configurationg ME45t T Add EntryE 2 2I&L|Ct

e Surewt — Network Configuration

-
I

| S ‘Cﬂ{l AAA Clients v
e |?u:-m“ | AAA Client Hostname | AAA Client [P Address | Authenticate Using
—Em\% | tirm=wlc 192.168.11.24 | RADIUS (Cisco Aronet)
| WILE 172,16.1.30 RADIUS (Cisco Alrespace)

%‘ Systemn

Configuration
Interfaoe

B Configuration

VPN 3000 Concentrator0i| CH3l CHS OH7HH+E F7HEHL|CH




Network Configuration

Edit
Add AAA Client
AAaA Client Hosthame YRMN3I000
172.16.124.1 =]
Adh Client IP Address
ke ciscol23
Authenticate Using RADIUS {Cisco YPMH 3000/ASA/PLE 7.1+ j

[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure).

[T Log UpdateMwatchdog Packets from this Ass Client

...........

[T Replace RADIUS Port info with Username from this ass Client

Submit Submit + Apply | Cancel |

AAA Client Hostname(AAA 22}0|1E S AE 0|&) - VPN 3000 Concentrator(DNS 212
)| A E O|§2 YU LICHAAA Client IP Address(AAA EE+0|HE IP F&4) - VPN 3000
Concentrator| IP FAE 248t L|CH Key(Z]) - RADIUS A &5 & l248tL|C}. VPN
Concentrator0i M 215 MHE F7Ie M F+45H A= ot S5l 0ok & LICHAuthenticate
Using(C& & AFH& 35104 @15) - RADIUS(Cisco VPN 3000/ASA/PIX 7.x+)& MEiEfLICH O|Z
7l 3t VPN 3000 VSAZ} Group configuration(Z2& Z1I|12{|0|M) Zoll E AIELICH
.Submit(M|&)& & =/grL|C} Interface Configuration(Q/E{H 0|A ZHI|B|o|M)S MBSt
RADIUS(Cisco VPN 3000/ASA/PIX 7.x+)& 2 &!8t Ct= Group [26] Vendor-Specific(26] HIH
H I&)E MEELICH



Interface Configuration

RADIUS (Cisco VPN 3000/ASA/PIX 7.x+)

User Group
[028/3075/001] Access-Hours
[026/3076/002] Simultaneous-Logins
[026/3076/005] Primary-DMNS
[026/3076/006] Secondary-DNS
[026/3076/007] Primary-\WINS
[026/3076/008] Secondary-WINS
[026/3076/009]
[026/3075/011] Tunneling-Protocols
[026/3076/012]
[026/3076/013]
[028/23076/015] IPSec-Bannerl
[026/2076/016] IPSec-allow-Passwd-Store
Submit Cancel
#11:'RADIUS §4 26'2 ZE HIHE &4 LIEHHLICE 6§ S04, Interface
Configuration(2/E{H|0|A Z41|154|0|4d) > RADIUS(Cisco VPN 3000)& MEHSI T AL 7ts
&t ZE 5§40/ 02622 A|ZE[=X| 2QIELIC 0] < o|2fet RE HI{E §4O0| IETF
RADIUS 26 EZ 0| &2 LIEFHLIC} O|2{3t EMS 7|2xo 2 AI2A} EE= O= Mo
EAIEIX| gt&LICH 28 MHol EAISHHT LEHT 7428 0l40 M RADIUSZ 2153
= AAA 220|21E (0] A< VPN 3000 Concentrator)& M4AdgtL|C. 23 CHS User Setup,
Group Setup If = Interface Z4I| 10| Mol & EPOH LIEILIOF 5t= S48 MENEILICHAL
2 I8 54 |:|| AHE ol CHEE RFMIEH LI 2 RADIUS S48 & Z A AI2.Submit(l
£)2 FEELCH
2. Windows & Cisco Secure ACS 40 A& F7I5t =|':'=| CtE BHE 2t2stAR.OE A
e MEHE Oz HER 280 28 1)2 MEIStD 08 o|lF/ HI"f‘7|E 2lgfLct

SEP-Card-Assignment

[PSec-Sec-Assaciation

[PSec-Authentication

HL I e s I N (O B A
< XX IR R R R K




Group Setup

Group |1 Group 1 ~]
Users in Group Edit Settings |

Fename Group

e et Ol§ S B HAELICHOl: ipsecgroup). AtE X7t Ol2{8F 2 &0l FIIE

Shoikd |

Ol OEC AN 88 ¢rHSITE FLICH ZE AFSA7H SUSt OF0l &6 U= B9
O|& VPN Users GroupO|2t1 & = Q!&LICt Edit Settings(Ad™ +=H)E 225t MZ 0|&
Ol HAE 59| o7& HEFLICH



Group Setup

AMWRPY occess Restrictions =]
Group Settings : ipsecgroup :I

Access Restrictions

Group Disabled

i d

netwaorl,

- Members of this group will be denied access to the

Callback

2]

)

Mo callback allowed

possible)

" Dialup client specifies callback number

Use Windows Database callback settings (where

=

Submit Submit + Restart Cancel

Cisco

VPN 3000 RADIUSE Z&ist1 O|2{E HE 582 F I LICE O|=H stH o] 250l &
.|

Z| AF2 X}7} Cisco VPN 3000 RADIUS E42 4
Secure ACS2| ZE AFEXtof CHst HAME FA £ESSHE &= UsLct



Group Setup
Jurap To

Cisco YPN 3000/ASA/PIX v7.x+ RADIUS ﬂ .
Attributes
[T [30764001] Access-Hours
|
™ [2076%002] Simultaneous-Logins
0
™ [207&%005] Primary-DNS
0.0.0.0 -
™ [20764006] Secondary-DNS
0.0.0.0
™ [30764007] Primary—WINS
0.0.0.0
™ [20764008] Secondary-WINS
0.0.0.0
™ [z0764009] SEP-Card-Assignment
|any-sEP = | =
Submit Submit + Restart Cancel

. &1 VPN
3000 Series Concentrator Z4I| 12{|0|M Q| 3EHAH | M Efd 20| H™E | VPN
Concentrator2| Base GroupO| 2l 7|2 MHEo|M HEEX| &f= 8 7|=X 22 VPN 3000
RADIUS EM g FMHE ZE 7t i&LICHME VPN 3000 5:Primary-DNS - 7|2 DNS MH
ol IP FAE 2l248tL|CH.Secondary-DNS - X DNS M2l IP FAE /248t L|C} Primary-
WINS - 7|2 WINS M| IP A& 2T LICH.Secondary-WINS - 2 WINS MEHQ| IP
AE 2/29%tL|Cl Tunneling-Protocols(EI'd ™ T2 E &) - IPsecS ME{gfLICt o[ | &t
IPsec 22I0|HE 94730t S{EILIC} PPTP EEE L2TPE S &I X| ot & LICHIPsec-Sec-
Association—ESP-3DES-MD5& J24gfLICt. 22{3 2 E IPsec 2CI0|HET} AFE 7t
Z 10 =F9| 33 E AHE 304 942 E LICt IPsec-Allow-Password-Store(IPsec-Allow-
Password-Store) - Disallow(3{& ¢+ )& MEi504 A& X}7F VPN 22I0|1E0| &S E HE
g = U F LICHIPsec-Banner - 12 A| ALSRHOH EAIE Al HIAIX| BHLAE =38t
Ct. of: "Welcome to MyCompany employee VPN access!"IPsec-Default Domain(IPsec-7 |2
Q) - ZlAe] =HIQ! O|E 2 =dEFLICt. of: "mycompany.com"0| £ MEE E3HK|
or&LICH Lt VPN 3000 Concentrator@| Base Group S40| AL} =X| & AISHK| gfo
™ Clg S48 F45t= X0l E&LCt.Simultaneous-Logins(SA| 2121) - AFE X7 S8t



ANEXt O|ECE SAlol 2O018 = UL S 3{85t= A, E YHFLICH HE ME21EE
221L|C}t SEP-Card-Assignment(SEP-Card-Assignment) - Any-SEP& ME{&tL|C}.IPsec-
Mode-Config - ON2 MEigL|C} IPsec over UDP—O| 1 & 0| AIEX}7L UDP Z2EES2 £

3l IPsec2 At83501 IS TS 5HK| b= & OFFE ME4EILICE. ON2 MEHE 32 VPN 2
CtO|1E= UDPE S&t IPsecE EZHE H[E Y56t oMoz HdAE = A&LICtIPsec
over UDP Port - 4001~49151 H<|2| UDP ZE H3Z & MENBLIC}. IPsec over UDP7} ON!
B2t A ELICHEHS B4 RE S AFE5HE{™ X VPN Concentrator0ll 0{FEH EME M
Halof AFSE = U&LICH 12 AFS Kol AHIPH & E LICH Access-Hours(RI M A AlZH) -
Configuration(Z1I| 124/ 0| ) > Policy Management(Z&2 #2l)0oll A VPN 3000
Concentrator0i| Ct 8t M| A AlZtE d&d5HoF & LICt CH4&l Cisco Secure ACS for
WindowsO M At 7t HAA AlZHE AFE 504 O S & EIRLICHIPsec-Split-Tunnel-
List - Configuration(Z1I| 22| 0| M) > Policy Management(&2 & 2|) > Traffic
Management(E2i{Z #2])0olA VPN Concentratordll HER3 S5 A&l oF gLct. 2t
O|HE MEElo S50 U= HEHIAH T HIOIHE 5 5tstete HER R S5 LCt
VPN 2Zl0|HE AL8Xt7} QIBE % IP FAE VPN 22H0[Q1E ALS Kol A & E 5™
Group setup(1& A7)0 IP &E 2 MEIS T AAA AHH E01 A Assigned from AAA Server
Pool(Z2EE)2 MEAELICH

Group Setup
Jump To

IP Assignment ﬂ

" Mo IP address assignment
" Assigned by dialup client
" Assigned from AA4 Client pool

@+ Assigned from AAs server pool

Awvailable Pools Selected Pool=

U | Crowam |

: VPN Z20|
HE ALEXIE QI8 IP E2 M H3H2d™H System configuration(A|A S Z1T|28|0[4M) > IP
pools(IP &) MEH5I T Submit(ME)S =g LCH



System Configuration

MNew Pool E
Mame poaoll
Start Address 10.1.1.1
End Address 10.1.1.10

m‘ Cancel
System Configuration

AAA Server IP Pools ﬂ
Pool Name Start Address End Address |In Use
pooll 10,1.1.1 10.,1.1.10 0%

I MI1EE g9ststedH Submit > RestartE MEiELICL &S
B St O}

3. Windows& Cisco Secure ACSOH|M AIEXIE TAEILICH User Setup(AFEXF )2 M=
0 AF2XF O|E S /=48t CF2 AdJ/Edit(FE7H+H)E 2Lt

TFMoe MEE
Z7l5t24™ o] HAHIE

43t



User Setup

User: fipsecuser]
Find || add/edit

List users beqginning with letter/number:
A BCDEFGHTIJETLH




User Setup

User: ipsecuserl {(New User)

"

T Account Disabled

Supplementary User Info ? |
Feal Name [useri
Cascription |u:-,erl
User Setup hd

Password Authentication:

|.&CE [nternal Databasa 3

CiscoSecure PAP (also used for CHAR/MS-CHAP/ARAP, if the Separate field is not
checked.)

|1-4-1f1--|-1-4¢-1--|-

Password

|:|-++c:nc::u-+4c:c:¢

Confirm Password

[T Separate (CHAP/MS-CHAP/ARAP)

Password |

Confirm Password |

When a token server 15 used for authentication, supplying a separate CHAP
password for 3 token card user allows CHAP authentication. This is especially useful
when token caching 15 enabled.

_——Group to which the user 15 assigredh—

'C_ _ [lpEE.'l: group 1 _,"

—— o —

Submit Cancel

Password Authentication(H|2H2 21&) - ACS Internal Database(ACS LY Cl|O|E{H|O|A
YE ME{EFLIC} Cisco Secure PAP - Password(Cisco = 2F PAP - H|RIEHZ) - AL X} 2| H| 2
% E 248t LIC}.Cisco Secure PAP - Confirm Password(Cisco & ¢t PAP - H|ZHE 2Ql) -
M ARl HIZHHE E CHA| UZIELICHAIEAIL B EE 8 - O|T EHA oM et 28
O O|§ & MEELICLALS Rt M E XMEetD &d3tstti{™ Submit(ME)2 S=IELICHAL
A& F7tste{™ of BHAHE ErSELCH

VPN SEI0|HE AISXIAH 0™ IP T4 §Y

ChE EAHE 225t MAI2.

1. M VPN & IPSECGRPE Mg L|C}.

2. 1M IPE £ AE ALEXIE M35l T IPSECGRPE MEHBILICE. Assign static IP address
address with the static IP address that is assignment(Z22I0|1E IP F4A &% of2fof & E
THIPFAE ASS{ 1Y IP FA &8F)E MEfELCH



User Setup

T Separate (CHAP/MS-CHAP/ARAP)

Password ook ok o o
Password

When a token server is wused for authentication,
supplying a separate CHAP passwaord for a token card
user allows CHAP authentication. This is especially useful
when token caching is enabled.

Group to which the user is assigned:
IPSECGRP -]

Callback

Lse group setting

O

Mo callback allowed

Callback using this number

Dialup client specifies callback number

O D

LUse Windows Database callback settings

Client IP Address Assignment

Use group settings
Mo IP address assignment

Assigned by dialup client

O [ B I

Assigh static IP address |192.168.1.55 1

-

Assigned by Adh client pool

Submit Delete Cancel

VPN ZCI0|HE T4




O| MMoijM= VPN 2Ct0|HES Zu|28|o|Mof cHaH AHEELICE

1. Start(AZ}) > Programs(Z 21 3) > Cisco Systems VPN Client(Cisco Systems VPN &2} 0|
E) > VPN Client(VPN E2}0|HE)E ME{ghL|C}.
2. Create New VPN Connection Entry(Af VPN 212 &5 MAM) 2 A|ZH524MH New(MZ BHE
7)& ZEIFLct

# ciatus: Disconnected | VPN Client - Version 4.8.01.0300

Connection Entries  Status  Certificates Log Opbions Help

If'ﬂ*'}.-,] @ €= | _-] W Cisco SysTEws

L2 =) o, s

Connect Mew Impot M odify Delete i
Connechan Entries |Eertifi|:ates | Log I

I Connection Entrp | Hozt | Tranzpat

< | 2
Mok connected.

J.EEZEJ EALIH EFol 0|2 EHELICL Yotes B MBS g =& JU&LCH
Host(ZAE) Q0oi A VPN 3000 Concentrator 3& E{H|O|A IP A E XIS Group
Authentication(21% QI&)8 MEHELICH. JHCHE I8 ol&0 &5 & =FLICH M VPN
HA =2 22 52{™ Save(ME)E 28t



# YPN Client | Create New YPN Connection Entry

Connection Entry: |~.=|:|nuser

Description: |Hea-:||:|ffin::e

Host: [10.0.0.1

Authentication lTranspDrt l Backup Servers l Dial-Up l

{« Qroup suthentication

£ Mutual Group Authentication
Marne;

|ip3n3n:grn:uu|:u
FPazzword:

HMEHEENEENS

HMEHEENEENS

Confirm Pagsward:

(" Certificate Authentication

HETES |

| Send CA Certificate Chain

Eraze Uzer Pazsword |

Client7} Cisco VPN 3000 Series Concentrator0il +A4E

al: VPN
F 740 SUB 18 OB Y5 E A
ST S TAE0f UK HOIGAAIL.
HE 27
oIz 0| +E

T 72 E FIHE

1. VPN 30000{| A Configuration(T*4d) > System(A|A &) > Servers(A{HH) > Accounting
Servers(H/E #2| MH)E ME45I T Windows AMH{& Cisco Secure ACSE F7+&HLICt

2. Configuration(Z1I|224|0|M) > User Management(AF& A #2|) > Groups(21&)E MEHG 1
J&E ZZ EASHI Modify Acct(HIE +8)& 2218 M Z¥ I50f L 0728 AHE F
7te = aLch M. 2 ChE MH 25 & AL&35tod of7t 28 ME{2] IP

Ct

= = S
FAE UEL



Configure and add a EADIUS user accounting server.

Accounting Server |172.16.1245 Enter IP address or hostname.
Server Port [1646 Enter the server TTDP port number.
Timeout[I Enter the timecut for this server (e
Retries[3 Enter the number of retries for this
REFVEr Secret [Hos= Enter the BEADITS server secret.
Verify [ooee* Ee-enter the server secret.
Add Cancel |

Cisco Secure ACS for WindowsOll M &7 |2 == CtS3F Z 0| E230i EA|ELICE

RADIUS Accounting active.csv [ Befrash [l Dowrioad

Fegular Exaression Stat Date & Time End Date & Time Fows per Pags
| ||'r mydd v b mmi ss ||'r T/ dd Sy vy b mmiss |t a j
Apply Filter Cleas Filter |
Filtering is not appled.
P calling- At - At - Ak - Barvice- | Eramed- Avcd-  Acrd- Acct- A
Dale Time #  Lser-Mame N.—trr:~ "ilnrillrlg—lrl Blatus- Session- Session- S I'r|1|n|:-|1| Imput- Oulpul- Tnput- O
S S ——r Hype i limg % Octats mma Packets Pg
HLE2Z2005 18 238:20 ipsecuser] ipsecgroup 192,165, 1.2 Start ESFOO000T ., Framead |:'I:I: A, e . .
- YR 3000 [ fault Accounting
TS [ =
10/27/2005 18:38:20) - 1o o nerator Group : o :
g L L 1 I.‘!efauI: ) .Eft_cc.lntini; )
e Concentrataor Group off

CtS& &QlIRrL|Ct.

ol Mg ALg5tod x| @ol4d0| MCHE =S st K| ZelsfLict.
Output Interpreter = (S S E D40 ) (OIT)= S show BEZ X|HELICH OITE AF& 3t
0 show E& £2io| Mg FLIC}

VPN Concentrator & Q!

VPN 3000 Concentrator 0| A #Z4 VPN E{&d A™HE = 2152{2 Administration(Z2l) >
Administer Sessions(AlMd #E2)E ME4EFLICY.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Remote Access Sessions

[ LAM-to-LAM Sessons | Management Sessions |

Agsimned TP Client Brytes MAC
Fsername Address Crou Protocol | Login Tune Tvoe Tx Hesult Actions
- Public IP =1oup Encrvption | Duration Vﬁn Evies Posture
Address Bx Token
Ot 27 i

. 10.1.1.% . IFse: WmntT ]

ipsecuser ] 192 168 1.2 | APSECEFOUP [arro jco 1555211{4 a8010300| 8056 His [ Logout| Ping ]
VPN &2}l 0|tHE &2l
VPN Z210[IE & Ql5t2{H S EHAIE 2R AR,

1. VPN @122 A|%}5tE{™ ConnectE 2! LICtH

# status: Disconnected | VPN Client - Version 4.8.01.0300

Conmeckion Entries Status Certificates Log Options Help

Ypnuser

ot £E
Oy ﬁ 3 Cisco SsTems
Lornect M e |rriport Idadiy Delete
Connection Entries |I:ert'h:ates ] Log I
Connechion Entry Host Tranzpart
10.0.0.1 IPSec/UDP

<
ot connectedy
2.0| 32 AKX Q152 Qo LIEFLICH VPN 748 Msteid R &8 AL2AL 0|8 & Y

2ot



status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Enkries  Status  Certificates Log Ophions  Help

@ @ @ M Cisco SYSTEMS

Cancel Connect M [rnport b odify Delete

Connection Entries IEertificates | Log |

Connection Entry Host

Ypnuser 10.0.0.1

# VPN Client | User Authentication for "vpnuser” |E|

Enter Uzername and Pazsword.

Cisco SysTems

Jzemame: |ipsecuzer]

HEHEEEEX

« FPazzword:

4|
“Authenticating I.IEEE} (T[]
3. VPN 22I0|¢1E = &2 AFO|E 2] VPN 3000 Concentratoroll 32l L|Ct

ak. Cancel |
[ |




# status: Connected | VPN Client - Version 4.8.01.0300

Connection Entries  Status  Certificates Log Ophions Help

% ﬁ @ E Cisco SYSTENS

Dizsconnect Hew [rport b adify Delete

Cornection Entries Certificaes | Log I

Conncotion Entgy

YNUser

| 12

Route De:alls | Firewall I

Addrezz Information Connection Infoimation

Client: 101.1.9 Entry: WPHLIZET

Server. 100,07 T, 0 dayl=], 00.0°.33
Bytes Crypto

Recerved: 448 E ncrpption: 168-bit 3-DES

Sent: B914 A thentication: HiAC-MDE
Packets Tranzport

Cicrepted: 50 Transparesnt Tuwmeling: lnackve

Decrypted: 3 Local LAM: Dizabled

Dizcarded: 18 Compression: Mone

Evpazzed: 31

Reszet

Cloze

£X =



mzefolMd EXME sidsttd™ ChE BHHE 2=t dAIL.

—

. RADIUS A2t VPN 3000 Concentrator 7+2| 2122 E|A E3t24M Configuration(Z4 L 22|

5t
0|M) > System(A|AE) > Servers(AMH) > Authentication(215)2 MEHSI T C}HS HHE &=
gLChMHHE MEiS O S HAEE ZEIFLICH

Thiz section lets you configure parameters for servers that authenticate users.

T ou should have a properly configured EADITS, T Domain, SDI or Eetberos/ & ctive Direci
configure the internal server and add users to the internal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or

Authentication
Nervers Actions

Add

Internal (Internal)

Modify

Delete

hove Up

hAoree Do

Test

RADIUS At&X} Ol 2 H|ZHS E /=245t 1 OK(EH)E F=IgFLCt

Enter a username and password with which to test. Please wait for the operatior

Username |ipsecuser]

Password [

K I Cancel |

@ Authentication Successhil

Cantinue |

H3%Ql ¢1&0| LIEFEf LI



2. Fol7t HMstH o A E= IP H4ZE EA|7F 2 lgL|CE ACS AME{2| Failed Attempts
&l

e

LogOfl A AlTHot Al B AIX|E
K7} A8t 2 QI&LICH RADIUS 20| RADIUS Aol 2t x| ef& LIt &iads

FOISHLICH Ol 20 HIAIX|7F EAIE|R| otom P i 2

VPN

3000 Concentrator QIE{H O|A 0] & F EE{7} RADIUS(1645) THZ! =41 & EH A2 585t
EX| #OIgLICHEAE Q50| 833 X|2H VPN 3000 Concentratorl CHEF 2 2010| H|& Al
stH Z2& ZEE S3dll Filterable Event Log(E2E 3 7ts8t O|HE 213)E = QIFLICH A
ol 25 3tX| k2 Z 2 Configuration(74) > System(AlAE) > Events(O|HIE) > Classes(2
2i£) > Modify(Severity to Log(2101| A&1ZtE=1-9, Z2&0i| A2t = =1-3)& =45t VPN

Concentrator0il AUTH, IKE 2! IPsec O|HE ZciAE FI7IE = U&LICH. AUTHDBG,

AUTHDECODE, IKEDBG, IKEDECODE, IPSECDBG % IPSECDECODET AtEE +

AR 2

LT B2 EE M3 E & UAELICH RADIUS MEHoIM HE == Sdof ChEh REMEH HE
7t 228 A< AUTHDECODE, IKEDECODE %! IPSECDECODEE Severity to Log=1-13 ==

Z0lA 0|& MBS ELICH
3. Monitoring(=2 LIE{2) > Event Log(O|HE 21)0{M O|HE 238 HAMErLICH

1513 1072712006 18:37.25.330 SEV=8 IKEDBGME1 RPT=47 192.168.1.2
SEMDIMNG Message (msQid=6679165e) with payloads .

HOR + HASH {8) + NOTIFY (11}

fotal length 80

1515 1072712006 18:37,35.830 SEV=8 IKEDBG/81 RPT=48 192 168.1.2
RECEWED Message (msold=9575bed6) with payloads

LHDF-! + HASH {8) + MOTIFY {11} + MOMNE {0

otal length - 80

1517 1002712006 18:37.35.830 SEV=19 IKEDBGM RPT=120 192.168.1.2
Group [ipsecgroup] User ipsecusert]
processing hash

1518 1072712006 18:37:35.830 SEV=9 [KEDBGM RPT=121 192.168.1.2
Group [ipsecgroup] User ipsecuser ]
Processing Motify padoad

1519 1072772006 18:37:35.830 SEV=9 IKEDBG/36 RPT=10 192.168.1.2
|Group [ipsecgroup] User ipsecusert]
Sending keep-alive oftype DPD R-U-THERE-ACK (5eq number 0x6532486d)

1521 1072712006 18:37:35 830 SEV=0 IKEDBGM RPT=122 192.168.1.2

Pause Display | ClearDisplay | Restant | Receiving

WindowsE VPN #C}0|9E 4.8 24 &

EHAHE 2r2stdAI2.

Ojo
i
ol

Windows& VPN Z2t0|E 4.82| EXE siZ@stedH Ct

1. VPN 22t0|AE|M 21 Bl¥S &85t52{H Log(2T) > Log(21) ¥ S MHE



wiridaw ta be cleared.

# YPN Client | Log Settings

IKE: (BN ~ | [LOG.IKE |

Connection Manager: | 1 - Low

| [LOG.CM ]

Daemon [cyvphd): | 1 - Lo

| [LOG.CYPND |

User Authentication: | 3-High  »| [LOGXAUTH ]

Certificates: | 1-Low

- | [LOG.CERT ]

IPSec: | 3-High | [LOG.IPSEC]

Cormmand Line; | 1 - Low

| [LOG.CLI]

GUI: | 1 - Low

| [LOG.GUI]

PPF: | 3-High | [LOG.PFF]

j [ LOG.FIREWALL ]

ar.

Changing logging levels will take effect immediately and will cause the curent log

Canccl




# YPN Client | Log Window

Cizco Systemsz VWPM Client Verzion 4.8.01.0300

Copyright [C] 1933-2005 Cizco Systemsz, Inc. &ll Rights Reserved.
Chent Typelz]: Windows, WinkT

Running or: 5.1.2600 Service Pack, 2

Config file directony: C:MProgram FilezhCizco Systems'\WPM Client

1 12:26:29.234 10308 Sev=wWamning/2  |KE/D«A30000E7
Received an IPC meszage durng invald state [[KE_MalM:507)

2 1226:36.109 104106 Sev=warming/2  CVPMND/0=E234000713
AddRoute falled to add a route; code 87
Dreztination 192.168.1.26856

Metmaszk, 250,200, 205.255
Gateway 101.1.9
[nterface 101.1.9

3 122636109 103106 Sev=wamning?  ChA0xA3100024
Unable to add route. Metwork: cOa8071F, Metmazk: FEFEE, Interface: a010709, Gateway: a010703

Cizco Systemz VPM Client Version 4.8.01.0300

Copyright [C] 1998-2005 Cizco Systems, Inc. &l Rights Reserved.
Chent Type(z]: Windows, WinMT

Running or: 5.1.2600 Service Pack 2

Config file directony: C:\Frogram FilezhCizco Systemns'\WFM Client

1 122731640 103106 Sew=Info/4IPSEC/OxE3700013
Activate outbound key with SPI=0x2c3afdd5 for inbound kew with SP1=0xc3c1b7d5

2 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal key with SPI=0wc3c1b7db

3 1327426086 10/31/068 Sev=Info/dIPSEC/0xE370000C
K.ey deleted by 5Pl Oxc3c1bydb

4 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal key with SP1=0x2c9afd45

122742656 10/31/06 Sev=Info/41PSEC/ 0637 0000C
F.ey deleted by SPI 0w2c3afddh

#Ed e

. Cisco VPN 3000 Series Concentrator X[ H 0| x|
. Cisco VPN Z¢E}0|HE x| HO|X]|

. IPSec HM/IIKEZZE&E

. Cisco Secure ACS for Windows X|¢ H|O|X|

- RADIUS MM 53 EH T4

. 7|& X[ 2 F£M - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_administration_guide_chapter09186a008015ce39.html#2003699?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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