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ipsec_router Z1I|12{[0]M

version 12.3

service tinmestanps debug uptinme

service tinmestanps | og datetinme nsec

no service password-encryption

1

host nane i psec_router

!

menory-si ze i onem 10

no aaa new nodel

i p subnet-zero

!

!--- Configuration for IKE policies. crypto isakmp
policy 1

!--- Enables the IKE policy configuration (config-
isakmp) command mode, !--- where you can specify the
parameters to be used during !--- an IKE negotiation.
encryption aes 256

!--- Specifies the encryption algorithm as AES with a
256 !--- bit key within an IKE policy. authentication
pre-share

group 2

crypto isakmp key ciscol23 address 20.20.20.1

!--- Specifies the preshared key "ciscol23" which !---




should be identical at both peers. !

!--- Configuration for IPsec policies. crypto ipsec
security-association lifetime seconds 28800

!--- Specifies the lifetime of the IPsec security
association (SA). ! crypto ipsec transform-set vpn esp-
aes 256 esp-md5-hmac

! --- Enables the crypto transform configuration mode,
where you can !--- specify the transform sets to be used
during an IPsec negotiation. ! crypto map vpn 10 ipsec-
isakmp

!--- Indicates that IKE is used to establish the IPsec
SA for protecting !--- the traffic specified by this
crypto map entry. set peer 20.20.20.1

!--- Sets the IP address of the remote end (VPN
Concentrator). set transform-set vpn

!--- Configures IPsec to use the transform-set "vpn"
defined earlier. | !--- Specifies the traffic to be
encrypted. match address 110

interface Ethernetl/0

ip address 30.30.30.1 255.255.255.0
ip nat outside

hal f - dupl ex

crypto map vpn

!--- Configures the interface to use the crypto map
"vpn" for IPsec. !

interface FastEthernet2/0

ip address 192.168.20.1 255.255.255.0
ip nat inside

dupl ex auto

speed auto
1

ip nat pool mypool 30.30.30.3 30.30.30.3 netmask
255.255.255.0

ip nat inside source route-map nonat pool mypool
overload

ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 30.30.30.2

!

access-list 110 permit ip 192.168.20.0 0.0.0.255
172.16.0.0 0.0.255.255

!--- This crypto ACL-permit identifies the matching
traffic !--- flows to be protected via encryption. !---
Specifies the traffic not to be encrypted. access-list
120 deny ip 192.168.20.0 0.0.0.255 172.16.0.0
0.0.255.255

!--- This crypto ACL-deny identifies the matching
traffic flows not to be encrypted. !

access-list 120 permit ip 192.168.20.0 0.0.0.255 any
!--- The access control 1list (ACL) used in the NAT
configuration exempts !--- the LAN-to-LAN traffic from
the NAT process, !--- but allows all traffic going to
the Internet to be translated. !

route-map nonat permit 10

!--—- The traffic flows not encrypted from the !--- peer
network are allowed. match ip address 120

1

line con O

line aux 0

line vty 0 4
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. show crypto isakmp sa - I|0{2| 34Xl & E IKE SAE EAIELICH.QM_IDLE &Ef&=
EQBET FHWE ZE Wt AFSE = JUSS LEHELICE W2 288 4 Elod| /ULt
i psec_rout er #show crypto isakmp sa

dst src state conn-id sl ot

20.20. 20. 1 30.30.30.1  QM_IDLE 1 0

- show crypto ipsec sa - 2iXl| SAMIM AtEt= HEE EAIFLICLI] IP 4, 24 A HA
ZFHM AMAE = U HERHI, AASE|E HE EE S I LICHESP SA= 2 o]
StLEA 271 RU&LICHAH B EE 2 AE5t2 2 H|of /&LC
i psec_rout er #show crypto ipsec sa

_

interface: Ethernetl/0
Crypto map tag: vpn, local addr. 30.30.30.1
protected vrf:
local ident (addr/mask/prot/port): (192.168.20.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.0.0/255.255.0.0/0/0)

current_peer: 20.20.20.1:500
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PERM T, flags={origin_is_acl,}

#pkts encaps: 145, #pkts encrypt: 145, #pkts digest 145

#pkts decaps: 51, #pkts decrypt: 51, #pkts verify 51

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 6, #recv errors O

local crypto endpt.: 30.30.30.1, remote crypto endpt.:

path mu 1500, nedia ntu 1500

current outbound spi: 54FA9805

i nbound esp sas:
spi: 0x4091292(67703442)

transform esp-256-aes esp-md5-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map

sa timng: remaining key lifetime (k/sec): (4471883/28110)

IV size: 16 bytes

replay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
spi: Ox54FA9805(1425709061)

transform esp-256-aes esp-md5-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map

sa timng: remaining key lifetime (k/sec): (4471883/28110)

IV size: 16 bytes
replay detection support: Y
out bound ah sas:

out bound pcp sas:

vpn

vpn

20.20.20.1

. show crypto engine connections active(& £} Q%I 44 & EA) -2 E

HA B 225 MM AU EAIRILICHZ 947 IDE
20 45 ObXI = ofl EAFLICH

1L cHY



i psec_rout er #show crypto engine connections active

I D Interface | P- Addr ess State  Algorithm Encrypt Decrypt

1 Et hernet 1/ 0 30. 30.30.1 set HVAC_SHA+AES 256_C 0 0
2000 Et hernet 1/ 0 30. 30.30.1 set HVAC_MD5+AES 256_C 0 19
2001 Et hernet 1/ 0 30. 30.30.1 set HVAC_MD5+AES 256_C 19 0
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