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O] 2 M0l A= Windows RADIUS& Cisco Secure ACS 215 & F£7}3517| ol 2Z PPTP /50|
g Soletz 7igeLch 24 PPTP 21501 CHet AFAIEH LHE 2 How to Configure the VPN
3000 Concentrator PPTP with Local Authentication(£2Z4 2152 2 VPN 3000 Concentrator
PPTPE T 5t= &ENE HAFAAR. 7 AFE 2 M AL Q| MA 552 Cisco VPN 3000
Concentrator0il A PPTP &5 517} X|RElE AI7|E & XFHAAIL.
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. Cisco Secure ACS for Windows H{& 2.5 0|4}

- VPN 3000 Concentrator H{7 2.5.2.C O|&H(0| 242 BT 4.0.x0| A &QIF)
O| ZEMO| HEE= &d & 2t 39| C|HIO|AE EOHE EHEIRIELICE O] 2Mo| AHE 2 & Clht
OlAE= Z7ISHEI(ZI2) IOt 0|Me 2 AR EIRIELICH BHO|E HEXHZ A & Ust=E R, At
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10,4417 1 172.18.124 1 172.18.124.133 jowrside) 10221
w-s Q—\_/ jl
: 1 _/}
— ' switch VPN 3000 Network 10.2.2.X
Concentrator finside)

PC with WPN Client
10.2.2.5
10. 4417479 _ I

ACS Server

VPN 3000 Concentrator T+ 44

Windows& Cisco Secure ACS £7I & 74

Windows2 Cisco Secure ACSE AI235IE = VPN Concentrator® 74451240 CIS HHAHE 88t
LI|C}.

1. VPN 3000 Concentrator0| M Configuration(Z1IZ| 124 0|4d) > System(A|AE]) > Servers(A{H)
> Authentication Servers(2!1& AH)E 0|& 801 Windows& Cisco Secure ACS AMH{ & 7|
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Configuration | System | Servers | Authentication | Add

Configure and add a user authenhcation server.

Server [RADIUS =] Sclu[:t:in[:gfnzemaf Server wall let you add users to the mternal
Type user database,
¥p
Auth aton s Enter IP address or hostname.
Server
Server Port |EI Enter 0 for default port (1645).
. Enter the timeout for this server
Timeout |4 (seconds)
Retries IF-’— SE:;I;:; the number of retries for ths
Server Secret I‘“""""’"‘“"“" Enter the EADIUS server secret.
Verify [===== Re-enter the secret.

__pay | _cwen |

2. Cisco Secure ACS for Windows0llA ACS M WU E /3 F40i VPN Concentratorg F7}35t
I AN S AEELCH



Access Server Setup For
VPN3000

Metwork Access :

Server [P Address b0 %
Eey ciscolis §
Wetwork Device :

Croup (Mot Assigned) j

Single Connect TACACS+ NAS (Record stop in

= accounting on falure).

— Log Update/Watchdog Packets from this Access
BETVEL

— Log Radms Tunnehng Packets from this Access
BETVEL

=ubmit submit + Restart | Delete | Cancel |

3. Windows & Cisco Secure ACSOiA Interface Configuration(2/E{H|O|A Z4X|1 8 0]4d) >
RADIUS(Microsoft)2 0| & 104 Microsoft MPPE(Point-to-Point Encryption) £ 432 215} 04
EMo| 28 QIE{ho|A0| LIEFLIZ = &fL|Ct



User Group [%

v

RADIUS (Microsoft)

¥ [026/311/007]
MS-MPPE-EHEI‘FPﬁDﬂ-PD]iE}.{[

M [026/311/008]
ME-MPPE-Encryption-Types

M [026/311/012]
MS-CHAP-MPPE-Keys

v [D26/311/016] M3-MPPE-Send-Key

v [D26/311/017
M5-MPPE-Fecv-Key

@ Back to Help |
3

1 =]

submit | Cancel |

4. Cisco Secure ACS for WindowsOl|lAM AFEAIE F7IHEL
X 2 &0l MPPE(Microsoft RADIUS) §4& g

2L
bt



dccess Restrictions Token Cards Pazsward Agihg
IF &ddress d=signrment IETF RBadiu= Cizco WPH20M0 R adius

S MFFE Radiuz

Microsoft RADIUS Attributes 2|5

v [3110007] MS-MPPE-Encryption-Policy
Encryption Allowed ﬂ

v [3110008] MS-MPPE-Encryption-Types %

| 40-hit -]

W [3110012] MS-CHAP-MPPE-Keys

[ [311%016] MS-MPPE-Send-Key

[ [311%017] MS-MPPE-Recv-Key

submit | submit + Hestart | Cancel |

5. VPN 3000 Concentrator®| A Configuration(Z1I| 121 0|) > System(A|AE!) > Servers(A{H)
> Authentication Servers(21& AMH)E O|SErL|Ct SF0i|A 215 MHE MEHEH CHE HIAE
E MEiSLIC ALt O|F 2t HIZH S & 21235609 VPN Concentratorof| A Cisco Secure
ACS for Windows MH{Z 9| 215 & HIAEEL|CI. 2HE 215 0{ A VPN Concentratore=
"Authentication Successful(@!E 3)" HAIX|E EAlSHoF & LICt. Windows& Cisco Secure
ACS9| Alu{f= Reports and Activity(2 1A 3! & &) > Failed Attempts(&lIl A|T)0ll Z7|FFL
Ct 7|8 MAx|olM 0|28t 2 1 M= C:\Program Files\CiscoSecure ACS v2.5\Logs\Failed
Attempts 2| C|A 30i| K& EL|CH



Enter a usemname and password with whuch to test Please wait for the operation to complete

or timeout.

Usertga:ne |
Password |

Ok Cancel |

-
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6. O|A| PCOllA{ VPN Concentrator2 2| @l 2oIsHo B 2 Concentratordi| A Cisco Secure

ACS for Windows MH{Z9| 215 & Eolslo o 2 Cisco Secure ACS for Windows RADIUS 2
Cisco

PPTP A2 XIE M& 35T = VPN ConcentratorE AR AE £ Q& LICH Windows
Secure ACS MHHE ME{ S52o| i 2|2 0|55t ELICH VPN Concentratorof A O] 2fd&
= &5l24™ Configuration(Z1L|12{|0|4) > System(A|AE) > Servers(A{H) > Authentication

Servers(2/& AH)E O|SELICt



Configuration | System | Servers | Authentication
Save Needed H

This section lets you configure parameters for servers that authenticate users.

Tou should have a properly co d FADIUS, NT Domain, or SDI server to access, or you
can configure the mternal server and® add users to the mternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or
Test

Authentication
SBEIVErs

10.2.2.5 (Radius) N
Internal {Intermal)

7. Configuration(Z41| 124 0| M) > User Management(At& Xt £ 2[) > Base Group(7|2 18&)2
£ 0|Sst1 PPTP/L2TP B2 =4 LICE VPN Concentrator 7|2 1&0{A PAP &
MSCHAPv10] CHEF A40| EASE|I=X| & QlEL|C}



Configuration | User Management | Base Grou

General IPSec PPTP/LZTP
PPTP/L2TP Parameters
Attmbute Value Description hy

Check to accept and use an IP address received

Use Chent Address| ™ from the chent

PPTP| " CHAP Select the authentication protocols allowed by the
Authentication| [~ EAP |-MD5 i dewice. Unchecking @f! options means that ne
Protocols| @ MSOCHAPY] authentication is required.

[ MSCHAPv2

[ Bequired .
PPTP Encryption| [ Require Stat ﬂE:jSEIECt the allowed encryption methods for PPTP

% 40-bit ¥ 125-bi. connectons for this group.
[T PAP
L2TP| ¥ CHAP select the authentication protocols allowed by the

Authentication| ¥ EAP |-MD5 i dewvice, Unchecking @l options means that ne
Protocols| @ MSOHAPY] authentication is required.

M MSCHAPv2

[T Required

L2TP Encryption| ™ Requre Stateless

[ 40-bit [T 128-bit

8. General(th E42 ME45L T Tunneling Protocols(EI2d @ T2 E Z) MMoiA PPTP7| 518
E|l=x| Zelgct

Select the allowed encryption methods for LZTP |
connectons for this group. -




(rnatwites) Enter the 1dle timeout for this
group.

(rmmutes) Enter the masmum connect time
for this group.

Filter |—N|:|ne— -'I Select the filter assigned tl:.ilhls group.

Enter the IF address of the primary DNS

Idle Timeout|[30

Maximum Connect time||0

Frimary DA | server for this group.
Secondary DNS | EI;CIEST T:;;];F;address of the secondary
Primary WINS | Enter the [P _a-::ldress of the primary WIS
server for this group.
Secondary WINS | Enter the [P address of the secondary

WIS zerver

W SEP 1 SEF 2
W SEP 3 ¥ SEP 4
W FFTF

M L2TF l% select the tunneling protocols this group

¥ IP=ec can connect with

M L2TP over IPSec

SEP Card Assignment Select the SEP cards this group can be on

Tunneling Protocols

Apply | Cancel |

9. Windows RADIUS®& Cisco Secure ACS MH2| AtEXIQ} PPTP Q15 S EI|AEELICEH O] &
Ho| 2 S5HX| fom C{HZ MME T ERSHAAIL.

MPPE F7H =38}

Windows RADIUS PPTP& Cisco Secure ACS @/&0| & 53} glo| 2535t Z< VPN 3000
Concentrator0ll MPPEE F7}& &= l&LICH

1. VPN Concentrator0i| A Configuration(7t4J) > User Management(At& A} #2|) > Base
Group(7|& O18&)2 2 o|S&Lct.
2. PPTP Encryption(PPTP & 5 3}) Al A0f M Required(Z <), 40H|E. 2! 128H|
_|

ME45H0] HY E SIS LICH
3. PPTP Authentication Protocols(PPTP 218 Z2 & 2) Mo A MSCHAPV1 SM 2 M=
__I.L

Ct. (O™ A M k= 3tE 2|8t Cisco Secure ACS for Windows 2.5 AF& At §44& 0|0
MataLcH

O AAHEH
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General PPTPR/LZTP

PPTP/L2TP Parameters
Attribute Value Description

Check to accept and use an IP address recewed

Use Client Address| [~ from the client

]

[ PAF

PPTP [T CHAF Select the authentication protocols allowed by the
Authentication| [~ EAT |—MDE TI dewice. Unchecking af! options means that mo
Protocols| F MSOCHADP] authentication is required.

[ MSCHAPvZ

PPTP Encryption| [~ Require Statéfess Select the allowed encryption methods for PPTP
commectons for this group

¥ 40-bat M 128-bit
[T PAP

L2TP| ¥ CHAF select the authentcation protocols allowed by the
Authentication| ¢ EAT |—h.-1D5 vI dewvice. Unchecking «ff options means that no

Protocols| F WSO AP authentication is required.

[ MSCHAPvZ
[ RBequired
L2TP Encryption| [~ Requre Stateless
[ 40-bat [ | 128-bit =|

Select the allowed encryption methods for L2TE
connechons for this group.

#1: PPTP ECI0|HMEE 2™ == Z4 O|0|E ¢ &3 L MSCHAPV1(SMO| Qe B<)ol
CHaH 1 Alz|o{ok ghLCt,

AY %7
R1EE ™8t & VPN Concentrator0i| 01728/ F71e = A &LICt Configuration(Z4Z|[ 12| O
M) > System(AlAH]) > Servers(AH) > Accounting Servers(017t2 & AH)Z 0|5 35104 Cisco

Secure ACS for Windows AMHE F7}gtL|Ct.

Cisco Secure ACS for WindowsOll M || 8|2 E&= =210 20| E A= L},

o

Dat e, Ti ne, User - Nane, G oup- Nane, Cal | i ng- St ati on-1d, Acct - St at us- Type, Acct - Sessi on- 1 d,
Acct - Sessi on- Ti me, Servi ce- Type, Framed- Prot ocol , Acct - I nput - Cct et s, Acct - Qut put - Cct et s,
Acct - | nput - Packet s, Acct - Qut put - Packet s, Framed- | P- Addr ess, NAS- Port, NAS- | P- Addr ess

03/ 18/ 2000, 08: 16: 20, CSNTUSER, Def ault G oup, , Start, 8BD0O0003, , Fr aned,
PPP,,,,,1.2.3.4,1163,10.2. 2.1

03/ 18/ 2000, 08: 16: 50, CSNTUSER, Def aul t Group, , St op, 8BD00003, 30, Fr aned,

PPP, 3204, 24, 23,1,1. 2. 3.4,1163,10.2. 2.1

CtE& & OIgLICt.

24&H o] 8ol Chall ALE 7hsEh &l MAtIt gl&LIch

£X 3=

ol dMoiM= Hu|aelolMd BX|E siidste ol MEE + U= HEE MSELICHL



ClHZ &448

10| 2535t K| ot 2™ Configuration(T4) > System(A|A &) > Events(O[H E) > Classes(E2iA
) > Modify(5=8) & 0|&3+0{ VPN Concentratordll PPTP & AUTH O|HIE SE{AE FIHE = A&
LICt. PPTPDBG, PPTPDECODE, AUTHDBG 2! AUTHDECODE O|HE ZeiAE FIHE =&
X|ot 0|33t S Me {2 ote MEE ylZs £ olaLot.

Hi— = LsL- o-L-=2 =2 T AAHEH

Configuration | System | Events | Classes | Modify

This screen lets vou modify an event class configured for special handling,

Class Name [FFTP [
Enable [« Check to enable special handling of this class.
Coverity to Log m S}:ect the range of seventy values to enter n the
Sex{r:e;t:uil;: ITEI S:E :he range of seventy values to display on the
Sevesr}l:l nt; Im g;l;;tg t:l: r:;lge of seventy wvahies to send to a
Severity to Iﬁ' Select the range of sevenity values to send wia email
Email hone to the recipient hst.
Severity to select the range of seventy valies to send to an
IN I
Trap one = SHMP system
Apply | Cancel |

Monitoring(=2 LIE{&)) > Event Log(O|HIE 21)Z 0|S3st0o{ O|HE 218 HM

o
1
30
>
C
n



Monitoring | Event Lot

Select Filter Options
Event Class

AUTHDECODE i ]
Client IP Address [0.0.0.0 Ls Events/Page [100 ¥|
Direction [ Oldestto Newest ¥

H-Il H| “l l'Hl zet Log | Eangl Cleaangl

1 120472000 14:51:32.600 SEV=4 AUTH/22 RPT=21
UTser pptpuser disconnected

2 120472000 14:51:32.600 SEV=4 PPTP/35 RPT=14 10.44.17.179
Sezzion closed on tunnel 10.44.17.179 (peer O, local 45636, =serial 0), re
Administrative shutdown (No addictional infao)

4 12/04/2000 14:51:32.640 SEV=4 PPTP/34 RPT=14 10.44.17.179
Tunnel to peer 10.44,17,179 cloged, reason: Stop-=Local=Shutdown (No addit
info)

6 12/04/2000 14:51:49.150 SEV=4 PPTP/47 RPT=15 10.44.17.179
T111“|1“||=-1 +n mteer 10,44 .17.179 a=trahli=zhed |l|
& .

ClHZ - dY 9l1&

VPN Concentrator®| 24 C|Ha = ChS1OF FAFELICE

1 12/06/2000 09: 26: 16. 390 SEV=4 PPTP/ 47 RPT=20 10.44.17.179
Tunnel to peer 161.44.17.179 established

2 12/ 06/ 2000 09: 26:16. 390 SEV=4 PPTP/ 42 RPT=20 10.44.17.179
Session started on tunnel 161.44.17.179

3 12/ 06/ 2000 09: 26: 19. 400 SEV=7 AUTH 12 RPT=22

Aut henti cati on sessi on opened: handle = 22

4 12/06/ 2000 09:26:19.510 SEV=6 AUTH 4 RPT=17 10.44.17.179
Aut henti cati on successful: handle = 22, server = 10.2.2.5
user = CSNTUSER

5 12/06/2000 09: 26:19.510 SEV=5 PPP/ 8 RPT=17 10.44.17.179
User [ CSNTUSER ]

Aut henti cat ed successfully w th MSCHAP- V1

6 12/ 06/ 2000 09: 26:19.510 SEV=7 AUTH 13 RPT=22

Aut henti cation session closed: handle = 22

7 12/ 06/ 2000 09: 26: 22. 560 SEV=4 AUTH 21 RPT=30

User CSNTUSER connect ed

st 2R

oteiet 2ol 277t drdE = U&LICH



Windows RADIUSE Cisco Secure ACS AHH2| AIEX} O|F] = &3 7t R E|I&LICEH

- VPN 3000 Concentrator C|HH1 &2
6 12/ 06/ 2000 09:33:03.910 SEV=4 PPTP/ 47 RPT=21 10.44.17.179
Tunnel to peer 10.44.17.179 established

7 12/ 06/ 2000 09: 33: 03.920 SEV=4 PPTP/ 42 RPT=21 10.44.17.179
Session started on tunnel 10.44.17.179

8 12/ 06/ 2000 09: 33:06.930 SEV=7 AUTH 12 RPT=23
Aut henti cati on sessi on opened: handle = 23

9 12/06/2000 09:33:07.050 SEV=3 AUTH 5 RPT=4 10.44.17.179
Aut hentication rejected: Reason = Unspecified
handl e = 23, server = 10.2.2.5, user = baduser

11 12/ 06/ 2000 09: 33:07.050 SEV=5 PPP/ 9 RPT=4 10.44.17.179
User [ baduser ]
di sconnected.. failed authentication ( MSCHAP-V1 )

12 12/ 06/ 2000 09: 33: 07. 050 SEV=7 AUTH 13 RPT=23
Aut henti cati on session closed: handle = 23
- Windows & Cisco Secure ACS 211 £3
03/ 18/ 2000, 08: 02: 47, Authen fail ed, baduser,,,CS user
unknown, ,, 1155,10.2.2.1
A-ERHAA EAIZl= HAIX|(Windows 9801 M)
Error 691: The conputer you have dialed in to has deni ed access because
the username and/or password is invalid on the domain.
Concentratoroll A "MPPE Encryption Required(MPPE 2% %} E2)"7} ME{E[AX|BF Windows S

Cisco Secure ACS7} MS-CHAP-MPPE-Keys %! MS-CHAP-MPPE-TypesH| CH3ll 1 EE|X| &t &
Lict.

. VPN 3000 Concentrator C|H{ 1 Z£2AUTHDECODE(1-13 Severity) 2 PPTP Clb{1(1-9
Severity) 7t 74X /2 Windows & Cisco Secure ACS7} MH{2| access-accept(FE 2 1)0]
T2 EM 26(0x1A)2 ELHX| St 8 2a0f EAIE LI
2221 12/08/2000 10: 01: 52. 360 SEV=13 AUTHDECODE/ 0 RPT=545

0000: 024E002C 80AE75F6 6C365664 373D33FE N, ..u. I 6vd7=3
0010: 6DF74333 501277B2 129CBC66 85FFB40C mC3P.w....f....
0020: 16D42FC4 BD020806 FFFFFFFF T

2028 12/ 08/ 2000 10: 00:29.570 SEV=5 PPP/ 13 RPT=12 10.44.17.179
User [ CSNTUSER ] disconnected. Data encrypt required. Auth server
or auth protocol will not support encrypt.

. Windows & Cisco Secure ACS 21 £240f 2F7 7t EAIZ|X| et&LICt.
. AL XA EAIElE HIAIK]

Error 691: The conputer you have dialed in to has deni ed access because
t he usernane and/or password is invalid on the domain

#Ed HeE

. Cisco VPN 3000 Series Concentrator X[ H 0| X|
. Cisco VPN 3000 Series 220|191 E X| ¥ H 0| X]

- IPSec X|¥ HO|X]

. Cisco Secure ACS for Windows X|¢ H|O|X|

. RADIUS X| H 0| %]

- PPTP X|# H|O|X]|



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2276/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk827/tk369/tk529/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav

- RFC 2637: PPTP(Point-to-Point Tunneling Protocol)
. RFC(Request for Comments)
. 7|& X|® 2 £ A - Cisco Systems
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