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172.22.1.20 Part 110

Laptop or PC

Telnet
__Port 23

WeabVPN Galteway

- 0y 172.22.1.250

Cisco AB25 3
172.22.1.10

Secure Port Forwarding

172.22.1.50

S5L Enabled Web
Browser

hitps:V182_168.0.37
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Welcome to the Create WebWPN Wizard

The Mew \WebWP M wizard lets you to do the following:
* Specify an IF address, name and digital cenificale for the WabVPN,
* Create users locally, and specify how these users should be auihenlicated.

* Enable the router to dowmload full-tunnel WebvPH cliant softéare to cllent PCs,
{ Tor full-unnel connactiity,

* Bpecify the corporate infranel sites users are allowed to visit, and provide a link
to their e-mail.

* Customize the WebWPN portal page.
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'Web‘h'PH Wizard @

P Address and Hame

Thiz is the IP address users will enter to access the WebVPN poral page. If multiple WebVFH
senices are configured in this rauter, the unigue name is used fo distinguish the senice.

IF Address: |192.168.0.37] E] Name: |webvpn

[ Enmable secure S0OM access thraugh 192.168.0.37

Digital Certificate

| When users caonnect, this digital certificate will be sent 1o their web browser 1o authenticate he
: router.

Certificate: |_'I.:I"'I':_,_'_'. 01 _Certificate LI

,.-"_E Information

URL ta [ogin 1o this WebBVPN sendce: hitps:M192.168.0.37 webvpn

'h'BE.ﬂil Nn{}ﬂ Finish l G:anc:ﬂll Help I

. User Authentication(Ar& %} 21F) gt M= AHERt QIEE MBE = U&LICt o] x|
O|MUHE BHREMM ZHEZE MM E HAHE AFEHLICH AAA(Authentication,
Authorization, and Accounting) MHHE A8 L UESLICLALSAIE FIt6t2{™H FILE £
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User Authentication

¥ou can configure user accounts locally on this router. You can configure user accounts on a
AAA server so thal the router can contact this server to authenticate users when they iry to log
anh. Spacify how YWebVPN should authenticate the users when they login.

fdd an Account

I

Enter the username and passward
{]
] usemame: lausnmil ]
q
1 | Password =None= ]
) ; i

New P r: s it |

) e Passwo |
i Confirm New Password: -
i

I Encrypt password using MDS hash algorithm

Privilege Level: 1 =

oK Cancel | Help |

— -

= Back | Naxt= | ~inist | Gar‘n:all Help I
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Configure Intranat \Websites

You can configure groups of infranet wehsites here. Each group can be given a heading and
can contain one or more websitas. Each of these grougps will appear in the portal page as
links that users can click to navigale to these sites,

Add or select the group ofwebsites yau want fo display in the portal page.
Action | URL List
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Enabling full iennel downlozds the YebFM full tunnel client software to the client.
P Address Pool

Create @ nevw or 2elect an existing address pool from which clients will be given an [P address
when they connect.

IF Address Fadl Tl

W linsi2l Ll Tunnel Gliant

The full tunnel client soMwane should be installed onwour ruler, so that it can be
downloadad by clients when they connect o VWebWPHN serdcs on this roufer, Specifi ihe
location of the full funnel softwane install bundle.

Locston: | Browse... |

Drowmiload latest Full Tunnel clisnt install bund|e.

¥ Heenihe FOlT Tunnel Glienfsafivara inslaied o dients PG

Click Advanced Tunnel Options... to configure split lunneling, solit NS, browser pross
zattings, OMS and WINS samvers.

Advanced Tunnel Options.. E

?m.EhI Gancall Help I
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WebVPN Wizard 2

Customize WebVPH Portal Page

~ou can customize the WebVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. A theme defines colors for texts and background and a
logo. You can creale new themes, and customize colors, text and logo in EditWiehWPN mode.

Theme: |Open Highway J'J\i

Preview: [Ocean Breeze
Deser Sands
Festival

Cisco SYSTEMS Bl
Web VPN Server LGS

Websites
Internet

Enter Web address (URLY. | | Go|

«-;Elaﬂcl Nm:t:-| Finish | Gancall Help I

T8 g O|2| E1 Finish(O+) > Save(XM%)E &2|ghLct




Summary of the Configuration

WebVPN Senice Name  :webwvpn
WebVPHN Policy Mame - policy_1

WabVPM Gateway Mame  gateway 1
Usar Authentication Mathod List  © Local

Intramet websites: Disabled

Full Tunnel Configuration
SVC Status cho
IP Address Pool ©<MNone=
Split Tunneling : Disabled
Split NS - Disabled
Install Full Tunnel Client : Disabled

DS s not enabled onyvour router, As some WebVPR services require DS 0 work, itis
ﬂ:,::}, recommended that you enable DS,

<Back | teit- | Finigq |

Yy
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Crealp WobAPH | Edit\Web VPN |

S0 can guide you thraugh YWeb\PH configusation fasks. Selecl a{ask; then chck
Launch the seleched fask’ bulion.

DohiS: i ool vz o your Foutinr, S5 S0me VBTN services
reqare DHE G0 work, d s recommendsd that you enabls D025,

Recommended Tasks
{ Enahile DH5

" Creata a new WabAPH
Lt fhis: i o B0 Crised i & nires PRV,
" Aid & mew policy lo an existing WebVPH for a new groun of users

Lize fhi wWiZhed B0 Cradln & nir policy 10 6n exizting Wel'VPN for & Revw grous of Lisers. For S
ol ean cresle separsls pobciss for difierent dapariments in your company.

& Configure advanced features for an existng WebVPH

i AT b0 O Bchanasd featur o S 6 i chanl, Tl lunde, and CEsin Sacing
Hup 1or an sxising VeeFH.

Launch he selecled HBK!

Howdol: |How Do | Sonirm my WebWeH 15 working?

=] (s

Dalrering configuaton 1o the moutar_.
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YWelcome to the Advanced Web\VPHN Wizard

The Advanced WebVPH wizard lets you configure advanced features for an existing
WebWPM. You can use this wizard to do the following:

* Configure links in the poral page to intranetwebsites and web-enabled
applications such as Microsoft Ofice Oullook e-mail.

* Configure the router to operate nthin client mode. This mode suppots port
forwarding, which enables users to run clieni applications on thelr PCs and
{ securely connect 1o corporale sepers,

* Enable the router to dowmload full-tunnel WebvPH client software on users PCs,
| alving therm full-tunnel connectivity.

* Enable the rouler {o download Cisco Secure Deskiop software on users PCs,
* Configure the router to use the Common Intemet File System (CIFES).

* Enable cllentiess Clirx by configuring the router with the URLS for Clirx serers,

EECIR2 HIF0AM WebVPN ZHEIAE L ALK 2 &S MEHEILICH Next(CHS)E 2284
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Select the WebVPHN user group
Select the WebVPN and the user aroup within that WebWYP N far whom vou want o configure

additional advanced features.

First select the YWebWPM where the user group is defined and then select the user group.

WebVPH: |webven =l

User Group:  |policy_1 =l

Default Group:  policy_1

a-cEtarkl Nq}{| Finish | Gant:ﬂll Help I
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"WebVPN Wizard

Selectihe advanced features you want 1o configure for user group policy_1 in WebvFn
welvpn.

[~ Clientless Mode

Configure predefined LURL links In the portal page for Intranet Websites and Web
enabled applicalions such as Micrasof Ofice Ouliook e-fiail,

[ iThin Cllent (Port Forwarding)i

Allows wsers to run client applications on their PCs and securely connectio seners in
corporate network.

[ '55L VPM Client (Full Tunnel)

Installs the WabWPM VPN Client application on client PC. The Cliant PC will becoma
part ofthe corporale network,

™ Cisoo Secure Desktop
Installs Cisco Secure Deskiop on client PC.
[ Common Internet Flle System (CIFS)

Enahled users to browse and access files in their Windows software-based sernsers in
the corporate netwark

I~ Mative Citrix Support
Enables usersto use a Chirk setver sacuraly using ¥eb VPR,

thaﬂ:l Nm:t:-| Finish E G:ancell Help I
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WebVPH Wizard @

WebVPN Wizard

Thin Client (Port Forwarding)

Thit client enabled WebyPN users to run cliant applications on thelr PCs and connect to
serers in corporate network, For example elients could run an amail client application on a
public PC that connects to an e-mail (MAP, SMTP) sender on the corporate netwark

Specify the serners and port numbers of applications you want WehVPR users 1o have
ACCEEE 10,

Server Port Fort on Client PC Descriplion Add... |
172.22.1.30 23 2001 Foutert Edit..
; 172.221.10 22 3003 Router? 55H
. Delate |
Add Port Forwarding Server H

Server IP Address: |172.22.1.20
Sepsar porl on which

; 110

senice is listening:

IF address ol your SMTP
Fort on Client PC: 3002 Learn mare.

Description: |Pap3 Email

GK%J Cancel |  Help |

:Etatkl Nm:t:-| Fimish I G:ant:ﬂll Help I

T 29okg 0|2] 21 Finish(OH2!) > OK(&2l) > Save(XE)E 2 =IghLict



Summary of the Configuration

WebVPN Senice Name  :webwvpn
WebVPHN Policy Name - policy_1

Thin Client {Port Forwarding)
Servers Exposed to Users: 17222 1 50025 172 22 130023 172 22 1 10022 172 22 1 2011

<] . o

DS s not enabled onyvour router, As some WebVPR services require DS (0 work, itis
{':::: % recommended that you enable DMS.

<Back | 1ot | Finfgh | [Cancai} Help

SDM T/ A1t

ausnml-3825-01

Building configuration...

Current configuration : 4343 bytes

|

! Last configuration change at 15:55:38 UTC Thu Jul 27
2006 by ausnml

! NVRAM config last updated at 21:30:03 UTC Wed Jul 26
2006 by ausnml

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

|

hostname ausnml-3825-01

!

boot-start-marker

boot system flash c3825-adventerprisek9-mz.124-9.T.bin
boot-end-marker

!

no logging buffered

enable secret 5 $1$KbIu$508gKYAVpWvyvIrYbrJLi/




aaa new-model

aaa authentication login default local

aaa authentication login sdm_vpn_xauth _ml_1 local
aaa authentication login sdm_vpn_xauth_ml_2 local
aaa authorization exec default local

aaa session-id common

!

resource policy

!

ip cef

!

ip domain name cisco.com

!

voice-card 0

no dspfarm

!--- Self-Signed Certificate Information crypto pki
trustpoint ausnml-3825-01_Certificate enrollment
selfsigned serial-number none ip-address none
revocation-check crl rsakeypair ausnml-3825-
0l_Certificate_RSAKey 1024 ! crypto pki certificate
chain ausnml-3825-01_Certificate certificate self-signed
02 30820240 30820129 A0030201 02020102 300D0609 2A864886
F70D0101 04050030 !—-===--—-——----mmmm———— I-—- cut for
brevity quit ! username ausnml privilege 15 password 7
15071F5A5D292421 username fallback privilege 15 password
7 08345818501A0A12 username austin privilege 15 secret 5
$1$3xFvSWOYUsKDxladDe.cVQF2EiQ0 username sales_userl
privilege 5 secret 5 $1$2/SXSepdfsCpodeyKaRji2mIkX/
username admin0321 privilege 15 secret 5
$1$FxzGScQUIeUpBWgZ.scSzOt8Rol ! interface
GigabitEthernet0/0 ip address 192.168.0.37 255.255.255.0

duplex auto speed auto media-type rj45 ! interface
GigabitEthernet0/1 ip address 172.22.1.151 255.255.255.0
duplex auto speed auto media-type rj45 ! ip route

0.0.0.0 0.0.0.0 172.22.1.1 ! ip http server ip http
authentication local ip http secure-server ip http
timeout-policy idle 600 life 86400 requests 100 !
control-plane ! line con 0 stopbits 1 line aux 0
stopbits 1 line vty 0 4 exec-timeout 40 0 privilege
level 15 password 7 071A351A170A1600 transport input
telnet ssh line vty 5 15 exec-timeout 40 0 password 7
001107505D580403 transport input telnet ssh ! scheduler
allocate 20000 1000 !--- the WebVPN Gateway webvpn
gateway gateway_ 1 ip address 192.168.0.37 port 443 http-
redirect port 80 ssl trustpoint ausnml-3825-
0l_Certificate inservice !--- the WebVPN Context webvpn
context webvpn title-color #CCCC66 secondary-color white
text-color black ssl authenticate verify all !/---
resources available to the thin-client port-forward
"portforward_list_1" local-port 3002 remote-server
"172.22.1.20" remote-port 110 description "Pop3 Email"
local-port 3001 remote-server "172.22.1.30" remote-port
23 description "Routerl" local-port 3000 remote-server
"172.22.1.50" remote-port 25 description "Email" local-
port 3003 remote-server "172.22.1.10" remote-port 22
description "Router2 SSH" !--- the group policy policy
group policy_1 port-forward "portforward_list_1"
default-group-policy policy_ 1 aaa authentication list
sdm_vpn_xauth _ml_2 gateway gateway_1l domain webvpn max-
users 2 inservice ! end
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