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* FXOS(Firepower eXtensible Operating System)
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& Warning 0
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Troubleshooting Options

Please select the data to include:

o All Data

. i Snort Performance and Configuration
.;F. Hardware Performance and Logs
,,}, System Configuration, Policy, and Logs
,,}, Detection Configuration, Policy, and Logs
.;F. Interface and Network Related Data
,,}, Discovery, Awareness, VDB Data, and Logs
.,}. Upgrade Data and Logs
« All Database Data
o All Log Data
.,}. Metwork Map Information

Mote: This may take several minutes.
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Troubleshooting Options X

Please select the data to include:
All Data

Snort Performance and Configuration
Hardware Performance and Logs

System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data

® Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs

All Database Data

All Leg Data

M Metwork Map Information

Deployment Logs

i This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks,
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It can take up to 1 hour to generate the

troubleshooting file depending on the device
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Troubleshoot

See Task List
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Task List

] ; Delete all finished tasks
B total 1 runnimg 0 completed 0 fallures = = =
Mamae Start Time End Time Status
Troubleshoot 18 Au
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08:19 AM @& Task execution started

40| &t 2 £ completed BY Task List.

Task List

. - Dhalete all finishad tasks
& total 0 nunning 1 completed 0 fallures = ’

Name Start Time End Time Status Actions
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Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED

Troubleshoot

Aug 18 2020, 09:19 am

RE-REQUEST FILE TO BE CREATED
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<#root>
admin@FMC: ~$

sudo sf_troubl eshoot. pl

Starting /usr/local/sf/bin/sf_troubleshoot.pl...
Please, be patient. This may take several minutes.
Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz
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<#root>
>

syst em gener at e-t r oubl eshoot al

Starting /usr/local/sf/bin/sf_troubleshoot.pl...

Please, be patient. This may take several minutes.

The troubleshoot option code specified is ALL.

Troubleshoot information successfully created at /var/common/xxxxxx.tar.gz

FXOS(Firepower eXtensible Operating System)

E81E D E0|M ASAE A8 5t= firepower 4100/9300 2! Firepower 2100

firepower eXtensible 2 MA|(FXOS)MM &Y X i E LS 7tX2 = UsLCH oUS A
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FXOS CLIOIM Tt S ddstedd Ohs BAHIE AL -y LICH

« FX0S 2.7 O|™ {9 firepower 4100 2! 9300:

<{froot>

FP4150#



connect | ocal - ngnt

FPr4150(1ocal-mgmt)#

show t ech-support fprm detai
Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 1)

A1l tech-support subsystem tasks are completed (Total: 1[received]/1[expected])

The detailed tech-support information is located at workspace:///techsupport/20170116170843_FP4150_FPRM

FP4150(Tocal-mgmt)#

Ol form 7| = Firepower E231 & ZtE2|E QI8 EX| ol 2 TS HEELICH DIEIHXIZ, AJAH]
2 MAl A 2ot =0 24| off 2 IS dde T J&LICH

<#root>
FP4150(Tocal-mgmt)#
show t ech-support ?

chassis Chassis
fprm Firepower Platform Management
module Security Module

« Firepower 4100 2! 9300(FXOS H{%1 2.7 O|4}):

<tfroot>
FP4150#

connect | ocal - mgnt

FP4150(Tocal-mgmt)#

show t ech-support fprm detail

WARNING:

show t ech-support fprmdetail command is deprecated



Pl ease use show tech-support chassis 1 detail command i nstead.

FXOS %1 2.7 O|& 0l ME form 4| sl 2 Tt U0l MA| EA| ol 2 Tt ol Z e x|of U&LICH

<#root>
FP4150(Tocal-mgmt)#

show t ech-support chassis 1 detai

Initiating tech-support information task on FABRIC A ...

- Z31E 2 E0A ASAE A& St= firepower 2100:

fpr-2120#

connect | ocal - mgnt

fpr-2120 (local-mgmt)#

show t ech- support ?

fprm FPRM

fpr-2120 (local-mgmt)#
show t ech-support fprm detail
fpr-2120_FPRM

The showtechsupport file will be located at workspace:/techsupport/20221212103515_ fpr-2120_FPRM. tar.gz
Initiating tech-support information task on FABRIC A ...

<#root>
FP4150(Tocal-mgmt)#

dir workspace:/techsupport

1 9912320 Jan 16 17:10:07 2012 20170116170843_FP4150_FPRM. tar



Usage for workspace://
4032679936 bytes total
43540480 bytes used

3784286208 bytes free

FP4150(Tocal-mgmt)#

Firepower 1000/2100 & FTDE A+& 3= Secure Firewall 3100

FXOS Had Moj 42524 CLISHO| A connect fxos &I At EHL|CT.

<ffroot>

>

connect fxos

local-mgmt B Adof|l 345t EX siiE oS HGELIct

<#root>
fpri1150#

connect | ocal - mgnt

fpr1150(local-mgmt)#

show t ech-support fprm detai

fpr1150.abb.local_FPRM
The showtechsupport file will be located at

wor kspace: / t echsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
WARNING: *** /mnt/disk0/smart-log/ is missing *¥¥*

WARNING: /tmp/softraid_env.xml is missing
WARNING: /tmp/nvme_build.log is missing **%*
WARNING: /tmp/sed_build.log is missing ***

WARNING: *** /opt/cisco/platform/logs/QAT is missing ***
Completed initiating tech-support subsystem tasks (Total: 0)

fpr1150(local-mgmt)#

di r workspace:/techsupport/

1 5776262 Dec 12 09:14:15 2022 20221212091405_fprll50.abb.local_FPRM.tar.gz



Usage for workspace://
159926181888 bytes total
16198488064 bytes used
143727693824 bytes free

24 ol 2 TS A Mol SAFELICH

<#root>
fpr1150(local-mgmt)#
copy workspace:/techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

Firepower 1000/2100 &/ Secure Firewall 3100(01Z2I0|HA 2 E0{A{ ASA AFR)

FXOS ZEE EolgL|Ct.

<#root>
ciscoasa#

show f xos node

Mode is currently set to appliance

FXOS &3 Moj 24Z245t24™H connect fxosadmin B S AL &HL|C},

<tfroot>

ciscoasa#

connect fxos adm n

Configuring session.

Connecting to FXOS.



~ X1 s HAEIAE B E 0| AE connect fxos admin HEE A|AE =
k=2
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<#root>
firepower-2130#

connect | ocal - mgnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-2130(local-mgmt)#

show t ech-support fprm det ai

firepower-2130_FPRM
The showtechsupport file will be located at

wor kspace: /t echsupport/20221212093206_firepower-2130_FPRM tar. gz

Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 0)
firepower-2130(local-mgmt)#

dir workspace:/techsupport/

1 6902474 Dec 12 09:32:12 2022 20221212093206_f1irepower-2130_FPRM. tar.gz
Usage for workspace://

167921864704 bytes total

318324736 bytes used

167603539968 bytes free

<#root>
firepower-2130(local-mgmt)#

exit

firepower-2130#

exit

Connection with FXOS terminated.
Type help or '?' for a list of available commands.
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ciscoasa#

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1repower-2130_FPRM. tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)

24 ol 2 TS A Mol SAFELICH

<{froot>

ciscoasa#

copy di sk0:/fxos/20221212093206_f i r epower-2130_FPRM tar.gz ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

CLIZ X siZ ot SAt

FXOSOIM HFEZ IUE SAtst7| ™o Chs & 52 st A AL,

- ZH AFE YEH2 LRE ZE ZEE Sl S0{2= HES +EEYLICE ol& S0,
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<ffroot>

admin@FMC: ~$



sudo scp troubl eshoot _fil e_nane username@lesti nati on_host:

destinati on_f ol der

Firepower & x|

2 1A U = ALstE{™ Firepower ClHFO|A & 74 BE|E|E ClHIO|A0f O] B S l24%

<tfroot>
>

file secure-copy hostname usernane destination_fol der troubl eshoot file

N &1 0] HOIAE hostname 2 CHAL 174 B AE Q| O|F = P ZAZ LIEFALICH username &
A SAEN U AHERI2| O|ES XIHE |-—|E|' destination_folder T2 SAEO| CHA BZRE x|
A48l 1 troubleshoot file TS E 24 22X sHZ U XA eL|Ct.

FXOS(Firepower eXtensible Operating System)
ZSHE D olM ASAE AHE 5= firepower 4100/9300 & Firepower 2100
FXOS(Firepower eXtensible Operating System)0il X 24| S22 U2 242 HAFEZE SAStEAH

Firepower O{Z 20| A0 Ct S BHES A=-AFLIC.

<#root>
FP4150(Tocal-mgmt)#

copy workspace:/techsupport/fil enane scp://usernane@ paddr ess

Firepower 1000/2100 2! FTDE A& 35t= Secure Firewall 3100

FXOS a3 Moj 948524 CLISHO| A connect fxos &I At EFL|Ct.

<ttroot>

>

connect fxos

local-mgmt BZ0i| 125t 22Xl sHZ mtUS | Mol SAHEFLICEH



<ffroot>
fprl1l50#

connect | ocal - ngnt

fpr1150(Tocal-mgmt)#
copy workspace:/techsupport/20221212091405_f pr 1150. abb. | ocal _FPRM tar. gz

?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

Firepower 1000/2100 & Secure Firewall 3100(01Z2I0|HA 2 E0{A{ ASA AFHR)

ASA 2&£0|M X sl 2 ItUE SAHE + U&LICH

<tfroot>

ciscoasa#

dir flash:/fxos

Directory of disk0:/fxos/

297718806 -rw- 6902474 09:32:12 Dec 12 2022 20221212093206_f1repower-2130_FPRM. tar.gz
1 file(s) total size: 6902474 bytes

21475885056 bytes total (21212692480 bytes free/98% free)

A 37 TS 2 Mol ZARErLIC
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<#root>
ciscoasa#

copy di sk0:/fxos/20221212093206_f i r epower-2130_FPRM tar.gz ?

cluster: Copy to cluster: file system
diskO: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration



scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration

system: Copy to system: file system

tftp: Copy to tftp: file system
HIC|2

Firepower 4100 2! 93000{| A1 FXOS show tech-support I}

£ MA5e4™ Firepower 4100 2!
930001l A FXOS show tech-support It MAS FHFTFHAAIL.
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