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configure terminal
username < user string > password < password > privilege < level number >
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ciscoasa# configure terminal
ciscoasa(config)# username csm-user password ciscol23 privilege 15
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configure terminal
http server enable
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configure terminal
http < hostname > < netmask > < interface name >
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ciscoasa# configure terminal
ciscoasa(config)# http 0.0.0.0 0.0.0.0 outside
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€Y 404 Not Found
0 Not secure  Rips//10.8.4.11/admin/public/index.htmil
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404 Not Found

The requested URL /admin/public/index html was not found on this server.
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Cisco Security Manager
Version 4.28.0
I Server Name |WIN-A7]U18QCA72 v r
Username |admin |
' Password (essssssesce |
o "D&fﬂuﬁ View |Uf Dashboard v
Login Help '

@ 2023 Cleoo Systems, Inc. Clsco, Clsoo Systems and Clsco logo are reglstered tradermarks of C1soo Systems, Inc. and/or 'Illhll.l
Its affillates In the U.5. and certaln other countries. CISCO
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& Cisco Security Manager - Dashboard - admin Connected to ‘WIN-ATI18CCATY - m} x
File Launch Help
Users admin Servers WIN-ATJUTBQCAT
3 Cisco Security Manager .
il | @ confguration Manager | ) Event Viewer | gl Health and Perto. Wendtor | Wil inage Manager | GgE Repert Manager |
7 Summary x| Fwewal | IS | o & show Widgets @)

Device Health Summary 2 Top Signatures Top Malware Sites

Group by Category = |Q Type to Search Signatures Lsst24Hows ~ | | IP Address Last 24 Hours =
¥, Device Not Reachable

W interface Down

o Overall Device Health Alerts
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37, Devices(C|HFO|A) > New Device(Af C|HFO|A)2 O|S & LICH

@ Cisco Security Manager - Cenfiguration Manager - admin Connected te "WIN-ATJIU8QCATZ' = a x
File | Edit View Policy Map Manage Teols Tickets Launch Help Mo Open Tickets il
M CE... I+ a < E b R [R B T = 3 [ T ——— cisco
| NewDevice Nl @ E0ROERRPR AL ABRGOGLS O O Seorch Al Cotegores
Clone Device.., ;
Delete Device(s)... ralth and Performance Monitor Deployment Hanager Device State
Cirles P Critical 0 © warning:0 @ Nermal 0 @ Far0 O Penging 0 O Pass:0 © Criticat 0 © Warning: 0 @ Normat: 0
Import... = B E % Ee i @ Last Update Time: 30 Jan 2024 12:46 PMPST | 3
Export > =
Filtar: (— none —) QO Type to Seardh
Deploy...
Display Name Managed Monitored Alerts Connection  State  Deployment  Additonal Information IP Address Host.Domain Targ
Edit Device Groups...
Mew Device Group...
Add Devices to Group...
Ctrl«P
Exit... Ctrl=Q
Policies
® -no device selected -
< >

cav Hx|ze oM zHE| &}

47| st Aotol et T AE g SFsts 7t Mg MEIELICH FEE ASATHHIES|F o] 0]0] MHE|o /2 E 0] of
o| %|4to| M2 Add Device From Network(Ul| EQ 30| A C|H}O|A 37H 9t Next(CHS)S S2IgtL|C}.



Ea Mew Device - Choose Methaod (Step 1 of ...)
P

Please choose how you would like to add the device:

{®) Add Device From Network
When you add a device that is live on the network, Cisco Security Manager makes a secure

connection with the device and discovers its identifying information and properties,

() Add from Configuration File(s)
You can add one or more device configurations from multiple files. When you add a device using its

configuration file, Cisco Security Manager discovers the device's identifying information, properties

and paolicies from the file.

() Add New Device
You can add a device that is not yet on the network by spedfying the device's identifying

information and credentials.

() Add Device From File
‘You can add devices from an inventory file that is in the C5V (comma-separated values) format

used by Cisco Security Manager, CiscoWorks Common Services DCR, or CS-MARS

Back Finish Cancel Help

olo|E& 2t #fLich 2% ChE Next(CHZ)E S 2IF L

1N

-
(1
e

ClHtO|A F7+ &Y
A Yol met 2t

5EFA|. Secure Firewall ASAS| ZAx|agj|o|M 2! Z



@ Mew Device - Device Information (Step 2 of 4)

Identity
Static
Host Name: cscoasa
Domain Mame:
IP Address: 10.8.4.11
Display Mame: = ciscoasa
05 Type:® ASA v | O
Transport Protocol: HTTPS
[] System Context

Discover Device Settings

-

Perform Device Discovery

Discover: Polices and Inventory |

Platform Settings
Firewall Policies
MAT Policies

IPS Policies
[[] RA VPN Policies

Discover Policies for Security Contexts

Back Finish Cancel Help
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@ Mew Device - Device Credentials (Step 3 of 4)

Primary Credentials

Username: csm-user
Password:™* LTI T Confirm:* esssssenene
Enable Password: sessnene Confirm:* sessssse

HTTP Credentials
Use Primary Credentials

HTTP Part: g0

HTTPS Port: 443 Use Default

IPS RDEP Mode: Use Default (HTTPS) e

Certificate Common Mame: Confirm:
RX-Boot Mode. .. SMNMP...

Back Finish Cancel Help
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@ Mew Device - Device Grouping (Step 4 of 4)

Select the groups that this device belongs to:

Department: Mone
Location: MNone
test: Mone

[] et Values as Default

Back Mext Cancel Help
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Select the groups that this device belongs to:

Depariment: Mone
Location: Mone
test: Mone
[ set Values as Default
*

Ticket Required

‘You must have an editable ticket opened in order to perform this action. You may:

Create a new ticket:
Ticket: admin_30.Jan.2024_13.20.26

Description:

Back MNext Cancel Help
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Discovery Status

Status: Discovery completed with warnings
Devices to be discovered: 1
Devices discovered successfully: 1
Devices discovered with errors: 0

Discovery Details

Type Mame Sewverity State Discovered From

Discovery Completed with Warnings  Live Device

Description

Messages Severity Policy discovery does not suppart the following CLI in your configuration: A

CLI not discovered

Line S:service-module 0 keepalive-timeout 4

e o Line &:service-module 0 keepalive-counter &
Existing policy objects reused Line 8:license smart
o Line 12:no mac-address auto
Value overrides created for device o Line 50:no falover wait-disable
S Line 55:no asdm history enable
Policies discovered o Line 57:no arp permit-nonconnected W
Add Device Successful o Action

If you wish to manage these commands in CS Manager, please use the "Flex Config” function

Generate Report Abort Close Help
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@ Cisco Security Manager - Configuration Manager - admin Connected to "WIN-ATIU1BQCAT2' - Ticket: admin_30Jan.2024_13.20.26 - =] X

File Edit View Policy Map Manage Tools Tickets Lsunch Help admin_30.Jan, 2024_,.. [;._|¢ il
S Device | |5 Mop [DlPobey ElPobybnde @ G (I B O GO SRR LB L I A REO GG S O Y, Search Al Cotegories £isco
Devices 4 @ || Devke: ciscoasa Foicy: Interfaces

= - Policy Assigned: -- local -- Assigned To: local device
Flter: |- none — = Interfaces | Bridge Groups |
(=9 Department Interface™ " ) fac ¢ " n
| & Location nter Name Status SeaurityL... IP Address VLANID Secondar... Type Interface... Member of  MTU RouteMap  PathMori... PolicyRo... Description
| 5 test GigabitEthe, ., outside Enabled ] 10.8.... Fhysical Int, . Al-Interfac... 1500
By GigabitEthe. .. Dizabled Physical Int. ..

& o GigabitEthe. . Disabed Physical Int..

Managemen. . management Enabled [] Physical Int... Al-Interfaces 1500

Paolicies
- Firewall

L] aaa Rues (Urified)
7 Access Rules (Unified)
JEJ tnepection Rules (Unified)
7] Botnet Traffic Fiter Rules
[3-Settings

[ Transparent Rules
] Web Fiter Rudes

[ AT

7] Site to Site VPN
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debug http
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ciscoasa# debug http debug http enabled at Tevel 1. ciscoasa# HTTP: processing handoff to Tegacy admin
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