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» Cisco SMA(Security Management Appliance)
» Cisco ESA(Email Security Appliance)
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Message Tracking Data Availability
W Prntable POF

Segurtty Apphance Crata Range
Status 1P Address Drescriplion From = To
0K 192 168.235.65 YAOHRP-ESA-BBOGE 1S Jul 2020 18236 (GHMT +02:00) 14 Feb 2023 08:52 (GMHT +01:00)
0K 192.168.23%5.64 YHOIRP-ES&-AADDL §S Jul 2020 18236 (GMT +02:0:0) I4 Feb 2023 08:52 (GMT +01:00)
nearall: 15 Jull 2020 18:36 (GMT +02:00) 14 Feb 1023 08:52 (GMT +01:00)

Mimging Data Intorvals

[P Addiress
192.168.235.64

192.168.235-64

152.168.335.6%

Security Applance

Descrepleon
VECIRP-ESA-AAT0E
VEDIRPESA-AA00E

VECIRP-ESA-BEOD]

Firoam

I4 Feb 2023 02:01 (GMT +01:
14 Falb 2023 07:40 (GHT +01:

I3 Feb 20232 17:37 (GMT +01:

192.1668.235.65 WEMRP-EFA-BEDD] i< Fab 2023 05:49 (GMT +01:00) 14 Fab 3023 06:53 (GHT +01:00)
192,168, 255.64 WEOIRP-ESA-ARMI i< Felb 2023 05:16 (GMT +01:00) 14 Fab 2023 05:19 (GHT +01:00)
1%2.168.235.65 WXOIRP-ESA-BBOO] 14 Fab 20273 0<4:28 (GHT +02:04) 14 Feb 2023 0:31 (GHT +01:00)
1%2,168.235.65 VXOIRP-ESA-BBOOI 14 Feb 20273 03:46 (GMT +00:00) 14 Feb 2023 03:49 (GHT +01:00)
152,168, 235.65 VEDIRP-ESA-BEO0] 14 Feb 2023 02:07 (GMT +01:00) . 14 Feb 2023 02:10 (GHT +01:00)
192,168, 23564 VEOIRP-ESA-AA001 E3 Feb 2023 23:16 (GMT +00:00) . 13 Feb 2023 23:19 (GHT +00:00)
152,168, 23564 VEDIRP-ESA-AA001 13 Feb 2023 230:16 (GMT +01:00) 13 Feb 2023 20:19 (GHT +001:00)

Ibems Displayed | 10~ || All Emad Apphiances + |
Misnrg Dota Range

T
14 Feb 2023 0B:08 (GHT +01:00)
14 Feb 2023 0743 (GHT +01:00)

13 Feb 2022 17:40 (GHT +01:00)
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1EH7|. ESA trackerd_logs £ 24
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grep "172.16.200.12" trackerd.current | tail

Wed Mar 8 22:07:36 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:12:03 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:14:28 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:16:53 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:19:19 2023 Info: Tracking parser moved /data/log/tracking/172.
Wed Mar 8 22:23:48 2023 Info: Tracking parser moved /data/log/tracking/172.

27| SMA trackerd_logs £
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/data/pub/trackerd_Tog on SMA - filtered only for ESA 192.168.235.64

Mon Feb 13 20:11:06 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 20:15:18 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 20:17:26 2023 Info: Tracking parser moved /data/log/tracking/192.

tracking.@20230213T1916317_20230213T191931Z.s.9z - the file 1is missing

Mon Feb 13 20:23:40 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 20:25:51 2023 Info: Tracking parser moved /data/log/tracking/192.

Mon Feb 13 23:15:20 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 23:17:27 2023 Info: Tracking parser moved /data/log/tracking/192.

tracking.@20230213T72216327_20230213T221932Z.s.9z - the file 1is missing

Mon Feb 13 23:23:42 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 23:25:52 2023 Info: Tracking parser moved /data/log/tracking/192.
Mon Feb 13 23:30:04 2023 Info: Tracking parser moved /data/log/tracking/192.

168.235.
168.235.

168.235
-- this

168.235.

168.235

168.235

168.235.

-- this
168.235

168.235.
168.235.

64/tracking.@202302
64/tracking.@202302
.64/tracking.@202302
1ine 1is manually ad
64/tracking.@202302
.64/tracking.@202302

.64/tracking.@202302
64/tracking.@202302
1ine 1is manually ad
.64/tracking.@202302
64/tracking.@202302
64/tracking.@202302

...... Log examples for two missed files can be considered satisfactory. Omitted logs for other files t

In Summary, Missing file examples on SMA from ESA 192.168.235.64:
tracking.@20230213T191631Z7_20230213T191931Z.s.9z

tracking.@20230213T2216327_20230213T2219327.s.9z
tracking.@20230214T041633Z7_20230214T041933Z.5s.9z
tracking.@20230214T0640347_20230214T0643347Z.s.9z
tracking.@20230214T070134Z_20230214T070434Z.s.9z



3EHA|. smaduser 2] £ A4

Ct& BAH= ESAQ| /data/publ/cli_logs/Ol A SMA smad S2F& &Qlst= ZdLCt.

oM 2128t CHE smadE /data/pub/export/tracking(ls -AF)0{| M ESAS| Tt g &Ql5t 1 m(scp -
f/.../tracking.*.s.gz)2 S A8 C}S SSH HMAE S3H smaduserZt O] ZH(rm
/../tracking.*.s.gz)= M|7{& L|C}.

O| EFAIIMH= F SMA(IP: 172.24.81.94)7F ESA0] @1Z235t04 & SMA O|Tof ZiY S CIREESHD
N 746t

= 750} CHE SMA(IP: 192.168.251.92)7F Q= Zdo = #QIg|9i& L ).

7|2 SMA7} CIEEE2|(Is -AF)| A IS =1 I 192.168.251.92 smaduser0i 2|3H o|0| A|7{El
oS

T 2O ME2 OhEn 24Ut

£ & &LUch

for file tracking.@202302137T1916317_20230213T191931Z.s.9z

grep -i "tracking.@20230213T1916317_2023021371919317.s.9z" cli.current (missing file on SMA)

Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon

for

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

13 20:19:29 2023 Info: PID 51423: User smaduser login from 172.24.81.94 on 192.168.235.64

13 20:19:29 2023 Info: PID 51423: User smaduser executed batch command: 'ls -AF /export/trackin
13 20:19:29 2023 Info: PID 51423: User smaduser logged out of Command Line Interface using SSH
13 20:19:32 2023 Info: PID 51485: User smaduser login from 192.168.251.92 on 192.168.235.64

13 20:19:32 2023 Info: PID 51485: User smaduser executed batch command: 'ls -AF /export/trackin
13 20:19:32 2023 Info: PID 51485: User smaduser logged out of Command Line Interface using SSH
13 20:19:35 2023 Info: PID 51541: User smaduser login from 192.168.251.92 on 192.168.235.64

13 20:19:35 2023 Info: PID 51541: User smaduser executed batch command: 'scp -f /export/trackin
13 20:19:38 2023 Info: PID 51599: User smaduser login from 192.168.251.92 on 192.168.235.64

13 20:19:38 2023 Info: PID 51599: User smaduser executed batch command: 'rm /export/tracking/tr
13 20:19:39 2023 Info: PID 51599: User smaduser logged out of Command Line Interface using SSH

file tracking.@20230213T221632Z_20230213T221932Z.s.9z

grep -i "tracking.@20230213T2216327_20230213T221932Z.s.9z" cli.current

Mon
Mon
Mon
Mon
Mon
Mon
Mon

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

13 23:19:33 2023 Info: PID 19143: User smaduser login from 192.168.251.92 on 192.168.235.64

13 23:19:33 2023 Info: PID 19143: User smaduser executed batch command: 'ls -AF /export/trackin
13 23:19:33 2023 Info: PID 19143: User smaduser logged out of Command Line Interface using SSH
13 23:19:37 2023 Info: PID 19231: User smaduser login from 192.168.251.92 on 192.168.235.64

13 23:19:37 2023 Info: PID 19231: User smaduser executed batch command: 'scp -f /export/trackin
13 23:19:40 2023 Info: PID 19339: User smaduser login from 192.168.251.92 on 192.168.235.64

13 23:19:40 2023 Info: PID 19339: User smaduser executed batch command: 'rm /export/tracking/tr
13 23:19:40 2023 Info: PID 19339: User smaduser logged out of Command Line Interface using SSH

Log examples for two missed files can be considered satisfactory. Omitted logs for other files t
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