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1Et7H|. System Administration(A|AE] Zt2]) > Log Subscriptions(21 ME
2CHAL otzto|EE 2O MEA I EIMO| Rollover(E2H) &oilM 2*°|EF%
ol2t2 MEHSlod ZE MEAIZIMS MEHSH |C}.
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Log Subscriptions

Configured Log Subscriptions

Add Log Subscription... ]
All
Rollover
Log Name Type Log Files Interval Rollover Deanonymization Delete
accesslogs Access Logs accesslogs None O @
amp_logs AMP Engine Logs amp_Llogs None O 7]
scpal Access Logs SCP (10.48.48.195:22) None 7]
shd_logs SHD Logs shd_logs None 3 ]
sl_usercountd_logs SL Usercount Logs  s1_usercountd_logs None O @
smartlicense Smartlicense Logs smartlicense None O &
snmp_logs SNMP Logs Sr‘lll'lp_lOgS None O ﬂ
sntpd_logs NTP Logs sntpd_Llogs None O 7|
sophos_logs Sophos Logs sophos_logs None O 7]
sse_connectord_logs gisrgg:”;';t:r sse_connectord_logs None O |
status Status Logs status None ] 7]
system_logs System Logs system_logs None O 7]
trafmon_errlogs I;ZTC Monitor Error | + -5 fmon_errlogs None O @
trafmonlogs Traffic Monitor Logs  trafmonlogs None O 0]
uds_logs UDS Logs uds_logs None 0 7]
umbrella_client_logs | Umbrella Client Logs umbrella_client_logs None O 7]
updater_logs Updater Logs updater_logs None O &
upgrade_logs Upgrade Logs upgrade_logs None )] 7]
wbnp_logs WENP Logs wbnp_logs None O ]
webcat_logs Eegbs Categorization  apcat_logs None O @
webrootlogs Webroot Logs webrootlogs None 0O 7
webtapd_logs Webtapd Logs webtapd_logs None O 7]
Welcome Page
welcomeack_logs fg;:owledgement welcomeack_logs None O 7]
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System Administration

Policy Trace
Alerts

Return Addresses
SSL Configuration
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Network Access

I System Time I
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Configuration
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https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
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Port 22
#AddressFamily any
ListenAddress 0.0.0.0

25EHA|. 2t E9| A|ZF B Eo0f #2 F7135+04 %programdata%\ssh\sshd_config It 20 C}S & &
=2 EAlgLcH

# Match Group administrators
# AuthorizedKeysFile __PROGRAMDATA__/ssh/administrators_authorized_keys

26 EHA|(MEH AL %programdata%\ssh\sshd_config0i| A Strict ModeE T &l &L} 7I%"—".9§ o]
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StrictModes No
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PubkeyAuthentication yes
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Ln1, Col 1

HGaYmIVYfiexIF « -
rSNYoB+VEnDek

# Quick access
B Desktop
¥ Dowmloads

| Documnents

TY1XotT2yImUNG

= Pictures
«s5h
b Music
B Videos
@& OneDrive
[ This PC

¥ Network

100%  Windows (CRLF) UTF-3 3 itemns

1item selected

ss5h

Share View

H\Lsers\wsascpl.ss

authonized_keys
id_rsa

d_rsa.pub

o
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29EHA|. #E|XF HEHEEIXIE A&)2 2 PowerShelloll A "OpenSSH Authentication Agent"&
ShghLct.

Set-Service -Name ssh-agent -StartupType 'Automatic'

Start-Service ssh-agent



PS C:\WINDOWS\system32> Set-Service ssh-agent
PS C:\WINDOWS\system32> Start-Service ssh-agent

PS C:\WINDOWS\system32> _

0|0|X| - Enable Open SSH Authentication Agent

30EHA|(MEH AL 7| 8 E 518 35H24H %programdata%\ssh\sshd_configoll O] && F7}+&HL|C}.

PubkeyAcceptedKeyTypes ssh-ed25519-cert-v0l@openssh.com,ssh-rsa-cert-v0l@openssh.com,ssh-ed25519,ssh-rs

31EHA. SSH MH|AE CFA| A|RFEFLICH PowerShelloll M 2 2|AF HEH ZEIXIZ Ao Z o] HH
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restart-Service -Name sshd

32CHAH| SCP F A7t S2HIEA FHEUR=X| HAESE{H FHE 208 EQHELICE GUI E=
CLI(rollovernow BE)0MH ELQHE = JU&LICEH

WSA_CLI> rollovernow scpal



Z1: 0| ool 221 0|2 "scpal"LILCt.

237t HolEl Z2(0] ool M= c:/Users/wsascp/wsa01)0ll SALE|AR = X| & QIE &
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2CHA| ZHE|XF HEte 2 BE T E X E W7|( Run as Administrator )
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mk1link /d c:\users\wsascp\wsaOl D:\WSA_Logs\WSAO1
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1. CLI > displayalerts

2. System_logs

£t 1: system_logsE 91224M CLIOIM grep B AF2 3t system_logset 9173
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https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink
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Microsoft Event Viewer2| Applications and Services Logs(OHZ Z|710|MH 2! MH|A 271) >
OpenSSH > Operational(2 Q)M SCP Mt 23 & el2 & U&LCh

(8] Event Viewer - m] *
File Action View Help
= =@ H D

[&] Event Viewer (Local) Operational  Number of events: 273 (!) Mew events available Actions
l’ Custom Views

% Windows Logs Level Date and Time Source EventID Task Category | | Opesaticnal -
(v [ Applications and Services Logs ) 1 Information 25%18 OpenSSH 4 None i= OpenSaved Leog...
[o] Hardware Events () Information lrzfeued 42517PM OpenSSH 4 Mone ¥ Create Custom View...
@ i ; 7 '
[+] Internet Explorer ) __f,lln{mmal.mn 1/2/2024 42517 PM OpeniSH 4 Mone Import Custor View...
[+] Key Management Service (D information  1/2/2024 42517 PM OpenSSH 4 None
] Microsaft (@ Information  1/2/2024 4:24:35 PM OpensSH 4 None Clear Log...
@In‘farmalion 1/2/2024 2:24:17 PM OpenS5H 4 MNone ¥ Filter Current Log...
s | '“'d"’i" @In‘funnalmn 1/2/2024 42417 PM OpenSSH 4 None | Properties
() Information  1/2/2024 4:23:16PM OpenSSH 4 MNone Disabile L
el () Information  1/2/2024 4:23:16 PM OpenssH 4 Mone i 3
) Subscriptions (Dinformation  1/2/2024 422:16 PM OpenssH 4 None & Find.
(@ Information  1/2/2024 &22:16 PM OpenssH 4 None I save AlEvents As...
@_)In‘fomallnn 1/2/2024 42116 PM OpenSsH 4 MNone Attach 3 Task To this Log...
(@) information  1/2/2024 421:15 PM OpenSSH 4 Mone
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 MNone View +
(D information  1/2/2024 4:20:15 PM OpenSSH 4 Mone |6 Refresh
G}In‘{nrmalinn 1/2/2024 &1%15PM OpenSSH 4 None Help »
@In‘formaltnn /272024 &1%15PM Opens5SH 4 MNone
@ information  1/2/2024 41814 PM OpenssH 4 Mone Eventd, OpenSSH o
@In‘farmalion /22024 41814 PM DOpensSH 4 MNone 3 | Event Properties
@Infunnal.lun 1/2/2024 41T 4 PM OpenSSH 4 None T Attach Task To This Event...
,_G,lln‘{ozmalmn 1/2/2024 41714 BM OpenSSH 4 MNone
(A ; 1003070 AR DA Aman£sil P v| |5 Copy L
Event 4, OpenSSH % | b SaveSelected Events...
General  Details G Refresh
H Hep 13
sshd: Connection closed by 10.48,48.165 port 48702 [preauth] J
Log Name: OpenSSH/Operational
Source: Open5SH Logged: 1/2/2024 4:25:18 PM
Event ID: 4 Task Category: Hone
Level: Information Keywords:
User SYSTEM Computer: DESKTOP-MSQHP2U
OpCode: Info
More Information: nline Hely
= —
O|0[X| - AbH 15 Aluj
SAE 7| ElO| M.L_LH
—— 1 —_ =
1 =1 2=
0| 2 7= SWAO| MY E SCP MH S7H 7|7t E X =SS LIEFLICEH

°
r
]

CH=2 2 CLIQ| displayalerts £230{ M gt M5tE 27 2] 0f

02 Jan 2024 16:52:35 +0100 Log Error: Push error for subscription scpal: SCP failed to transfer to 1
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Host key verif
Last message occurred 46 times between Tue Jan 2 16:30:19 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Tost connectio
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: ssh: connect t
Last message occurred 22 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:29:18 2024.
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CHZ 2 system_logs2| 2 7F

Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t

22X E sl ZAsted SCP MM ZAEE A6t SCP 21 MEA 3 E|M 10| X|of| E0{
A

GUIO|M SCP HA MHE 2E1E ELHE{f SWA 72 -42o| 7EHAH|E & =3574L Cisco TACO| E2|5t
of A= 0| S AE F|1E NAHE = l&LCt.

AHE M8 {2 E(publickey,password, keyboard-interactive)

ol &= B0 SWAO MBE ALSX 0180l RE S| 26SS LEEbALICE

CIS 2 system_logs2| @/ 21 MEQILICI

Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

CI=S2 SCP M| 27 MZelL|Ct <SWA_IP address> ZE <TCP ZE SWA7} SCP A{r{oi| ¢4
dsle 832 E A2 X SCP



[8] Event Viewer

File Action View Help

«=| 2@ B
]g] Event Viewer (Local) | Operational MNumber of events: 212 (T} New events available
Custom Views -
o4
& Windows Logs L.ml Date and Time Source Event 1D Task Category ~| | Operational —
w |7 Applications and Services Logs (Dinformation  1/2/2024 74113 PM OpenSSH 4 MNone i Open Saved Log...
[_ | Hardware Events -;1“. Information 1/2/2024 4113 PM OpenS5H 4 Mone ¥ Create Custom View...
I @ inf i 4 T:41:1 4
[¢] Internet Explorer an nrma:!Dn 1/2/2024 TALI3PM OpenSSH None Import Customn View..
[¢] Key Management Service (i) information  1/2/2024 T:41:13 PM OpensSH 4 MNone
| Micrasoft (DInformation  1/2/2024 T:41:13PM OpenSsH 4 Mone Clear Log...
w ] OpenSSH (Dnformation  1/2/2024 74113 PM OpenSSH 4 Mone ¥ Filter Current Log...
[+1 Admin (Dinformation  1/2/2024 7:41:13 PM OpenSSH 4 Mone ] Properies
[ | Operational (Dinformation  1/2/2024 T:41:13 PM OpenssH 4 None | |
[5] Windows PowerShell = Disable Log
-1 Subseriptions Event 4, OpenSSH X |0 Find..
General | Detail bed Save All Events As...
- - Attach 2 Task To this Leg...
sshd: Imvalid user scp from 10.48.48.165 port 63177 J View »
& Refresh
H Help »
Event 4, OpenSSH -

] Event Properties
] Attach Task To This Event...
hed SaveSelected Events...

5 Copy 3
G Refresh
Log Name: OpenSSH/Operational —
EH Help b
Source: OpenS5H Logged: 172/2024 T:41:13 PM
Event ID: 4 Task Category: MNone
Level: Information Keywords:
User SYSTEM Computer: DESKTOP-MSOHP2W
OpLode: Info

More Information:  Event Leg Online Help

O|0fX| - &R E AL}

Ol QR E sfiZAstcdH HEHS HASID AIRRHE IS FAISHEE SWAOIM FAE)7F SCP A

sl ot = CIMEE[TH &L

0l 2B SWA 21 MEAIEM Mol MZE B2t a6kl 2SS LIEHLICH

Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

FHAAIL.

[o][]

Ol EX|E sHAsted™ HEHES =I5t SCP MHUM B2 262D SHIEX| =2l

03 Jan 2024 13:23:27 +0100 Log Error: Push error for subscription scp: SCP failed to transfer to 10.



44 2X|E sl 2524 SWA CLIO A telnet 23S AF&HLCE.

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: SWA_man.csico.com)
[1]> 2

Enter the remote hostname or IP address.
[1> 10.48.48.195

Enter the remote port.
[23]> 22

Trying 10.48.48.195...

O| ofloil M= 40| MHE|X| ef&LICH 3l A4 S&= 20 Z&Lch

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: rishi2Man.calo.lab)
[1]> 2

Enter the remote hostname or IP address.

[I> 10.48.48.195

Enter the remote port.

[23]> 22

Trying 10.48.48.195...
Connected to 10.48.48.195.
Escape character is 'A]'.
SSH-2.0-0penSSH_for_Windows_SCP

Eulo] 44 g x| ote A
[2] SWANIM SCP MHE S| AZ0f &st=0| U=X| & 21510 HMAE AFEHELICEH
[3] SCP MO TCP £ E 227t =4I CH7| AEHQIX| & QIErL|Ct.

[4] =7t 242 QI8 & SWA ans SCP MEHoIM THZ! Z%{E A& s



ha. Drestination Protacal Lengt stream linfa

2024-81-93 «548194 10.48.48.187 1&4!,‘8,1 Seq 1 Win=65664 Len=@

a

4 2024-81-83 548628 10.48. 48, 167 10.48. 48,195 SSHv2 n2 Client: Protocol [SSH-2.@-0penssh_7.5 FreeBsD-20178003
5 2024=01-083 13:42:47.500566 18.48.48.195 18.48. 48,187 S5HV2 87 Serwver: Protocol [55H=2. enSSH_for_Windows 8.1)
6 7024-81-03 13:42:47.590589 10.48. 48,187 10,48, 48.195 TR 54 @ 33736 - 27 [MK] 5eq=39 Ack=34 Win=65664 Len=2

7 2024-81-83 13:42:47.500801 10.48. 48, 187 10.48. 48,195 SSHv2 1118 Client: Key Exchange Init

8 2024-81-83 13:42:47.633579 10,48, 48,195 10.48. 48,187 S5Hu2 1182 Server: Key Exchange Init

9 Z024-21-93 13:47:47.633610 18.48.48.187 19,48, 48,155 TCR 54 B 32726 = 27 [ACK] Seq=1095 Ack=1882 Win=64648 Len=@
10 2024-81-03 13:42:47.635861 10.48. 48, 167 10.48. 48.195 SSHv2 102 B Clien

11 2024-81-83 13:42:47.667123 10,48, 48,195 10.48. 45,187 S5Hw2 1166 8l serve

12 2024-81-83 13: 667158 10.48. 48.187 TCR 54 L] ALK q=1143 Ack=2134 Win=645648 Lens=@
13 2024-91-03 L669319 18.48. 48,187 SSHv2 78 em

14 2024-81-03 L713518 10,48, 48,195 P 60 © 22 = 32725 [MK] Seqs2134 Ack=1159 Win=2191245 Lensd
15 2024-01-03 - T13547 10,48, 48,187 S5Hv2 L] @ Client:

16 2024-81-03 . T13981 18,48, 48,195 sSHv2 38 ® Server:

17 2024-81-03 LT13992 10,48, 48, 167 TP 54 § 32726 - 22 [MK] Seq=1203 Ack=2178 Win=65600 Lensd
18 2ed4-01-03 < T14078 10.48, 48,187 55Hw2 12 @ Client:

19 2024-01-93 729231 18.48. 48,195 S5Hv2 138 @ Server:

0 2024-81-03 .729253 18,48, 48,187 TP 54 0 32726 - 22 [ACK] Seq=1271 Ack=2254 Win=65600 Len=0
21 2024-81-03 13:42:47.729357 10.48. 48,187 55Hw2 428 @ Client:

22 Z024-01-83 13:42:47.732044 10.48.48.195 SSHw2 85 @ Server:

33 2024-81-83 13:42:47.732060 10,48, 48, 187 TP 54 ® 32726 - 22 [MCK] Seq=1643 Ack=2585 Win=65344 Len=8
34 2024-81-03 13:42:47.734405 18.48. 48.187 55Hw2 To& 0 Client:

25 2024-91-03 13:42:47.760459 18.48.48.195 19,48, 48,187 SEHV2 82 B Serwer:

o|0|x| - A= =401 9474 WHZ! ZH%

N
I

Cisco Web Security Appliance 284 Al&| X|El - Cisco

BRKSEC-3303(ciscolive)

AsyncOS 14.5 for Cisco Secure Web Appliance - GD(General Deployment) - 9173, A x| & 74
[Cisco Secure Web Appliance] AF2 A3 A - Cisco

Windows& OpenSSH A|Z517]| | Microsoft Learn

Windows0lA SSH &7l 7| 218 74 | Windows OS 3{E (woshub.com)

Windows& OpenSSH2| 7| 7|t @15 | Microsoft Learn



https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
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