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SWA_CLI> dnsconfig

Choose the operation you want to perform:

- NEW - Add a new server.

EDIT - Edit a server.

DELETE - Remove a server.

SETUP - Configure general settings.

- SEARCH - Configure DNS domain search 1ist.
[1> SETUP

Enter the minimum TTL in seconds for DNS cache.
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1 60

2 5,45

3 5,10, 45

4 1,3, 11,45

5 1, 3,11, 45,1

6 1,3,11,45,1, 1
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Hostname Default PAC File for "Get/” Request through Proxy Port

Select a PAC File,,, v
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_0101.html?bookSearch=true#id_81819

Transparent authentication packet flow

GET/HTTP 1.1
Host: cisco.com

HTTP
GET/42277DBABCY.../192.168.1.1/http:/[cisco.com HTTP/1.1
Host: redirect wsa.lab

Authentication

HTTP
GET/HTTP 1.1
Host: cisco.com
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https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/ise-matrix/ise-compatability-matrix-for-swa.html
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The WSA obtains user-to-IP
~ mappings and security group
tags by subscribing to the
pxGrid service.

For Bring Your Own Device
(BYOD) environments, ISE
can profile devices and
enforce web authentication
for guest users.

Identity Service Engine

pxGrid The WSA obtains ISE and
- Active directory group
RS information for authenticated
* users from ISE by querying

Guest users

the External RESTful API

(_’.a BY0D » + Services (ERS)

Authentication can b-e

enforced by network : Web Security Appliance

devices using dot1x and :

MAB. These events are
authenticated and
authorized by ISE.

|SE obtains acitive directory
information from the domain
controller such as group
memebership for policy enforement.

Domain users

Active Directory

EH

Cisco0i| A Cisco CDA(Context Directory Agent) A ZE|0{9| BFEE W EL|Ct Cisco

CDA(Context Directory Agent) & X 3HAA|IL.

CDA mi x| 65 E{ = Microsoft Server 20161+ = ELICt. T2{L} & 2lXt= CDA 2 |SE-PICE
oto|2Bo|M35t= R0l EELICE F £F M 25 WMIE AF& 5104 Windows 2.0t OI'HIE 218
53504 ALEA}-IP OHE ("M M 0|2tz ?:.)% MABHLICH CDAS| B SWAE RADIUSE A8 35104
Ol2{&t DHE& #EIgLct. ISE- PIC°| 382 ™A ISE TS0l Met S LT pxGrid & ERS 24Z 0| At
EELICH ISE-PIC 7|52 A ISE Mx|Q S2I™ 7t4 o{ZE0|HAMM AHEE = J&LICH

Identity Service Engine
ISE-PIC can periodically Passive Identity Connector
probe an endpoint to
determine whether auseris
still logged in.

The WSA obtains user-to-IP
mappings by subscribing to
the pxGrid service.

The WSA obtains ISE and
Active directory group
information for authenticated
users from ISE by querying
the External RESTful
APl (ERS)

Web Security Appliance

ISE-PIC obtains user logon
events from the domain controller
via the Windows Management
Instrumentation (WMI) service.

An active directory logon
generates a security event
in the domain controller.

Active Directory


https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/bulletin-c25-2428601.html
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AMA 2 o Z 2|70l HEIO|E CIlE oM & ol mHo| &2 RE S MEste O Yo = A
SELCH 7|[#2Mo 2 SWAE AV(Antivirus) A7, ot HE 2 24 AVC(Application Visibility
Control)& Q|3 M| U S 71KS = UTE o248t SIEHE AERIELICH TFEA| MHM MY
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Range Request Forwarding: Enable Range Request Forwarding

HTTPS T EA|

Hot @ A oM THRl ZI7H A8 El= o{EE0|dAN| THRl 7|E Mdlok St CHE 22
M&siME o ELICH HTTPS ZEA| OFHALE AF2 8 TLS(Transport Layer Security) 93Z32] ¢
Z HEH MBEIE 7| 4 L QUBME WIE £ U&LICH 12{™ CSR(Certificate Signing
Request)E CH2 2 =35104 ALLH CA(Certificate Authority)0ll 2|51 MEE 4 U&LICH AD(Active
Directory) EtZ30{lA 0| 42 AD & CA7I TH Qo] ZE T MH0| AI52Z AMZ|5IH QIBAE
HiZ5t= ol F7F &A 7t Zestx| et7| WiEol 7t E&Lict

HTTPS ZEAlQ| 8t 71X| £t 7|52 MH IZEME ABste HULICH 2 Al3lolME |55t
x| gt2 QB Mol B2 HEE *ﬂ*XﬂoHOF stCh o AQHEFLIC Decrypt for EUNS & 443t 5HH
SWAT7t AtEr O|R & AT st AtE HO[X|E EAIE & AUA&LICH o] ME EHEstx| tem A}

CHEl 2 E HTTPS AIO|EVL HEt KX @7 E 2l A|ZLICt ol A= dlA3 E|Z &7t2F SWATH
A2 AERICHE X|A0| otz AF8 A2l IEHoi| A o4 Zdo| B ZiCH= 7P‘*O§ O|o{&{LCt.
RESK S ZE QUBSM SMH2 Z|A Decrypt2 AM5H0F LIC} o248t M & FILIE
Monitor(2LIEZ)E H7{FH QIS M =X2 Qs AIO|ET EEE|X| IS g'T Wg—%_r Q= HA|
X|E 224g £ G&Lc.



Invalid Certificate Handling: Expired: Monitor

Mismatched Hostname: Maonitor
Unrecognized Root Authonty / Issuer Monitor
Invalid Signing Certificate Monitor

Invalid Leaf Certificate  Monitor

All other error types: Monitor

Online Certificate Status Protocol Options

OCSP Result Handling: Revoked Certificate: Monitor

Unknown Certificate: Monitor

QCSP Error: Monitor

OF2H7FX|2, OCSP(Online Certificate Services Protocol) HAHE & 433t AEfZ S X|5HoF 3t o{H
SMOME 2LIE|E AF8SHK| 2fotof BLICt #Ed 2 F HAIX|el 2L 585te{H wW7|E 215
ME AAStD CHE 2 E QB ME %A 8 Decrypt2 M3t oF & LICH AIA & O] A (Authority
Information Access Chasing)2 Zct0|EJ} QIZ Mol MEAE AME = A= sEO|H =7t ¢l
BSME 7tX2 = U= URLYLICH & S04, MM &2 QB M A Qlo| &t FetX| pi2 BA(F
I EE RE QB M FE) SWAE AIA ZEE 2 Q15t0 72 QIBME 7tX1 =" E = elst
E o A8E £ &LICH o] X2 CLIOIAM CHS HHAMEBH AFSE £ QlaLch

SWA_CLI> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[I> HTTPS

Do you want to enable automatic discovery and download of missing Intermediate Certificates?
[YIl>

N 21 are 28 Moo 2etoliso MR AR A2 MEs7| 98l of HFHLIES AR 8
Z ol d¥2 7IEMez #dstElo] Qo HIF HstElo{ME oF Lt

LATME2 ZEAE SoatX| ofe o o[XQ EcfEHE Z&E ®0 ofL|2t 2= TCP & UDP ZE 9|



EPHTS ZHE TS SWAS HIE HESHE 04D HTHQI YHLICL T1 U T2 ZEE WES
38 e A90% ZLIE MMo| ¢iZ35t7] QI8 ZRULIC OIE S8 SWAE SetoliEo BE E
Bizie $5MoR DLIERE 4 AaLICH o4 P F42 Fots EBiTI0| YHEIH SWAS A

HIPF4 % AFYstE S RSTE T&E5t0{ TCP MME SEE + U&LICH UDP EiEol B
2 Port Unreachable HIA|X|E HEE = UELICH 2LIE MMHE 7+ 8E [ SWAL| 2| QIE{ |
O|AR T¥sl= B E ERNEIS M|Q|5t0d sE 7| 0| C|HFO|A ]| CHEF BMAE ERHEIo 2 55}

K| =5 ot= Wo|l E&LICH

ini

L4TM2 g ERfEIE ZLIEZSHE DA 2ot 23| 8H 552 Y0|E5H7| 2/5H DNS #HElE
AFEFLICE Ol S22 WCCP #H0M # MHZ | 2 2t E 3l EH ™S wCCP gt
LEZ E|E2lE ol AASE LU 23 *E*’S SE1 UdxlstE A2 ZEAAM M=K et&LcH
. SEH=IP 4 E= MH |0l Z&E £ &LcH SWAE BllZEQ| TTLO| 2t7AH|gi0] 3020t
Cl 3 MY 220 2 E =g &0lgtL|ct aBLt LATM 7|S0| EA51E AR SWAE A E
Z!/ DNS FE|E AtE5t0{ Ol BIZEE O AtF UOIO|EE £ U&LICH o= A 5t Z2to|ed
E7F SWAR} CHE FAE =0l AlLt2|20|H 2E 9| f|&d0| E0{SLICt.
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MAH 21| 38| 0| M
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8 Al30fl 2J01A 4R Kp& Q| ZTHEDF OFLIZ}, O{fE RO AT X7} 2lAA AFR T SWAS)
FEFRIQ| AR Q! AJThHoY| RIZ4A4Q) QdsFe F 7| MR QLICh RA FBto| RILFR|H| = &S AL &
= MAEIH o{Z2H0|HA M 2OHEE T TS Ao X{EHE £ 9laLich

= XFA4

1 H O

SWA BHo| f5of= Chet MM 2 ACH ZI| T2 oMol A HHE XML ThY
2 o] Hel= Hu|TnjolMd ot & MM A F2E WYst= ol AH8ELICH 0| SHESS
ZEAN Z2MATHZ ERHMMo]| CHE Chret & REHS "rtshe o o B2 AlZhe AH]sHoF
ghLich swAS| Hixiotd & 3 7] ZHoiA E 3EtA Hm|Tsold S dE LIELHE T2 M 2
4 EEol Y gELict 1074e/ D =2 H YA, M A A, 10702] regex =, 50742
M 1P &4, 420702] M A E 0|8 07Ho| MR XIE stElnElE 2 55y
o2 PRELICH 2t £x/0f 29} 38 BotW 27 57 BHA L £ HH4 HITB0IMO]
4G ELoh
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o 10
[e]]}
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24| 2301440] LIT SESHXIH X HAl Z4S YshtioR # QE{H0lA W CLIIM =&l SE
S EEELICH MS0ls AFSRIoIH 2 BES DIE £ giLich T2t 2423 olMo| S5HE
+2 Z2A Z2MATH AR ZE0lM O B2 AlZhe 2ok BrLICH [hakM ol 2EolM 42
B Azt #E S HOlsts 22 4T SEE HI|azlolME LBl SWAS| Heloz Fpsts
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CPU A|ZH(Z)2 track_stats 2101 520tCH 7| ELICH O|l= AFEAL AlZt HEE S (AFS A AlZt
+ A|ARL A|ZH/3002 2 H e = JUZ S o|0|BtCt. AFEAE A|ZH0] 2700 747H 4R [T =2 M| AT
ANEX ZEMM LT B2 CPU ALO|E2 AH|StD e, ol 70| HF SE5td 288



2 TE EME = VI MEol Hel g dhdgLc

Current Date: Wed, 09 Nov 2022 08:49:00 +03

system time: 48,189 (16.063%)
max resident set size: 104712
integral sh'd text mem size: 61923808
integral unshared data ¢ 003469344
integral unshared stack size: 114521088
page reclaims: 29776
page faults: 0
swaps: 0

Low Complexity Definition

10 Access Policies

10 Identities

10 Custom 10 Regex

Categories 50 Server IP's
420 Server
Names

block input operations: 62168
block output operations: 289048
messages sent: 2755817
messages received: 1667985
signals received: 0
voluntary context switches: 2957114
involuntary context switches: 4341

Medium complexity = 2 x Low
complexity

High complexity = 3 x Low
complexity
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Client / User Identification Profiles

Managed by: ngsma.cholasen. lab - lacal changes will be owvenwriltan
End-User
Order Transaction Criteria Authentication / ldentification Decision Acknowledgement Delete
m Authenticate:
192.168.10.50, 192.158.0.40 ‘ X " (global prefile - ]
Protocols: HTTR/HTTES Realm: AD (Scheme: Basic, NTLMSSE, Kerberos)
Glabal Identification Profile
Managed by: ngsma.chclasen.lab - local changes will be overwrilten
add Folicy
Protocols and
Order Group User Agents URL Filtering Applications Objects
L-l“lu!.l
+ Policies do not require a g | ”!““-""“f"“ slabal palicy Manitar: 1 jlabal pelicy) | (global palicy
All identified users . . =
1:1 ﬂOW! URL Categores: Github
Contractors
g 2 :l:lcr‘.lfv:ulncn-"-'c-hll: global palicy global polcy global pohcy)
« Reduce Gomplexlw b\‘p‘ 1 groups (ADVCHCLEEERTCS ctors
collapsing where Domain Users AP
F g 3 Identificabion Profile] AD Auth globa ICy jlobal pohcy Jlobal policy)  (global g
pDSSIbl‘E. All identified users
ﬁﬂmc:::::’;mflle: Al Mo blocked items Maorstor: 85 Monitor: 356 No blocked items

S Hio| MHE 7|2 =2/ ANDZ H7HE|H, ISEL| HE T}
1217} Q& LICH TAHE QAAD 25, AEXF EE SGT)of et A
ZF

+ AD I8 U AHSX} - OIF SEH0f CHEH 473 AL Ol S&LICH ALSAF7E & 9| HEHOIZLE A}

bl



X7 HHof| X|HE 3 HAo| YxIFLICH.

« SGT Y AD & LU AFSXF - AFH8XIIF SGTS HZAZ|T AD 2 E 9| HEHO|HLE A8 A ™
HMof| X|HEl 42 HAMo| YxIFLICt

« SGT and users(SGT L AFE A} - AF&XH7F SGTRF AR AL AF A7 HAof X|IHE B2
MAMOo| Yx|FLc.

SWACIM £85ts BE MHlA B0l A5 SEHolM HTTPS E3jZjo
SIS E EaiTol g oiBatoloiasl 27|18 T M
RH= 2 EHT0| 75% 0|43 HTTPSE 258 + oL

|22 Z2YsHoF &F HE o Cist 7|cHX| 7t Hetst A A-EELC.

I grolat oF gFLICt SWAOIM == HTTPS Eci=lo| HIZ

|07} @01 access_logs8| SAIESZ &H & = U&LICH
8510 O| TXHE U2 & U&LICH ZH 2 Zof CHal MHEE

1. Linux B3&:

cat aclog.current | grep -Ev "\/407|\/401" | awk 'BEGIN { total=0; decrypt=0; ss1=0;} {total++; if($0 ~
2. Powershell E3&E:

$Tines = Get-Content -Path "aclog.current" | Where-Object { $_ -notmatch "/407|/401" }; $total = 0; $de

s s HMS MAE m HAMol| LhPE CHs 2o 2 Q5 0{Z2H0[HA T HTTPS HE2
Hotsle ¢ olsistE 2ol S ELICH SWAZF 2E miZlg SiS6HK| ot E210[¢HES M
2T 51838l 0F 5= B passthrough 40| AHSEILICEH AIO|E
20|E SWAE AMEQte| TLS $i=M|o|3 stLtE 2t=sHok gHLct. Of
7B 2 HAAZ RS F MEHSHoF StH, CIBME 27| flal MH
Qto| TLS 9122 AlEfSHoF 57| IHEILICEH Q1B M7t K &£5tH SWAE 422 E 1 2C0|MET;
MEe 2 MME HE MHE = QS &uct



HTTPS policy operations
* Drop

* Connection is closed.

« Decrypt

» Traffic is decrypted and evaluated by access policies.

™

e Passtnrougn
* Transaction is not decrypted.
* Client negotiates directly with server.

* No action taken.
* Move to the next column on the policy.

SWA7Z} TLS HEM|O|3 & s=5IX| 2= F YU @R = MH O|F EE= IP FA7t passthroughZ
MHME AL A X|H 3ol /1 MB{ 0|§0| HTTP CONNECT EE£ TLS Client HelloO| A AFHE 7}
st ZALULICH BAIM AILE|20AM 2CI0IMEE TLS MM AIZH(EAE SH)o A HBH2|
SAE O|F2 ZE A0 NM35tEE Ol HEE= AFEXR X|H B0 CHal MEHELICH &F 50
M SWAE TLS Client Hello HIA|X|2] Server Name Indication(SNI) ZE & &QI5t 1 AF2 A} XY
HFof ek WILELICH SAE S| 5= SNI7F Qe B9, SWAE 215 Mol =X CHAl|l o|&
(SAN)It & O|F(CN) ZHEE =AOiZ =0QI5t7| I3l Mt SHEMO|ZE A& 3ok &FLICt

ol o = BEE H LU D R Mo HEF £

At S HFE S50lM SHst= S UEHSEM TLS MEMO|Z & =
Ch. & Hz & BE Mool o|E5tX| of 1 0] B0l SWATE MEHQF TLS HEMO|ZE 2
ghulch gLt o] 22 B8 M fE= 8 AT EX[E LI

Connect cisco.com:443

Certihcate:
Date:

We know... Version: 3 (0x2)
Certificate issuer. ;
Certificate validity.

Host header.

Subject Alternative Name field. !
User-agent string. Subje ' 1 Jose, O=Cisco Systems, CN=cisco.com
Common Name field. ST :

L ol e

DNS: www.cisco.com, cisco.com, subdomain.cisco.com



Transparent HTTPS-What do we know?
e oa—)

TLS Client Hello TCP 443

SNI: cisco.com TLS Client Hello

TLS Server Hello

Certihcate:
Date:
We know... Version: 3 (0x2)

5 . Serial Number:
1. Certificate issuer. :ch:ad:

. - ' : ith-SHA256
2. Certificate validity. I . |uﬂt LrJfﬁri
3. SNI field. \
4. Subject Alternative Name field. Not ) 3 14 2019 GMT
5 Cominei Name teld yse, O=Cisco Systems, CN=cisco.com

MZ2 AOIE7| g0l LIEtHE £ 22 148 i, SWAMIAM AI8 35t # i 2 27 C|0|E{H| O]
A0 o3l BEFEIX| &t2 AO|ET} Ot & 7AE 7H580| =&LICEH Ol= AO|ET} BFEA| of 0|
U 7ts80| H =Ct= A 2l0|stK|= tem, £8t 0|28 2 E AIO|E= 0475 AV A4,
AMP T Wot ol BAM FMEI D E A PEF = A9l o| chabof LI ol2{§t o|f = 2l5H
CHE 2O 4 0M 2FEIX| ot2 AMO|EE AXste 72 HEEIX| et&LICH AV AT &3
i=st HASHH AVC, AMP, HA|A HX So = HItst & dYste [o| 7t& E&LCH 2/
Z|X| f2 ALO|Eof CHEF REMIBH LI 2 Access Policies(UA|A ) MMdE 2 ZSHAIAIL.

H A A

ID ZE L O 7EXRIR, &5 sHSE XA A= 7| T ISES| MEJI AI2E Y 3t 7FK| Q8
0 Q| A5t =2|™ ANDE HWItELICH ChE22 +HE QAAD O &, AFS A EE= SGT)od| [}
oF M2 Qx| S2Hof cHa MHELICEH

« AD & U AM8X- Ol SEhof CiEt 847 AFE 0| Q& LICH AL A7 & 2| " O[7HLt A
SXAF7F HAof x|HE B2 B0l YR[ELct.

« SGT Y AD O & 2 AI8X}- AH8XH7L SGTS AR AD 2 E 2| HEHO|HLE AHE X7 &
xMoj| x| = 74 A=H0o| Ux|=L|C}.

« SGT and users(SGT & AL} - AL RI7F SGTRF HAAE|HLE AFSRI7F Yo XIHE B2
0| Ux|=EL|C}.
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HTTP E24TI2 QIS E X% ANA HAMT Hlm5Hod WIHELICH HTTPS E24T2 ©
X =

=
S
EIEH UX|tE & E olflS HHol el A Z oS 2ol MBEle B9 ’5‘7P5'L—IEP 5H5
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SLICH X B 20 g2 &7 TLS (Y3 i)
=2 ML HMO| 4 E HSE HTTP 80| 88 &9
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© I
= 1L
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2 L2 A MM0j M M A M 2 sicis TUol S3 HH0IE HIE & Ol A8
S| YHHSO 2 0S U ofEEIH 014 AT OIS MHIA0IM ASELICH SWAE 7|RSo 2 of2



H2E 2ol o|z{8t SIHE AMHELICH ™A oto| gle™ AdMHIAE AF|LS =S HLE
AVC 7|s2 8% = Q7| IHIEYLICH HERHZ 9 Lc,% SAEJYOIO|EE HAMSET| 2I5H &
2 HIO|E HRIE AF 2HGE ZE, 0l SWAZI XA IfUS SAlof o{g{ HECIRZESIESE E
2 AHE = %‘QL—lEP 2t AHE 7HS 8 QIEH CHAZOf W2 H| ATl MH|A STHO| ehdg
£ Q&L|Ct o] Auf AlLt2[22| 7HE YUEHR{Ql 24212 Microsoft Windows 4G O|E & Adobe £
ZEQ|of YdIO|E S Lt

OlE 25t5tE4T SWAE BASR o] E8jZg 25 MTrsts Z0| 7t T Wil ol &
Boi TAE BTIH BY W IS A2 LD Oleiet Y2 Heie Safol it g

I.
o

CHM|A HME dMH5tD 0| -I%F Ao
Mol sl A= AV 271 2 AVCT P
Eieot2 Ao R St & AMS5tAH A7 zlo{oF & LICE CHIH Ol s"ste 7t E2 Hy2
LA HM U= ALE XL O|0|ME BAIYES 2 Qlsts AILICH i o|0|E o2
O|ME AU 2eiQIe2 #2 = o, #eElX7t RES AX{sto] AAME =L U&LCH
Microsoft Windows 2! Adobe AZE 9|01 YH|0|EE X &S CHEE 2| YO|0|E MHIAE
HTTPSE AtE35tX| et &L Ct.

Decryption Policies(sil = &&) MMM AT ZAxH, o= Ao EFEIX] &2 AIO|EE 4f
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glst7| @lsll 2 & Office365 ECHE 0l CHSH ZHAIE 238 24 HEELICH Microsoft E Moil=
CtEat 22 W&ol UA&LICH.

Z9|: "SSL Break and Inspect= 7t & 2 CiO|HAIE HM5HX|Pt ZEA| Q1F L HE = 5]

oF 22 ChE MHlAE 5 KMot & AH8XA B XMotE Zelie = U&LICH &=

A UELI CIHIO|AME ZE HERT HAE 2HE Me2lg &= U
eIt &I Office 365 LIER T Q0| CHSHME ZEA| EE 7w E 35l A

o| E&LIC" - httos://learn.microsoft.com/en-us/m|crosoft-365/enteror|se/manaqlnq—
office-365-endpoints?view=0365-worldwide

IF[[



https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/managing-office-365-endpoints?view=o365-worldwide

Syt T2 A BZ0IM 0] KIFS AB3HE X2 01242 4 UBLICH AsyncOS HIE 118 ES
Office365 APIOIM ZMEl S5 HE S22 AR st 25 84X 222 &S 4 YaLIch 0| S5
e =M a12elg 9lsl £Es 2ICIME E31TI8 WOCP CIHHO|AR CHA| H& st O ALSE

LICF.

|
F

H

—_

S
[}

2 E Office365 ECiEHE <2 2(otH o EcfE ol cHet E 7kX| 7|8 2o Ao & E1 7|50|
ZHE|KFol|l A AHZER|CH7} 2 i Bh L T Office365 EEHE 0] SWAOIM R 2|Z|X| i E2 &
AU FAER 7|2 EXME olslists ol ELELICE & stLt= ol EE[7o|Mof Ee st
£0lL|C} Office365 22 T2 12Hoj| TS F71A0I Q¥ TCP HAS £258{H 3 7|2 ™
StAl =& 3t ofF gLict, OIE"71I St AR 107H0l M 15712 P+ TCP M|440] &7tétod & 12

=7t B7tg & &Lt

molI
1 O

0
[

r

HTTPS ZE A0 £
Office365 S T 21

Q1Z20] 22 B|O|HA|E =i LICt.
= 5t u]
Qx|et e CtE QCIoZ Ql5f o|z{Et A7t A5t

o

= —_ = —
1Al0]| O BIZHE 4= Qlom, =2l WAN 942 2! 24ALEl x|2|x

A =]|

=

=2 =< _E_
22 AL A B0l et 4 laLict.

|0 o 0°="

UL Office365 88 ZE2 UMMz HTTPS ZEA7 88 T2 13 MHHto| SHEMO|Z E 25
SHX| R E SHMQI TLS 07 HrE ASELICE Ol QISME HBstHU ZAE O|E2 A
M5te Ol 2 ELICH TLS 20|21 E Hello HA[X[04| A SNI(Server Name Indication) 2E& T
S5HR| et = HIZLIAE Skypelt 22 ofZ2|7|0|M1}t 0| ARSI Ol EEfEE 7135 3|6
of ELICt. AsyncOS 11.80{ M= O AlLIZ|RE siZA35t7| @Il 215 M & el gio| K| IP FAE
2 7lete 2 EpfEE R3l5te 7Is2 &LICH

2UEE W2

CLI 2 LI|E

SWACLIE £28t ZZMA0| AA|ZH 2LERIE Qlst H % MSErct prox Z2 M A QL £hEd
 SHE EAlstE YO 7HE RS ELICH status detail BE2 718 AlZH AHSE l:H°='d—-=., SHE

CHZ| AlZt 4 = S HIRE 2la2 AT X Ms IHIE 12 QAT = AUs E2 A2LCH

|'EE | oo—o—l %EE! 0;”'0:“_“:'__

SWA_CLI> status detail

Status as of: Fri Nov 11 14:06:52 2022 +03
Up since: Fri Apr 08 10:15:00 2022 +03 (217d 3h 51m 52s)
System Resource Utilization:

CPU 3.3%

RAM 6.2%

Reporting/Logging Disk 45.6%
Transactions per Second:

Average in last minute 55

Maximum in last hour 201

Average 1in last hour 65

Maximum since proxy restart 1031

Average since proxy restart 51



Bandwidth (Mbps):

Average in last minute 4.676
Maximum in last hour 327.258
Average in last hour 10.845
Maximum since proxy restart 1581.297
Average since proxy restart 11.167
Response Time (ms):
Average in last minute 635
Maximum in last hour 376209
Average in last hour 605
Maximum since proxy restart 2602943
Average since proxy restart 701

Cache Hit Rate:

Average in last minute 0
Maximum in last hour 2
Average in last hour 0
Maximum since proxy restart 15
Average since proxy restart 0
Connections:
Idle client connections 186
Idle server connections 184
Total client connections 3499
Total server connections 3632
SSLJobs:
In queue Avg in last minute 4
Average in last minute 45214
SSLInfo Average in Tlast min 94
Network Events:
Average in last minute 0.0
Maximum in last minute 35
Network events in last min 124502

rate WY prox ZZMAMM AFRSHE CPU HHEZ0] CHEF AA|ZH HEQ RPS(ZE 28 ) &
IHA| SHE EAIELICEH o] BHE2 ST WX ASSHM M E232 EZStD EAIFLICH CHS
2 0| BHEo| &3 of ULt
SWA_CLI> rate
Press Ctr1-C to stop.

%proxy reqs client server %bw disk disk

CPU /sec hits blocks misses kb/sec kb/sec saved wrs rds

5.00 51 1 147 370 2283 2268 0.6 48 37

4.00 36 0 128 237 21695 21687 0.0 47 38

4.00 48 2 179 307 8168 8154 0.2 65 33

5.00 53 0 161 372 2894 2880 0.5 48 32

6.00 52 0 198 328 15110 15100 0.1 63 33

6.00 77 0 415 363 4695 4684 0.2 48 34

7.00 85 1 417 433 5270 5251 0.4 49 35

7.00 67 1 443 228 2242 2232 0.5 85 44
tcpservices BE 2 MEet Z2MA 4 CHY| ZEOf CHEF HEE ZARLICH ZF Z2MA 2 F

A9 ZE TEHol CHEl BT E AELIC



SWA_CLI> tcpservices

System Processes (Note: A1l processes may not always be present)
ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The 1interface controller for inter-process communication
ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon

Feature Processes

coeuslogd - Main WSA controller

gui - GUI process

hermes - Mail server for sending alerts, etc.

java - Processes for storing and querying Web Tracking data

musd - AnyConnect Secure Mobility server

pacd - PAC file hosting daemon

prox - WSA proxy

trafmon - L4 Traffic Monitor

uds - User Discovery System (Transparent Auth)

wccpd - WCCP daemon
COMMAND USER TYPE NODE NAME
connector root IPv4 TCP 127.0.0.1:8823
java root IPv6 TCP [::127.0.0.1]:18081
hybridd root IPv4 TCP 127.0.0.1:8833
gui root IPv4 TCP 172.16.40.80:8443
ginetd root IPv4 TCP 172.16.40.80:ssh
nginx root IPv6 TCP *:4431
nginx root IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
api_serve root IPv4 TCP 172.16.40.80:6080
api_serve root IPv4 TCP 127.0.0.1:60001
api_serve root IPv4 TCP 172.16.40.80:6443
chimera root IPv4 TCP 127.0.0.1:6380
nectar root IPv4 TCP 127.0.0.1:6382
redis-ser root IPv4 TCP 127.0.0.1:6383
redis-ser root IPv4 TCP 127.0.0.1:6379
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http



prox root IPv4 TCP 172.16.11.68:http

prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25255
prox root IPv4 TCP 127.0.0.1:socks
prox root IPv6 TCP [::1]:socks

prox root IPv4 TCP 172.16.11.69:socks
prox root IPv4 TCP 172.16.11.68:socks
prox root IPv4 TCP 172.16.11.252:socks
prox root IPv4 TCP 127.0.0.1:ftp-proxy
prox root IPv6 TCP [::1]:ftp-proxy
prox root IPv4 TCP 172.16.11.69:ftp-proxy
prox root IPv4 TCP 172.16.11.68:ftp-proxy
prox root IPv4 TCP 172.16.11.252:ftp-proxy
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25256
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.21.11.69:https
prox root IPv4 TCP 172.21.11.68:https
prox root IPv4 TCP 172.21.11.252:https
prox root IPv4 TCP 127.0.0.1:25257
smart_age root IPv6 TCP [::127.0.0.1]:65501
smart_age root IPv6 TCP [::127.0.0.1]:28073
interface root IPv4 TCP 127.0.0.1:domain

stunnel root IPv4 TCP 127.0.0.1:32137
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Where can latency be introduced?

 External Services
 |Internal Services
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Client side latency

+ “Client Time” in track_stats log.

* The amount of time in milliseconds that the client was waiting for a
response.

= May indicate an upstream issues-keep investigating!

= Access logs can show this in custom field % : 1>

[%:1 > x-p2c-first-byte-time Wait-time for first byte written to client ]
AV
WBRS ‘
AVC ° H
L]
v
’ e

DNS latency

*» The amount of time in milliseconds that the WSA waited for a DNS
response.

» Calls for investigation for your DNS resolvers (or path to them).

*» access logs can show this in custom field % : >d

%:>d ¥-p2p-dns-svc-time Time taken by the Web Proxy DNS Process to
send a DNS result to ehe Web proxy.

AV DNS Egs
W'HHSP
DLP




Authentication latency

* There are two metrics: “Auth Helper Wait Time” and “Auth Helper
Service Wait Time.”

*» Use the first to get pure auth time without the request time added.

* access logs can show this in custom field % : >a

%.<a X-p2p-auth-wait-time Wait-time to receive the response from the
Web Proxy authentication process, after the
Web Proxy sent the request.

DNS
AD
LDAP
ISE
DLP

AV Authentication

WBRS P
AVC M

Server latency-wait time

* The amount of time in milliseconds that the WSA waited for the first
byte of the server response.

* Calls for investigation of your upstream devices and WAN connection.

* access logs can show this in custom field % : >1

[ %=1 | X-s2p-first-byte-time | Wait-time for first response byte from server

DNS
AD
LDAP
ISE
DLP

AV
WBRS P

AVC




Server latency-transaction time

» The amount of time in milliseconds for the entire server-side
transaction to complete.

+ Calls for investigation of your upstream devices and WAN connection.

= No access logs custom field, but can be determined by a
combinationof them.

AV DNS
WBRS P . A AD
AVC < > LDAP
' ' ISE
DLP
w
L

Internal services latency-not exhaustive

AV Internal

See the user guide for all custom
fields associated with these values.

e SHD 21 2912 60 0tCt 7|E £l X[, RPS, & 220|¢E 2 M & 9128 = 86104
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S
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Info:
Info:
Info:
Info:
Info:
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lu ¥
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Status: CPULd 2.4 DskUtil 45.7 RAMUtiTl 6.7 Reqs 62 Band 11383 Latency 61
Status: CPULd 2.6 DskUtil 45.7 RAMUtiT 6.7 Reqgs 55 Band 10532 Latency 77
Status: CPULd 1.9 DskUtil 45.7 RAMUtil 6.6 Reqs 48 Band 7285 Latency 579
Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.6 Reqs 52 Band 34294 Latency 79
Status: CPULd 2.4 DskUtil 45.7 RAMUtiTl 6.7 Reqs 55 Band 8696 Latency 691
Status: CPULd 2.3 DskUtil 45.7 RAMUti1l 6.7 Reqs 49 Band 7064 Latency 140



Fri Nov 11 14:22:43 2022 Info: Status: CPULd 1.9 DskUtil 45.7 RAMUtil 6.8 Reqs 41 Band 5444 Latency 788
Fri Nov 11 14:23:43 2022 Info: Status: CPULd 2.2 DskUtil 45.7 RAMUtil 6.8 Reqs 48 Band 6793 Latency 820
Fri Nov 11 14:24:44 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 44 Band 8735 Latency 673
Fri Nov 11 14:25:44 2022 Info: Status: CPULd 2.4 DskUtil 45.7 RAMUtil 6.7 Reqs 53 Band 8338 Latency 731

M 7ol CHEt BlO|HA| HEE LIEHU = F7F AL A X' EEE access_logsoll F7He 5= @
&LICH o|g{8t E=oll= M S&, DNS &2l 2 AV A7l HO|EHA|Z7F Z&EILICH X siZof
ANE8e 528 HEE £EsieiH TWEE Z 0] F7hslof ELCH ChES 2 HEEE AASK XH
Zic EXtE L.

[ Request Details: ID = %I, User Agent = %u, AD Group Memberships = ( %m ) %g 1 [ Tx Wait Times (in ms)

, Response Header = %:h>, Client Body = %:b> ] [ Rx Wait Times (in ms): 1lst request byte = %:1<,

a; DNS response = %:

I
R

d, WBRS response

r, AVC response = %:A>, AVC total = %:A<, DCA response = %:C>, DCA total = %:C<, McAfee respon

s, AMP response = %:e>, AMP total = %:e<; Latency = %x; %L ]J[Client Port = %F, Server IP = %k
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%-m> 4 ZEAM 2HE MEEH T McAfee 27l ATl SES S 4IE W7t
o x| th7lsHe Alzt.

%F ZCI0|¢E AA X E|

%p 2 M ZE,

%ok ClOIE $E IP FA(HE MH IP T4
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AWSR(Advanced Web Security Reporting)

SWAQS| E 1 Cl|0|E{E Z|CHE & 85t2{™ AWSRS & &35H{of &fLICH §3] BE2 SWAZI 5 E &
70l M o] &£F M2 SMA(Security Management Appliance)HlA & &S Al 7lsg &
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