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2. Smart License(Smart 2HO|MIA)EHE 4
L

Interface = 7|9 Routing
- 1 route
7 Enabled > View Configuration

Smart License Backup and Restore
Evaluation expires in 89 days

View Configuration > View Configuration

Site to Site VPN emote Access VPN

There are no connections yet

View Configuration > View Configuration
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Malware

Updates

Geolocation, Rule, VDB, System Upgrade,

Security Intelligence Feeds

View Configuration

Troubleshoot
No files created yet

REQUEST FILE TO BE CREATED

Advanced Configuration
Includes: FlexConfig, Smart CLI

View Configuration

>

1 View Configuration(Z4Z|22{|0|MH E7|)2 28!

System Settings

Management Access

Tratfic Settings
URL Filtering Preferences

Device Administration

Audit Events, Deployment History,
Download Configuration

View Configuration >

DISABLE

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over WOLIF FeaTAROT I,

includes: Cg File Policy
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2. Security Policies(£¢

MONITORING POLICIES

Manager
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OBJECTS DEVICE: FTD

@ Security Policies

S rules
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POLICIES
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OBJECTS DEVICE: FTD

@ Security Policies

@ Security Intelligence @ naT @© Access Contral B Inwrusion
Srules Q
SOURCE DESTINATION
* 1 Inside_Outside.. [3]  inside_zone outside_zone
FDM 4|4 Rjof %]
4. BN A FEOIM oY HH MM FEI5tT EECHRHM ME 6t Thd HA
Ch OK(EQHE Z=lsto{ HE At E &0l HEELCH

= A

= —

USERS

L

g Mepr


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-access.html

Edit Access Rule

Order Title Action
1 v Inside_Outside_Rule Bl alow v
Source/Destination Applications URLs © Users © Intrusion Policy © File policy © Logging
LY Evaluation Period D. CONTROLLING FILES AND MALWARE

This feature needs a license to be purchased. For more details, go to Smart Li

Use file policies to detect malicious software, or malware, using Advanced
Malware Protection for Firepower (AMP for Firepnwer.} You can also use file

SELECT THE FILE POLICY policies to perform file control, which allows control over all files of a specific type
regardless of whether the files contain malware
Block Malware All v
None

Cloud Lookup All
Block Office Document and PDF Upload, Block Malware Others

Block Office Documents Upload, Block Malware Others

" N @, s82 Reset
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- Problem losding page — Mozils Firefox A _ B %
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L y @ 10.122.149.2 5 + 0
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The connection to the server was reset while the page was loading

« The site could be temporarily unavailable or too gy Tiry BOIN In B Tew MmdEmpnts

¢ If wou are unable to load Ay DaDes. Chick your Compuler s NeDWork ConMmsCTion

« i your computer or network s protected by a firewall or proxy, make sure that Firefox is permittod
o alcesd the wib

HEIRX CIREE HAE

FTD CLIOIA AIAE] |2
CLIZE Sl Al&" x| =

20
A
> 10
=
ne

EMAI DU CI2ZEE AERISE E04ELICH FTD
k=3

1L
o | —
S Msts Wiof ChE XIS O YAE AZSANS.

195, 1680, 10-30016 > 10,152 .049.2-8080 & A 1 1 O File signature verdict flags OnOOOOSAM) Tor 546
cffcSadRSdddddcbd ThTOSBAT 1cd5aD0T 247 1ch7aSbf ddac 2 ibserSeedad of instance |
192.168.0.10-40016 > 10.122.049.2-B080 & File Process: drop elcaryelc
192.168.0.10-40016 » 10.122.049.2-B080D & IFS Event: gid 147, sid 1, drog
192, 168.0.10-40016 » 10.122.049.2-8B080 6 A8 1 1 O File malware event for J
f2d7 lcbfasbifddac ? ibbe9cedad nased elcar_com. 21p with disposition alware amd action
192.168.0.10-40016 > 10.122.049.2-8B080 & AS 1 I O Archive childs been processed No
192 . 168.0,10-40016 » 10,.122.149,.2-B08BD & Smort detect _drop: gid 147, sid 1, dr
T
3

Heject

IS FERTT L Ds L ¥ Tetll 1

B o e lware

192 .168.0.10-40016 » 10.122.149 BOBD O RS 1 I O deleting firewall sessionm
192 1680, 10-40016 > 10.122.149, ROBD & Smort id O, NAP 1d 2. IPS id O, verdict
192, 16E.0,.10-40016 = 10, 1,"‘". 149 .2 -B080D §
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
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