FDMOA £t2|5tE= FTDOI| Ei st Ao Hod ACL 244

CLIE At83t0{ ASA| CHEt ZAEE Z QI ACL 2

'shun' HHS AFS35to] Hob WstHo| 742 XEhehiz ChA Zim|aeolM
El:gg =HOo|Sh| | EI:-
aiall=s

)|

O] 2 MoiM= Secure FirewaII Threat Defense Z! ASA(Adaptive Security Appliance)0i| CHEt ZHE
Ol HMA 7RI F M5 T2 M A CHa AEELICH

A 27 Abg

QT A

CHS FAof chet X[

kl
30
[
rD
=0
()
o
r
[ul

2R3t

fjo

. FTD(_._._ qFsted 213 2hoq)

. Hob gt & x| ZH2|XHFDM)

. FMC(Secure Firewall Management Center)
. HObH5tEd ASA

* ACL(Access Control List)

* FlexTA

l_

Ol EMe| HE = Chg 2ZE9 o A stESo{ HHE 7[gte = FLct

« Secure Firewall Threat Defense H{%1 7.2.5
+ Secure Firewall Manager Center HH& 7.2.5



« Secure Firewall Device Manager HH& 7.2.5
« Secure Firewall ASA {71 9.18.3
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o|0|x| 3. FMC 219! H 0| x|

Y 5 @ adminv  Ju cECURE
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Firewall Management Center 1

Analysis Devices Objects Integration 4L+ @ adminv | il

AAA Server Network FERpra= || & Fiter

Access List Show Unused Objects

A network object represents one or more IP addresses. Network objects are used in various places, including access controd policies, network variables, Intrusion rules, identity rules,

Extended
network discovery rules, event searches, neports, and so on.

Standard
Address Pools Type Ovarrido
Application Filtars

Group

AS Path
Cipher Suite List any-ipvi 0.0.0.000 Network:
Cammunity List ary-ige ) Host
Distinguished Name

WPy -Banchmark-Tests 158.18.0.015 Netwark.
DMS Server Group
External Atributes 1P -Lisik- Lacal 169,254.0,0/15 Nistwark
Al IPud-Multicast 224.0.0.0/4 Network
FlexConfig

IPv4-Private-10.0,0.0-8 10.0.0.048 Network
Gealocation

Interface IPvd-Private-172.16.0.0-12 172.16.0.0/12 Network
Key Chain
Pvd-Private-192.168.0,0-18 192,168.00/16 Netwark
Network
10.0.0.0/8
Pl 1Py -Privati-All-RFC1918 172.16.0.0/12 Group
192.168.0.0/16
Policy List

Displaying 1 - 14 of 14 rows

2.2t 274 Ct2 Add Extended Access ListS MEHSHL|C}.

F.lrewa” e ETLCETS Analysis Policies Devices Objects Integration Y g+ @ adminv

AAA Server Extended Add Extended AccessList 4 Filter

Aecess List

An access list object, also known as an access contral list (ACL), selects the traffic to which a senvice will apply. Standard-Identifies traffic based on destination address only. Identifies

= traffic based on source and destination address and ports. Supports IPvd and IPvE addresses. You use these objects when configuring particular features, such as route maps.

Standard
Address Pools [
Application Filters
AS Path
Cipher Suite List
Community List
Distinguizhed Name
DMS Server Group
External Attributes
File List
FlaxCanfg
Geolocation
Interface
Key Chain
Network
Pl
Policy List

No data to display Page |1

2.3EHA| & ACLO| O|§ 2 248t CIZ Add(F 7} HHE S 221510 ACE(HMIA Ao]
AMstL|C}H
o-




MNew Extended Access List Object
Name
ACL-UNWANTED-COLNTRY

Entrias (0)

Allow Overrides

o|O|X| 7. &% ACL &=

2.4E7|. ACE 42 Block(AIH) 2 2 #4@%t CHZ FTDO| 7S 5l{ofF ot= EcH =t
A HEQIE £7I6t0, CHA HEQIE Any(FQ)ZE |8t CHS Add(F7H HE
ACE &52 =& Lch.

- 0| ool A4EI ACE =22 192.168.1.0/24 MEH|MH 2= VPN Fxtd CH 22 &}
L|C}.

1 | Aetion:
Bleck

Logging:
Default

Log Level:
Informational

i Log Interval:

Sec.
Network Port @ Application

Available Networks (& Source Metworks (1) Destination Metworks (0)

@, Search by name or value 192.168.1.0/24 § any

any
any-ipvd

any-ipvE

IFv4 -Benchmark-Tests

IPv4-Link-Local

1Py - Multicast

IPv4-Private-10.0.0.0-8

IPv4 -Private-172.16.0.0-12 Enter an IF address Enter an IF address

O|0|X| 8. HFE HER=Z

2.5EHAH|. ACE &85 € O F7I8lofF 5t= B Add(F7H) HE S CHA| 225t 2 4EHAIE BH= L
Ct. 23 CIS Save(ME) HES £2/504 ACL HI|ago|ME 22 &hLct.




o|Olx| 9. 2t=El

Edit Extended Access List Object

Name

ACL-UNWANTED-COUNTRY

Entries (1)

Sequence  Action Source Saurce Port Destination Port Application

1 Black 192.168.1.0/24

Allow Overrides

3CtA. O Ch3 Mo B ACLE 2|F FTD QIE{H| 0| A0 286t 5 Flex-Config ZHAM| & 43 5H
?I5H 1% m'2dZ 0|5 35t04 FlexConfig > FlexConfig Object M2 MEEFL|C}

OF gfLICt OI&

Firewall Management Center

2 AAA Server
~ Access List

Extended
Standard

Address Pools

Application Filters

AS Path

Cipher Suite List

Community List

Distinguished Name

DMS Server Group

External Attributes

File List

FlexConfig
FlexConfig Object
Text Object

Geolocation

Interface

Key Chain

Network

PKI

Overview Analysis Policies Devices Objects Integration Deploy Q, Y £ @ adminv e S ECURE

Extended Add Extended Access List | 4 Filter

An access list object, also known as an access control list (ACL), selects the traffic to which a service will apply. Standard-Identifies traffic based an destination address anly, Identifies

traffic based on source and destination address and ports. Supports IPv4 and IPV6 addresses. You use these objects when configuring particular features, such as route maps.

Name

ACL-UNWANTED-COUNTRY

Displaying 1 - 1 of 1 rows

0|0/ X| 10. FlexConfig 7HA| HI+

3.1Et7|. Add FlexConfig Object(FlexConfig 7H&| F£7HE 2




Fllrewa” Management Center Analysis Policies Devices Objects Integration Deploy QO Y % @ adminv |

eisen

AfR Server FlexConfig Object Add FlexConfig Object  C. Filier

Access List

Extended FlexGonfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

Standard
Address Pools . Doseript
Application Filters

Dufault_DNS_Configure Configura Defautt DNS with the help of TextObi..,
AS Path

Cipher Suite List Detault_Inspection_Protocol_Disabie Disable Defwult Inspaction.

Comimunity List Dafault_Inspection_Protocol_Enabie Enabia Default Inspection
Distinguished Name
DHCPvE_Prefix_Delegaton_Configure Confgure one outside (PD clent] and one insid...
DHS Server Group

External Attributes DHCPyE_Prafix_Delegation_UnConfigure Remove configuration of one outside (PD client

ALl DNS_Configure Confgure DNS with the help of TextObjects dn...

FlexConfig
DNS_UnConfigure Ramove the DNS configurations.

FlexConfig Object

Text Object Eigrp_Configure Configures aigrp. 1. Conbgures next hop. 2. €o...
LR Eigrp_Interface_Configura Configures interface parametars for eigrp. 1. C...
Interface
Eigrp_UnConfigure Claars eijp connguration for an AS
Key Chain a i 9 9
Network Eigrp_Unconfigura_All Claars eigm configuration.

Displaying 1 - 20 of 48 rows Paga 1

3.2EHA. FlexConfig 7HA|2| O|& & F 78t ChE ACL H3 JHAME & UFfLICt OIE 2I8H Insert >
Insert Policy Object > Extended ACL ObjectE MEHEILICY,

Name:

OBJ-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Inzamn » ] Deplayrnent: Once Type: Append
Insert Policy Object  *  Text Object
Insert System Variable »  Network
Insert Secret Key Security Zones
Standard ACL Object
Extended ACL Object

Route Map

¥ Variables

Proparty

Name Dimension Default Value (Type:Name)

Overmride Description

3.3EtAHl ACL ZA| H==2| O|F 2 F7I8t CHZ 2.3EHH|0l| A ¢ =8t 1 Save(Xd
) HES S=gLict




Insert Extended Access List Object Variable

Description:

Awailable Objects & 3 hject

arch NWANTED-COUNTRY i

0|0/ x| 13. FlexConfig 7HA| #44= ACL &

3.4EAH. O ChE Ao BHACLE CHSot 20| 2/F QE{m o]0 CHEr QlHI2E=Z T &g LICH

0424
oo

M

__I.L

A

access-group "variable name starting with $ symbol"” in interface "interface-name" control-plane

O|lE C}2 B oM 2 HELE|H, 22| 2.3EHH| 'VAR-ACL-UNWANTED-COUNTRY'0{|A{ A4 A4 =l
ACL H+E CIS1 Zo| Ak EFLICH

access-group $VAR-ACL-UNWANTED-COUNTRY 1in interface outside control-plane

Ol H| 5t24™ FlexConfig 7HAl| & ofl F+4&lof & L|Ct O CHS [ME] BF
FlexConfig 7| & 2t = &L|C}.

ME45}0d



Mame:
OBJ-FC-CONTROL-FLANE

Description:

4. Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert » H Deployment: Onee Type: | Append

acocss-group SVAR-ACL UNWANTED-COUNTRY in imterface outside control-plae

¥ Variables

Property Ovemide Description

Name Dimension Default Value {Type:Name)

VAR-ACL-LNY | SINGLE ACL-UNWANTED, EXD_ACL:A, false

ATHA. FlexConfig 7HA| Z4x|TB|0[442 FTDO| XM &
FlexConfig(FlexConfig) 2 O| & &fLIC}.

Flrewa” Management Center Analysis Policies Devices Objects Integration Deploy Q) 1 £+ @ admin~

Device Management VPN Troublashoot

> AAA Server FlexConfig Object

< Access List

Device Upgrade Site To Site File Download

FlexConfig Object include device configuration commands: MAT Remaote Aceess Threat Defense CLI
Extended
QoS Dynamic Access Policy Packet Tracer

Standard
Platform Settings Troubleshooting Packet Capture
Address Pools Marm:
FlexConfig Site to Site Monitoning
Application Filters
Jafaul Certificates e help of TextObj
AS Path
- —
Cipher Suite List n_Pro
* Community List
Distinguizhed Name
DNS Server Group
External Attributes
File List
FlexConfig
FlexConfg Object
Text Object pxt hop. 2. co,

Geolocation . o c "
E BLE nl res interface paramaters for elgrp. 1. C..

Interface

T Eigrp_UnCon guration for an AS
Network Eigrp_Unconfigura_Adl C guration.

» Pl Displaying 1 - 20 of 43 rows

41274 2™ k3 FTDO| CH3H 44 AEl FlexConfig 7t
7|Z FlexConfig S HELICY.




Flrewa” Management Center Overview Analysis Policies Devices Objects Integration Y & @ adminv | Wl secupEe

New Policy

FlaxConhg Policy - Last Modified

o|dOlx| 16. FlexConfig Z3%H

4.2EA. Al FlexConfig
g LICH.

New Policy
Name:
FLEXCONFIG-POLICY

Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

C, Search by name or value FTD-CONTROL-PLANE

HL A 2| 3.2EH A0l M 48 FlexConfig Z{AI & A
15+04 FlexConfig 2H0f| £7}3t 1 Save(ME) HE




Firewall Management Center

Analysis Policies Devices Objects Integration

& @ adminv b sEcURE
FLEXCONFIG-POLICY

Enter Description

% Selected Prepend FlexConfigs
Available FlexConfig ~ FlexConfig Object 1
bt R Name

Description
X

 User Dafinad

" OBJ-FC-CONTROL-PLANE
~ System Defined

" Default_DNS_Cenfigure

Default_lnspection_Protocol_Disable

? Default_Inspection_Protocal_Enablo Selected Append FlaxConfigs

* DHCPwE_Prafi_Dolegation_Configuna
DHCPvE_Prafic_Delegation_UnGonfigure ] Description

% DNS_Configure 1 OBJ-FC-CONTROL-PLANE
DNS_UnConfigura

o|0|X| 18. FlexConfig =24 i &

= O

STHA|. A& s FTDO| 4T 3014 2 AFet g TS ELICH 02| 5t2{% Deploy(75) >

Advanced Deploy(ZL& 75)& O0|S&LICt.

Firewall Management Center

Derdicos [ Owerview Analysis Palicies Devices Objects Integration 3
VICES |

¥ @ admin+ @yl

eses SECURE

FLEXCONFIG-POLICY a

Deplay All

FTD-CONTROL-PLANE Ready for Daploymant

Selected Prepend FlexConfigs
FlexConfig Object

X

1 Defined

! Default_DNS_Confgure

Daefault Inspaction Protocol_Disable n 1 device Is evallable for e
i Datault_napection_Protocol_Enable Selected Append FlexConfigs

| DHCPVG_Prafx_Deleg
DHCPVE_Prafix_Deleg gure ' Harmne

' DNS_Configure OBJ-FC-CONTROL-PLANE

o|0|X|19. FTD & #&

5.1EH7|. 2™ C+Z FlexConfig &34 MEfELICH 2 & ZW0| 2HH2™ Deploy(T5
)& SERIFLICH




Firewall Management Center
1 device selected
- B

FTD-CONTROL-PLANE

Analysis
Flax Confguration

Policies
L3
(2]

Devices
Tempiste Policy: FLEXCONFIG-POLICY

Objects

Integration

i

i+ @ admin~

aalnus
eise
Saep 5, 2023 12:05 PM

l Raady for Daploymant

=X
T

5.2Et7AH. 27 Ct= Deployment Confirmation(+%
X310 Deploy(+5)E

s Iy

LICH.

Deployment Confirmation

You have selected 1 device to deplay
Deployment Notes:

5.3EHA. FIexConfg 5
O] SHIEX| 2t

H 3

ploy(?

T MIAIRIZF LIEFE

&Lt
)E Z21stL|C}.

B 7

|2go|M



Validation Messages: FTD-CONTROL-PLANE

IR 0o | 1 weriog ] 0t ]
PGTEMPLATE. TemplatePalicy: FLEXCONFIG-POLICY

v | waming: FlexConhg policies intentionally o not contain extensive input validation, Please ensure that the configurations in this FlexCanfig pelicy are

cormect. Incormect configurations will result in a falled deployment that may cause a network interruption. This is only a generic warning and s not
an indication of an incorrect configuration,

0|0|X| 22. FTD H{ Z Flexconfig 21

5.4EHA|. FTDOY| CHE A 2= 0|

Firewall Managemem Center Owerview Analysis Policles Devices Objects Inte-gration Deploy  Q - #+ @ adminv

T [
cisco SECLIRE

Device Modified by Inspect interruption Type

Sroup Last Deploy Time Proviow
FTD-CONTROL-PLANE

Status
admin FTD

Sap 5, 2023 1205 PM

Completed
+ Flox Configuration

Tempiate Policy: FLEXCONFIG- POLICY

0|0|X| 23. FTD &£ &

6ErAHl. FTDO| CHEF Al ZHEE Z5¢l ACLE A5

= Oooo0

1|3 8|o|M B4 ALE Ol OIDI MAE FTD ©4Z0]
T8O 2 X|of &LCt. O|& I8 FTDL| CLIo|

Lt 34X AFE B2l 7|& ACL
x| eto 2 FTDO] CH

8 et
dstn

CtE 2ol g8 o

_|
x4
o

SAE P A0 CHst &M dZAE X|RE{H

> clear conn address 192.168.1.10 all




A HMES HER 70 CHE #d d4E X[?EdH

mjo

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

IP =4 2ol CHE &d HEE X[?E{H

> clear conn address 192.168.1.1-192.168.1.10 all

S a3 2 VPN A9 CHY B0l SHoIM XIS TQ HZ AT 25 1) 4 VPN 2
Q| CH 43 A E HE ot gtstedof Z A2 X|24™ clear conn address 2232 20 all’
F|IXEE A3t J0| E&LICE

FDMO{| A 2t2|5t= FTDOY| CHEF Ajo{ TWEd ACL 74

O|E QI8 FTD °|E-|TH|0|/\01I CHSH =41 VPN 22| i 342 xHEH6H7| {6H Ao HHH ACLE

Hst7| flal FDMol A ~=~stiof st= HAHLICH

1EtAH HTTPSE S3all FDM GUIE €1 QIS AME 2 IELCH.

Nimiin

asco SECURE

Cisco Secure Firewall Device Manager

Usemame

Password

0|0|X| 24. FDM 212! H|0| K|

2Bl AA HELZE Hdgstok &LICH 0| 2l Objects(ZAl)Z O|SEfLICH.



S o == == s d
Firewall Device Manager - @ . . @ : admin T T
oL ' NEger Maonitaring Policies Objects Device: firepower e # Administrator cuca SECURE

Model Software VDB Intrusion Frule Update Cloud Senvices High Awvailability
Cisco Firepower Threat Defense for ViMwa... 7.2.5-208 3530  20220511-1540 5 Mot Registered | Register Not Conflgured

m & Internet
efense for Uhhware

e - - =

Interfaces Routing Updates Systemn Settings

Connected here are no static routas yet Geolocation, Rule, VDB, System Upgrade, Management Accass

Enabled 3 of 3 Security Inteligence Feads Logging Sattings
DHCP Server | Relay

View All Interfaces > View Configuration > View Configuration 3 erver | Relay
DDNS Service
DMNS Server

) Management Interface
Smart License 89 Backup and Restore Troubleshoot
DATS. Hostname
Evaluation axpires in 89 days N filas craate ¢

Time Services

0|0|X| 25. FDM 7|2 CHA|IEE

218HA. 215 tidoiAM HESZE MEE O S '+ HES 2=Ist0d M HIERZ A E BFELICH

i o E] )
1l Der 1l 2 = == @ . . @ B admin L el
Firewall Device Manager i - Objects - ; e @ ' A asco SECURE

Object Types Network Objects and Groups

6 abjects Y Filter e ”

Preset filters: Syatern d

ACTIONS

1 IPvd=Private-10.0.0.0-8 NETWORE  10.0.0.0/8

2 IPva-Private-172.16.0.0-12 NETWORK  172.16.0.0/12

3 IPvd-Private-192.168.0.0-16 NETWORK  192.168.0.0/16

4 any-ipvd NETWORK  0.0.0.040

5 any-ipvé NETWORK o/

& IPvd-Private-All-RFC1918 Group P4 =Private=10.0.0.0-8, [Pvd=-Private=172.16.0.0=12, IPv4-Private-

192.168.0.0-16

B Secret Keys

O|O|X| 26. ZHx|| A4 Ad

g Medst D, FTDOI| &5l of 5

22EA. HESIZ A2 0l FIlst, Ml HERZ &
g FItefLch 3% ohE Ok(Zel)

= ECHE UXISHES IP T4, HESI T4 E& 1P HE
E2 22504 7Hx| HIEXHZE t= & LIC.

5
S
=
=

74
3

mjo
>

- O] ool A R MEE JHA HERXZE 192.168.1.0/24 MEYIO|M 2= VPN FZHe| CHel
Et5H7| @8 ZddL|ct,

OH




Add Network Object

Name

OBJ-NET-UNWANTED-COUNTRY

Description

Type
(@) Metwork () Host

Network

192.168.1.0/24

o|O|x| 27. HELZ 74x =7t

3EtA. 2 Ch3 & ACLS MMsHof BLICt 0l& 25 & E Ml 2l Device(C|HtOl2) RIS 2 0]
SELch

&R = N . i
Firewall Device Manager = o == [ @ @ . ® admin alisili
rewall Device Manager Monitoring Policies Objects Device: firepower e @ H Administrater 1@ SECURE

Object Types Network Objects and Groups

Networks 7 objects Y Finer + ';

Presed fihers: System defined, UVser defined

S Poris

Security Zones

1 IPvd=Private-All-RFC1918 Group IPvd-Private=10.0.0,0=8, IPvd=Private=172.16.0.0-12, IPvd=Private=
192.168.0.0-16

2 IPvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

3 IPvd-Private-172.16.0.0-12 NETWORK  172.16.0.0/12

4 IPvd=Private-192.168.0.0-16 NETWORK  192.168.0.0/16

5 any-ipvd METWORK ~ 0.0.0.0/0

& any-ipvé NETWORK 40

7 OBJ-NET-UNWANTED-COUNTRY METWORK  192,168.1.0/24

Users

£ Cerificates

0|0|X| 28. Device settings(C|HFO|A A7) T 0| X|

3.1EH7. ofei 2 A3 E35l04 Advanced Configuration(L& Z1I| 2210 M) AFZF&E0d| A View
Configuration(Z1Z|12{|0|4 E7[)2 CtSat Zo| MEfELICH.



£ o &= == 7 s | e
Firewall Device Manager - oy @ o . @ : adimin T g
: ’ o Monitaring Policies Objects Device: firepower e @ . JFirEr— aseo SECURE

Interfaces Routing Updates

Connectad utes yet Geolocation, Rule, VDB, System Upgrade,

Enabled 3 of 3 Security Inteligence Feeds
DHCP Server | Relay

View All Interfaces ¥ View Configuration > View Configuration > SIS
DDNS Service
DNS Server

_ Management Interface
Smart License B89 Backup and Restore Troubleshoot
s Hostname

pires in 89 Time Services
Ties: Not selacted (Threat Defense Virtual

- Variable)

View Configuration > REQUEST FILE TO BE CREATED See more
View Configuration »
Site-to-Site VPN Remote A Advanced Configuration Device Administration
Thera Bre i ] ras | Includes: FlexConfig, Smart CLI Audit Events, Deployment History,

Download Configuration

View Configuration > Configure > View Configuration b View Configuration >

o|0|x| 29. FDM 112 +A

3287 23 C}S 2% 1{'"doi| A Smart CLI > Objects(7HA)Z 0|5 5t1 CREATE SMART CLI
OBJECT(SMART CLI 7ix| d4)& S=2IgrL|c}.

e | : e o == .
7] Firewall Device Manager " @ @ . @ ; SCHR) v Ml e
[ ] | e * vianag Monitoring Policies Objects Device: fireapower :- @ = Adminfstrator asca’ SECURE

Advanced . Device Summary

Configuration Objects

Smart CLI

DESCRIPTION

Objects

FlexConfig

| CREATE SMART CLI OBJECT |

O|O|X| 30. Smart CLI ZHx]|

3.3CHAH| MAIE =& ACLe| 0|8 FVI6tD, CLI ®IEZS! EECH2 M50l A Extended Access
List(BH & HMA S 5])E MEHGEDT, ?{Q| 2. 2B A0 MMHE HIERXZ A E A85to] 2R F
ACEE F M3 CI= OK(E Q) HEE Z&l5t0 ACLE 2tZ &LLCt.
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Edit Smart CLI Object

Description

Extandad Access st

Template

O|O|X| 31. =& ACL 44

S 23 ACLOY CHEF ACES Cf %7430k s B2 OHPAS #K) ACES| 1% 9I2 0|55t
228t £ Qle= ™ 3747t LIEFLICH. ACESE [ F£7}5t2{H slE ACEE 225t
Dupllcate(EHI)Z AMEHSEL[CY.

ATHA|. O7 CHZ FlexConfig Z4&M| & A 4d5HoF g LICt O|& 2[5 2% m'd = 0|S35t0q FlexConfig
> FlexConfig Objects= ME43} 1 CREATE FLEXCONFIG OBJECTE S=IzLicH

S A . i o 2= =] T . adimin alua

Firewall Device Manager Monitaring Policies Objects Deavice: firepower @ @ @ . Adminisirator "‘U SECURE
Adv i Device Eiu\'\l\\.‘a.r\- .

Configuration FlexConfig Objects

Smart CLI

DESCRIPTION

Objects

FlexConfig

FexConfig Objects

mEﬂTE FLEXCOMNFIG OBJECT
FlexConfig Policy

0|0|X| 32. FlexConfig 7H|

4 1EHA|. OS2 20| FlexConfig 24| 2| O|§& F718t04 Mo WH ACLE
OlAof CHEt QU2 EE FFLICH

S5t

!
o

= QI

oll
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access-group "ACL-name" in interface "interface-name" control-plane

Ol OHS HE oM 2 #HEtE|H, 99| 3.3E 7| 'ACL-UNWANTED-COUNTRY'0{| A M El &%
ACLZ Ct=21 ZHo| AF2 8t Ct.

access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

o
[l
!
i
rx
qm
Q'I_l
ivd

O|Z | 6t FlexConfig 7i#l| 2o 2 T z|o{of BL|Ct 27 Ct 2 &
FlexConfig 7| & 2t = &L|CH.

Create FlexConfig Object

MName

‘0BJ-FC-CONTROL-PLANE

Description

Variablas

=+ ADD VARABLE

Template

roup ACL-UNWANTED-COUNTRY in interface outside contro

Megate Template % Expand ) Reset

ICCRES-Eroup ACL-UNWANTED-COUNTRY in interface ou

0|0/ x| 33. FlexConfig 7HA| Bt 7|

5EH|. A% 38 M FlexConfig PolicyE Mg LICt. O|& I3l Flexconfig > FlexConfig Policy 2 0|S
sto '+ HES 228 O3 9 412 A M M5t FlexConfig ZHAE MEFLICH.
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irewall Device Manager ; = s '@ G" @ @ : uhin v e
E Monitoring Policies Objects Device: firepower p - @ : = Adminfstrator

o-
%
m
20
m

i s Device S‘u‘-‘-'l'a.'y .
Configurati FlexConfig Policy
p—— Group List Preview
Objects
¥
FlexConfig I_ T 3 I

OBJ-FC-4 L-PLAN
FlexConfig Objects Create. new FlexConfig Object CANCEL n

FlexConfig Policy

0|0l x| 34. FlexConfig %4

5.1E 7. FlexConfig O|2| 27[0f| H&E ZAEE Z&i|Q! ACLo| CiEh SHHE Z I olM0| E AL
EX| 2 2lst 1 Save(M%) HES Z=IFLICHL

[Fh  Emwall Bevies Mansco - = =z === Y (5N (= . admin T T [—
Si=2i] FEEWARCeCE. Ve =g ol Monitaring Policias Objects Device: firepower C! e @:] @ . Administrator eises SECURE
Adv >d . Device Summary

Configuration FlexConfig Policy

Smart €L Group List Preview

Objects UMWANTED -COUNTRY in interface outside

B 08J-FC-CONTROL-PLANE
FlexConfig
FlexConfig Objects

FlexConfig Policy

0|0]X| 35. FlexConfig 224 O|2| £ 7|

6CtAH. VPN i Y 2022 E E335t2d= FTDO| ZAx|2do|M 844 AFE S 2 EF &L CH
O|E <&l &E ‘||'rr0‘||k| Deployment(7+ %) HES 225t 5 & Zu|azl|o|M ¢H3 Atgo| 2
HFE X| QI8t CI2 DEPLOY NOW(X|Z 7 5)8 Z2/8fLc}.



Pending Changes

@ Last Deployment CompIL ed Suc c.t_bsfull\r
y Deployment His

Deployed Version (05 Sep 2023 02:27 PM) Pending Version

o Network Object Added: OB.J-NET-LUNWANTED-COUNTRY

subType1 Metwork

valuer 2.2.2.8/24
dsSystemDetined: false
dnskesolution: IPVa_AND_TPVE
deseriptisn

namen OB7-NET-UNWANTED - COUNTEY

@) FlexConfig Palicy Edited: default-group

FlexConfiglbjects:
- 08 - FC-COMTROL - PLANE

© Extended Access List Added: ACL-UNWANTED-COUNTRY

entries[0)]. logging: DEFAULT
entrias[0].setion: DENY
name: ACL-UNWANTED-COLNTRY
entries[8]. sourceletuorks

A0 MET |BRMBTER FmTOV

MORE ACTIONS CANGEL DERLOH NOW

O|0|X| 36. HHZ E/ &

6.1EF7]. E2 i Z 7t HSXQIX| = elghLct.
Pending Changes

There are no Pending Changes yet.

on 05 Sep 2023 11:08 AM.

he Denloyment History

o|O|X| 37. HHZ MZ

7EHAH. FTDOI| CHEr M ZHEE Zd2 ACL° MASH7LE 3R AFR Q1 7|& ACLE T
Zim|agilo|M 8473 Alero| o|0| MAEl FTD @dZ20f|l M E|X| o= 2 FTDO| :H =

LS ——

r°l'

E +82 = X|of FLIC} O|E I8 FTDL| CLIo| @dZ&st T Ch21t 2ol 4 A XIS

EXMSAE P FTA0 CHeH &M A

fjo

x| 242

> clear conn address 192.168.1.10 all



X|?edH

mjo

A MEY HESIZ0f Chet 24 o1

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

> clear conn address 192.168.1.1-192.168.1.10 all

) HIO:FZ VPN FE e 40| EHUM XSM HAA A|Z7 2EE M &85 VPN F
X CHel 48 A2 Hot ehsledo] Z M2 X|224™ clear conn address E232| Z20of 'all'
F|IHEE AH85t= Zo| E&LICH

CLIE Ar&35t0o{ ASAN| CHist ZHEE Z8IQI ACL 7+
OlE{m| 0| A0 :H%+ =4 VPN FRIE Ol 342
4o 5t= MAtLICt

EHst7| 2Is Ao BEH ACLE 714

Ol 2%
st7| 25 ASA CLIOIA =3t

S35l 2ot usled ASA0| 2015t

CH2 1 20| 'configure terminal'ofl M| A EFL|CH

—

1EH7A. CLIE

asa# configure terminal

EtA|. ASAO] CH3H XIEHSHOF 5t= EcHZlof| CHEF SAE IP £=A EE
51 FACLEZ TFA3618{™ next WS A2 &hLCt
£ dgstH T HE ACE =0

- 0] ool M= "ACL-UNWANTED-COUNTRY'2H= A ACL
Atereruct

192.168.1.0/24 MEH0|M 2= VPN £AtHE CH 242

asa(config)# access-Tist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

504 'ACL-UNWANTED-COUNTRY' ACLZ 2|F ASA 2lE

3EHA|. CHS access-group WS AL
Ho|A0| CHEF ZHEE Z 29I ACLE T ELICH.

asa(config)# access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane



ATHA| M| Ko WH ACLS MAISHHLE 4K AF2 Q1 7|& ACLE HEISH B, Zu|ado|M
74 Ab&to| o|0] A& =l ASA Q1740 MEE|X| oo Z ASAO| CHEH &M 0474 A|EE £50F K|

2{oF BfLIC}. O|& il CtEx 2ol &d HZEE XIZLICH

x| 24

[0

MBAE P FA0 CHsH &M oA

Am

asa# clear conn address 192.168.1.10 all

HA MES HEFoi cHet &9 HZEE X|?edH

asa# clear conn address 192.168.1.0 netmask 255.255.255.0 all

IP A Hefol CHE & HdE S X2

asa# clear conn address 192.168.1.1-192.168.1.10 all

JO M K[SZQI AA A7 2B &4 VPN F
M 2Z X|24H clear conn address H&3o| Zof 'all'
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'shun' BHEE AL 50 EoF &atedo| 4 RIEHst= CHA| Z4m22i| o]

Hot urstedof CHst 34 A EHote SR SMO| A2 'shun' BHE AIEE = U&LICH
shuncommandZ AI235lH 23 SAEZEE{Q| ¢1ZAE e £ Ql&Lct

JIP =AE SiA|ISHH RIEH 7ls0| & MAE WXl AL P FLHM &5 2E 40| &

=1 7S ELCH

-KHE ZAE FAQO| o4Z40| AN &M AENQIX| 045 0f 2H7240] theshuncommand 2| xF&H

E,ZRESS AIYsE YRS HUS AHSD LA POM BE



- shuncommand= S4E SM2 2 AtEtete Ol AASEI22 Y Yo C|utolA T2 of4d0]
T AE[X| ef&LICH

- QIE{m|O|A ZAm|agio|Mo| M7= uHotct sHE QIE{H| o|A0]| @IAEl R E Er2tE M HE/LICEH

- HHE 22 RHE

shun source_ip [ dest_ip source_port dest_port [ protocol]] [ vlan vlan_id]

no shun source_ip [ vlan vlan_id]

AEIPF
A 01

£ Atehstoi™ 2o dateof Chslf CHExt 2o TIYELICH of ool M= 'shun' B
I&38ko AL

A 5
AAIP FTA192.168.1.100M 2= VPN At CHel 242 &HEHeL|C},

mo fol
o

FTDL| Zix|1dy|0|M of

1EHA|. CLIE 83l FTDOl 212l5t1 CS 1t Z0| shun @& M8 &L ct.

<#root>
>
shun 192.168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

IP FAY shun hit X+E &2

Ju
e
ol
Kl

2EH7|. ChHE show BHE A& 504 FTDO|M shun IP =4 &

k=3
[ |
LIE{@E = A&LICH

<#root>
>
show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

>



show shun statistics

diagnostic=0FF, cnt=0
outside=ON, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:00:28)

ASAS| ZAI|18]0]M of

1EH7A|. CLIE S35l ASA0| 2115t CHE1t 20 shun B S MEELICH

<#root>
asa#
shun 192.168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

ot
1>
i

2C8HA|. CIS show H2IS AFR2 504 ASAM|AM shun IP TAE &QIst T IP TAE shun hit
PLEZE = USLICH

<#root>
asa#
show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

asa#

show shun statistics

outside=0ON, cnt=0
inside=0FF, cnt=0
dmz=0FF, cnt=0
outsidel=0FF, cnt=0
mgmt=0FF, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:01:39)

S

11: secure firewall shun @201 CHEH AFA|SH L& 2 Cisco Secure Firewall Threat Defense
a4
(o]

HZE OISR

oF D2



/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162

CtE2 S elefLCt

<ttroot>

>

show runni ng-confi g access-1ist ACL- UN\VANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny 1ip 192.168.1.0 255.255.255.0 any

>

show runni ng-confi g access-group

*%*%*QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

FDMOM #2|=l= FTDL| £3 of:

<#root>
> show runni ng-config object id OBJ- NET- UN\WVANTED- COUNTRY

object network OBJ-NET-UNWANTED-COUNTRY
subnet 192.168.1.0 255.255.255.0

>

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY
access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any4 log default
> show runni ng-confi g access-group

**%QUTPUT OMITTED FOR BREVITY*%**
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane



ASAS| £3 of:

<{froot>
asa#

show runni ng-confi g access-1ist ACL- UN\WVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

asa#

show runni ng-confi g access-group

***QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

2EtH|. ZHEE E8Ql ACLO| Ee 8t EEfHE AIEetn U=X| & QlstE{H packet-tracer BHE
A8 35to{ E ot ghsted o] o|F QIE{H|O|A 0| CHEH =4I TCP 443 9142 AIEd|0|M$t CHS show
access-list <acl-name> BHE A& 5tH 2o &3t=oi CHEt VPN 219 2 Al ¢1Z40| HEE Ed
ol AcLoll o|&lf xFEHE! Ok ACL SIE =7t &7F8HoF gHLCt.

- 0| of|0o{l M packet-tracer HHE2 A E 192.168.1.100 A AAE|T HOH HHglEdo| O|E |p FAZ

MY E|= =4I TCP 443 22 AlET0|MELICt. 'packet-tracer' 2230 M= Ee{E 0| AKX E| 1

AUZE &el5t 1, 'show access-list E0|MH= ZHEE ZQ2 ACLO| CHEF MF 3!~ S7I20| £
AlElLCt,

FTDe| £3 of

<#root>

>
packet-tracer input outside tcp 192.168.1.10 1234 10. 3. 3. 251 443

Phase: 1
Type:

ACCESS- LI ST
Subtype: Tlog

Resul t: DROP

Elapsed time: 21700 ns
Config:
Additional Information:

ResuTt:

input-interface: outside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop



Time Taken: 21700 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tocation: frame 0x00005623c7f324e7 flow (NA)/NA

>

show access-|ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny ip 192.168.1.0 255.255.255.0 any (

hitcnt=1

) 0x142f69bf

ASAC| 21 of

<#root>
asa#
packet-tracer input outside tcp 192.168.1.10 1234 10.3.3.5 443

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETlapsed time: 19688 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2
Type:

ACCESS- LI ST
Subtype: Tlog
Resul t: DROP

ETlapsed time: 17833 ns
Config:
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up

Action: drop
Time Taken: 37521 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tlocation: frame 0x0000556e6808cac8 flow (NA)/NA



asa#
show access-|i st ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY Tine 1 extended deny ip 192.168.1.0 255.255.255.0 any

(hitcnt=1)

0x9b4d26ac

~ Zt1: Cisco Secure Client VPNIF Z2 RAVPN £ M0| Eot ghledof| L=l B,
EpEE &5ty Qs ZHEE Z09] ACLO| JACHE S 5t=X| 20157 {6 &2
gdo] CHEH AKX 913 A& =88 4= &LCt

224 g

« 2loq| X|Z2|M x| 7|8t AnyConnect 22}0|1E 24 Z: Cisco EH1 ID CSCvs65322


https://tools.cisco.com/bugsearch/bug/CSCvs65322
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