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Add Application Group @ X

n Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.
Application Group Edit
Marme External_Duo

e SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
metadata file as required for use in your |dP.
Entity ID

Copy

Assertion Consumer Service (ACS) URL
Copy

Download SP Metadata m

b. SAML SP M|EICIO|E{7t E AIE|H IdPE 0|S3t04 Af SAML SSO ofZ 2|7 0|ME FAJgfLCt.

c. Duo0i| 22215104 Applications(0HZ 2|71 0|) > Protect an Application(OHZE|AH|0|M E3)o 2
ols &Lt

Dashboard > Applcations

Dashboard

Davice Insight w
Policies W
o Manage your update to the new Universal Prompt experience, all in one place.
Applications ~
L]
Protect an Sae My Progreas Gt Maore Information [
Application
L |
Authentication Proxy
Single Sign-On v 1 0
AN Applications Emd of Suppest
Users v
Export w Q
Groups W
Hame = Type Agpianon Polcy Gooup Posicies

Endpaints a



d. Generic SAML Service Provider(dgt SAML MH|A XMEXHE &1 Protect(23)E Z2/8fLICH

Dushiowd > Apolcations > Frotect an Application

Protect an Application

evice I
gerwric
Palic
o Application Protection Type
Applications ~
Prabect an BUS AutnaPl 2FA Documentation of Fratact
Application
Authentication Proxy
2FA wizh 550 hosted by Duo
Generic QIDGC Relying Party Documantation Cf Protect
Single Sign-0n :
Use
2FA wish S50 hosted by Duo
Generic SAML Service Provider ! Documentation Cf
Group

e. Secure Firewallol| M ZAI|28i0|MHE H & TIgEHoF 2 Z IdPOIAM Q15 A & SAML HIEHE| O]

E{E CtRE =g CH

I

f. ZTNA o Z2[A 0| D& (T adll M 4 4dE)oil M Entity ID & Assertion Consumer
Service(ACS) URLS l&4&tL]Ct.



Dashboard

Device Insight

Policies

Applications

Protect an
Application

Authentication Proxy

Single Sign-0On

Users

Groups

Endpoints

2FA Devices

Administrators

Trusted Endpoints

Trust Monitor

Reports

Settings

Billing

You're using the new
Admin Panel menu and

left-side navigation

Provide feedback

Dashboard » Applications * Generic SAML Service Provider - Single Sign-On 1

Generic SAML Service Provider - Single Sign-On 1

Temporarily switch to

the old experience

H JIIH
Jlﬂl
[e]]]

]

g 27 Aol mel ofE 27 oldE HElst
28t % Save(XEHE Z2gtLCH,

W

See the Generic S50 documentation C to integrate Duo into your SAML-enabled service provider.
W

Metadata
Fa

Entity 1D hitps://sso- limetadai: Copy |

Single Sign-On URL htips://sso-8i I/sso Copy I

Single Log-Out URL https://sso-{ L] W slo Copy |
W

Metadata URL htips://ss0-8 ‘metadat: Copy I
A
y Certificate Fingerprints

SHA-1 Fingerprint SE:5 5C Copy I
W

SHA-256 Fingerprint "85 =9:52| Copy I
W
v Downloads

Certificate Download certificate Expires: 01-19-2038
£ SAML Metadata Download XML
W

Service Provider

Metadata Discovery MNone (manual input) - I
g L

1} Early Access
Entity ID * hitps./fi /External_Duo/saml/sp/metadata l
The unigque identifier of the service provider.
Assertion Consumer Service https:// ‘External_Duo/+CSCOE +/samifsp/ac
(ACS) URL *

+ Add an ACE URL

t= AFEXEEE OHEE|F O] Mo HMAE ==

kl
o
ol



Type Generic SAML Service Provider - Single Sign-On

Name External Applications ZTNA

Duo Push users will sea this when approving transactions.

Self-service portal Let users remove devices, add new devices, and reactivate Duo Moblle
See Seif-Servica Portal documantation [£.

T allow Duo to notify users about sell-service portal aciivity, select Settings > Notilications

Username normalization Username normalization for Single-Sign On applications is controlled by the enabled authentication source. Please visit your authentication source to medify this configuration.

Caontrods if a username should be altered before trying to match them with a Duo user account.

Vaice greeting
Welcome to Due.
A
Specify the message read to users who use phone callback, followed by authentication instructions. Maximum 512 characters.
HNotes
A
For Internal use. Maximum 512 characters.
AN e il Assign administrative unit -
Permitted groups Only allow authentication from users in certain groups
o -
When unchecked, all users can authenticate to this application
Allowed Hostnames Since this application is using Frameless Duo Universal Prompt, configuring allowed hostnames is no longer supported.

Gat more information 4

h. FMCZ CtA| 0| Sst1 IdPOM Ct2 2 E8F oS ALE3t04 off 2|70 250 SAML IdP M
EtCi|O[E{E FIHEfLct.



Add Application Group

@ <
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations
1| Application Group Edit
Mame External_Duo
2 | SAML Service Provider (SP) Metadata Edit
Entity 1D https:/i External_Duo/samifsp/metadata
Assertion Consumer Serice (ACS) URL https:j/ 'External_Duo/+CSCOE+/saml/sp/acs Ttgname=D
p—
© samL identity Provider (1dP) Metadata
Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later
e |mport IdP Metadata
Manual Configuration

Configure Later

Import IdP Metadata
N
Drag and drop your file here
or select file
External Applications ZTNA - IDP Metadata.xml
Entity ID*
https://sso-E

Single Sign=-0n URL*
https://ss0

IdP Certificate

MIID DT ——

DQYJKoZl

Cancel m
i. Next(CI=)E& 225t 27 AFE 0] 2t Re-Authentication Interval(RHQIE 7t2d) & Security
Controls(_._._F HNo{)E FdetLct 29 7Hu|asolME AE St Finish(OH

)E 3 2|5t
R)=2 =2

= grLCt.



Add Application Group 0 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(1) Application Group Edit
| Name External_Duo
(2') SAML Service Provider (SP) Metadata Edit
Entity ID https://fi External_Duo/saml/sp/metadata
Assertion Consumer Service (ACS) URL https:/J External_Duo/+CSCOE+/saml/sp/acsMigname=D...
(3) SAML Identity Provider (IdP) Metadata Edit
Entity ID https://ssc
Single Sign-0On URL https://ssc
IdP Certificate External_Duo-1697063490514
( 4 ) Re-Authentication Interval Edit
| Timeout Interval 1440 minutes
(5 ) Security Zones and Security Controls Edit
Security Zones Inherited: (Outside)
Intrusion Palicy Inherited: (None)
Wariable Set Inherited: (None)
Malbware and File Policy Inherited: (None)

010
K

& T2 I & 2: Microsoft Enterprise ID(Azure AD)E IdPE AlE

a. OHEZ|7o|M & 0|2 =25t CF2 S 225104 SAML SP(MH|A 32X HIEHH|O|E{E
E AIELICE.




Add Application Group 9 X
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

:i: Application Group Edit
| Mame Azure_apps

° SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
metadata file as required for use in your IdP.

Entity ID
https:// [Azure_apps/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL
https://! ifAzure_apps/+CSCOE+/saml/sp/acs?tgname=[  Copy

Download SP Metadata

3 ) SAML Identity Provider (IdP) Metadata

4 | Re-Authentication Interval

5 ) Security Zones and Security Controls

Cancel

b. SAML SP M|E}C|O|E{7t E AIE|H IdPE 0|S3t04 Af SAML SSO ofZ 2|7 0|ME FAJ g LC.

c. Microsoft Azure0ll 21215t 11 Enterprise Applications(2NE{Z2}0|X 0fE 2|7|0|M) > New
Application(Ai OHZ2[AH|O|M)2 2 O|SFLIC}.

Home | Enterprise applications

2z Enterprise applications | All applications

N
s - Microsoft Entra ID
b -+ New application () Refresh L Download (Export) O Freview info == Columns [#5) Preview features A7 Got feedback?
Overview
@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your arganization are in application registrations.
Manage | # Search by application name or object ID Application type == Enterprise Applications Application ID starts with X T Add filters
I HE Al applications I 77 applications found

+ . _—
B Application prowy Name L ObjectID Application ID Homepage URL Created on



d. Create your own application(XtA|| 0 Z 2|7{|0|4M 2+d) > Enter the name of application(0HZ 2|7
O|M 0|8 l2d) > Create(MAd)E Z 2IgtLICH

m D Sk wernts el pd e

Home > Enterprise applicat

unc) AR sppReyiors Create your own application ®
Browse Microsoft Entra Gallery

A Got feedback?
£ Create your own application By Got feedback?

i e ave developing your own applcation, using Application Prowy, or want to integrate an

The Micressolt Extra App Gallery & & cataliog of thousands of apps that make it asy 1o deploy s configure singht sign.on [SS0) and automated user provisiening. Whan deploying an app S the App Galle  applicatian that it nak in th gallery, you can ereate your own spplication here

create your awn application here. i you are wanting 1o publith an applcation you hawe developed into the Microsodt Entra Gallery for other organizations fo ditoover and use, you can fike 3 request uing the

What's the name of your appT
Search application Singhe Sign-on - ANl Uer Account Management | All Categories - All Zeww Trust FTD

Winat aee o looking 1 do with your application?

() Configure Appiscation Prey for Secure remote S0CR5s 1 49 ON-premices appkeation
() Register an application ta integrate with Microsot Entra i) {App you're develoging)
&) Inbgeate by Shed SEBRCAton you oAt find in the gallery Non-galery)

e. OHEE|7|0|ME Y1 Assign users and groups(AHEAH & O & &E)E 225104 ofZ 2|7 0|
of HMAE 4= e ALSA WEE OIS Holg Lt

Enterprise applications | Al applications > Browse Microsolt Entra Gallery

Zero Trust FTD | Overview

B Ovenvew Properties
(0 oepiayment Plan Mame
X Diagmose and sohw prablems Tero Trust FTD
Apphcation ID
Manage e
pom m
Il Propevies
o Object ID
& Owners ™
&b Roles and administrators =
Getting Started
& Users and groups
D Singhe sign-on
I Provisianing @ 1 Assign users and groups _:_'.) 2. Set up single sign on 8) 3. Provision User Accounts L 4 Conditional Access
B Application prowy Frovide specific users and groups access Enabie users to sign into their application Automatically oreate and delete user Secure access to this application with a
o the apphcations. uding their Microsoft Entra credentials accounts in the application customizable access policy.
€ Self-service ot started Gt started Create a policy
Secwiity
% Conditional Access G 5 Selfservice
B Pemmissions Enable users to request sccess to the

applcation using their Microsaft Entra
D Token encrypiion -

Activity

f. Add user/group(AtE A1 E F7t) > Select the required users/groups(E 8t At X/ E EH)
> Assign(Z )2 E2IFLICH SHE A8 XHOES Y2 Single sign-on2 £ 2/FLICH



Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

Za Zero Trust FTD | Users and groups

Enterprise Application 1

“ T Add user/group & E gnmer emove 4~ Update credentials == Columns DTJ Got feedback?

o The application will appear for assigned users within My Apps. Set "visible to users? to no in properties to prevent this. =

i Overview
[ Deployment Plan

# Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.
Manage

' . |/'"- First 200 shown, to search all users 8 gro...
.I Properties

2 Owners Display Name Object Type

4t Roles and administrators D @ Angel
&3 Users and groups D . Fernando

2 Single sign-on 2

g. Single sign-on AMoj| A SAMLZ £ 2!gfLCH.

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

) Zero Trust FTD | Single sign-on

Enterprise Application

H Overview Single sign-on (550) adds security and corvenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your erganization te sign in to every application they use with only one account Once the user logs inte an application, that
M Deployment Plan credential is used for all the other applications they need access to. Learn more

. Diagnose and solve problems

Manage Select a single sign-on method  Help me decide

:f' Properties

b Owners
. ® Disabled G SAML ﬁ Password-based
& Roles snd administrators Single sign-on is not enabled, The user Rich and secure authentication to Password storage and replay using a
wan't be able to launch the app from applications using the SAML (Security web browser extension or mebile app.

& u d
TG S groups My Apps. Assertion Markup Language) protocol,

D single sign-on

Provisioning

]

T Application proxy

h. HEIC|OIE It U= =& F 2SI AMH|A SZRHES Yo H OH2EEF XML Y S
MESHHLE ZTNA o E 2|7 04 T F(EFA| a0l M A EE)ol M AE[E| ID I 044 AH[XF MH|A
(ACS) URLZ =822 =F LIt

N 23 sot wsteol M AT TB0IMS Hg FIBshedH HCI|014 HIEHEI OB XMLE CHe
RESHL QIBME fEMo R CIREESI (7| 64) IIP(22Q] 2 230+ URL &
Microsoft Entra A/23X})0il A SAML MIEIC|O|E{1E S AlsHoF & LICH.



Home > Enterprise applications | All applications > Zero Trust FTD

Zero Trust FTD | SAML-based Sign-on

Enterprise Application

I ? Upload metadata file I k}' Change single sign-on mode IE Test this application ﬁ_"‘ Got feedback?

i Overview

(D Deployment Plan Set up Single Sign-On with SAML

2 Diagnose and solve problems ) . , . . - . . .
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Learn

Manage more.

Ill .
Il Properties Read the configuration guide & for help integrating Zero Trust FTD.

& Owners o
Basic SAML Configuration -
& Roles and administrators g
2 Users and groups Identifier (Entity ID) https.// fAzure_apps/saml/sp/metadata
Reply URL (Assertion Consumer Service URL)  https:// fAzure_apps/+ CSCOE+samlfsp/
D single sign-on acsTigname=DefaultZeroTrustGroup
Sign on URL Optional
+ Provisioning Relay State (Optional) COptional
1 i I ignal
B Application proxy Logout Url (Optional) Cptignal
Z Self-service e
Custom security attributes Attributes & Claims & Edit
Security givenname user.givenname
surname USErSUMame
®  Conditional Access emailaddress usermail
name useruserprincipalname
a [P
iis Permissions Unique User ldentifier useruserprincipalname
B Token encryption
Activity e SAML Certificates
D Sign-in logs Token signing certificate y Edit
ni - Status Active
fil Usage 8 insights
: 9 9 Thumbprint
E Auditlogs Expiration
. Motification Email
M Provisioning logs App Federation Metadata Url = E
= Access reviews Certificate (Baseb4) Download
Certificate (Raw) Download
Troubleshooting + Support IFederalion Metadata XML Download I
& New support reguest
Verification certificates (optional) 2 Edit
Required No
Active Q
Expired a

e Set up Zero Trust FTD

You'll need to configure the application to link with Microsoft Entra ID.

Login URL [ htpsy D]
Microsoft Entra Identifier hitps//s El
Legout URL hittpsy/yl m

i. FMCZ C}A| 0|&35t0q IdPOIA CFR ZE 8 HIEH|O|E] It (S AFR 304 SAML IdP HIEFH|O|E{E
OfZ 2|70l 28 22 71X 7Ll E¢E HIOIEE 5o = 23stL|Ct.



Add Application Group

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

\

1
|

(2
£

Application Group

Name Azure_apps

SAML Service Provider (SP) Metadata

Entity 1D https:i/. {Azure_apps/saml/sp/metadata
Assertion Consumer Service [ACS) URL https://. {Azure_apps/+CSCOE+/sami/sp/acs Ttigname=Def...

€ SAML identity Provider (IdP) Metadata

4

5

Import or enter the [dP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

® Import |dP Metadata

) Manual Configuration

) Configure Later
Import IdP Metadata

Drag and drop your file here
or select file
Zero Trust FTD.xml

Entity ID*
https:/

Single Sign=0n URL*

hitps://

IdP Certificate
MICEDCCAdigAwlBAgIQdTt? Lwlj7aRGm 1m2 1 2dU/DANBgkahkiGIw0OB

I ey e e w

Re-Authentication Interval

Security Zones and Security Controls

9 X

Edit

Edit

Cancel

j. Next(CH2)E 22lst1 27 Ar&oll 2t Re-Authentication Interval(Ri 215 ZH23) 2! Security
Controls(£9+ Mo)& FHELICH o Au[azl|o|ME HE ST Finish(OE)E E=IFLICH.



‘ Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

Application Group Edit

| Name Azure_apps

2 ) SAML Service Provider (SP) Metadata Edit
Entity 10 https:/f {Azure_apps/saml/sp/metadata
Assertion Consumer Service {ACS) URL https:// {Azure_apps/+CSCOE+/saml/sp/acs Ttgname=Def...

3 ] SAML Identity Provider (IdP) Metadata Edit
Entity 10 https:/[:
Single Sign-On URL https://|

ldP Certificate

4 | Re-Authentication Interval Edit

| Timeout Interva 1440 minutes

5 | Security Zones and Security Controls Edit
Security Zones Inherited: (Qutside)
Intrusion Polic Inherited: (None)
Variable Set Inherited: (None)
Malware and File Palicy Inherited: (None)

|- "

Of Z2[7i[o]M 7

OfEEI0IM 280l YuEIHo0z ofEEIAol F7E BYstol Bz He Y ALY
CEEEIIER IS

1. i Z2/7o|M M e UL
a) O Z 2|70l 0| &: 7+ o EE[7i0| M| AEXR}.

b) 2|2 URL: 3 &/2|5 DNS tlZ =0 = o Z 70| MH2] HAIE! URL. AL X}F7L o E 2|70
Moj| HEo 2 HMASHT| {aH A3t URLILICE.

c) OHEZ2|70|M URL: ofZ2[AH 0|2 AIM| FQDN = HERZ IP. 2o &5tE{oi M o Z 2]
70| Mofl 24235t 7| 2I5H A& 5tE URLILILCE,

N a3 7oz 9 URLE OHEEI7014 URLE AFREILICH CHE OHZ 23|04 URLS
X F

(d) OHEE[ZH 0|4 QUBA: HMAE o ZE2(A|0|M2| 2IB M A2l & 7l Z|(FMC & H|O|X| >
Objects > Object Management > PKI > Internal certs0i| A F7})



e) IPv4 NAT AA(MEH ALSH): 2179 AFRtO

O AL IP FAE WIS o EE(7H 0|0 MH ST
7‘._*Oﬂ *._‘"5—'1&* "_’ti ?'jEFE'I—IEF(IPM —’F—_/.\_E HEZAE T

= hJ:.*-‘?—I 78 HEXHI A/ 2 &8
3 17 Al B2 E MSst=SE

)I

nSg =y :L.=.(Ad = AR 0l 38 Z2IUS 7|Z S8 T2 280 £7h5t04 7
L

O] 040l A ZTNAE ALE35t0 HMIAE £ U= oEEIZI0|MH2 EHIAE FMC & Ul ! Secure
Firewall F|ofl /= CcTBL2| & UIL]|C}.

O EZ 2|7 0|29 @& M= Objects(7HAl) > Object Management(7H&| £ 2l) > PKI > Internal
certs(LHF 215 M)oll M F7t5H0F &LCt.

Add Known Internal Certificate Q

Mame
ad=Imc=-Fna.ciisco.local
Cerificaie Data of, chaase a fila:

e L

-----BEGIN CERTIFICATE-----

3y

Key or, choose a file: Brow

Encrypted, and the password is mramimE=

N AT ZTNAZ HNAE ZH OHEEIFOIMOl CHEH ZE 915 ME Z7haHok BHLICH



IS XM7t LIF QB MZ FILE|HHM LIHX| EE 7l& T 8FLch
Of oflofl CHal & oHE2|FI0lM A2 chga 24Ut
S8 ZZIM1:FMC B UIEHAE(SE Z2O3 OF 12| HH)

Add Application

o Application Settings

Application Name*

9 X

Enabled @)

IFMC

External URL* ©

Ihttps:f!ao-fmc-ztna.cisco,local

Application URL (FQDN or Network IP)*

https://ao-fmc-ztna.cisco.loca

M Use External URL as Application URL

By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.q., https://10.72.34.57:8443

Application Certificate* @

I ao-fmec-ztna.cisco.local

[+

IPvd NAT Source @

| Select...

Application Group

IExternaI_Duo

2 SAML S e Provider (SP) Metadata
3 ) SAML ldentity Provider (IdP) Metadata
4 Re-Authentication Interval

5 | Se rity Zor ind Security Controls

Cancel sk
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S8 ZE2IH0| 38 ZE2EIY IE 10l FIIEIRCEE 0| 88 ZE2 3o CH5H LIHX| HHO|
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ASELICH 2ot P U Hot MofE O E dEe =2 MYolg = JU&LICH
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TME ofEE|IF0IME HE ST Finish(OtE)E S =2IFLICt
Add Application @ X
Enabled @ )
€D Application Settings Edit
Application Mame FMC
External URL https://ao-fmc-ztna.cisco.local
Application URL https:/fao-fmc-ztna.cisco.local
IPyd NAT Source -
Application Certificate ao-fmc-ztna.cisco.local
Application Group External_Duo
I 2 | SAML Service Provider (SP) Metadata
| Configurations are derived from Application Group ‘External_Duo’
(3) SAML Identity Provider (IdP) Metadata
| Configurations are derived from Application Group ‘External_Duo’
I «’- | Re-Authentication Interval
| Configurations are derived from Application Group ‘External_Duo’
| ; | Security Zones and Security Controls Edit
Security Zones Inherited: (Outside)
Intrusion Policy Inherited: (None)
Wariable Set Inherited: (None)
Malware and File Policy Inherited: (None)

OHZZ|7l0|4 2: CTB & UI(OHEE|ZH0|M & 22| HIH)

0| 88 Z=I3ol Chet 78 @2 ChEn &Lt



Cal

Enabled @ )

1 | Application Settings Edit
Application Mame CTB
External URL https://ao-ctb.cisco.local
Application URL https:/fao-ctb.cisco.local
IPv4 NAT Source ZTNA_NAT_CTB
Application Certificate ao-ctb.cisco.local
Application Group Azure_apps

2 | SAML Service Provider (SP) Metadata

Configurations are derived from Application Group ‘Azure_apps’

3 ) SAML Identity Provider (IdP) Metadata
Configurations are derived from Application Group 'Azure_apps

4 | Re-Authentication Interval

Configurations are derived from Application Group ‘Azure_apps’

5 ) Security Zones and Security Controls Edit

Security Zones Inherited: (Outside)

Intrus Inherited: (None)
\ariable Inherited: (None)
Malware and File Policy Inherited: (None)

~ At 71: 0| OHZ 2|7|0|Mel B UEQT ZHA| "ZTNA_NAT _CTB"7} IPv4 NAT AA R -T“HEI
A}A&LICE o] FMoMHE TZI2 o ZE (A o|Mof| M SH7| Tol| A ASAe AA P F
7t 2HE A LHel IP FAR BHEHELICH
Ol o Z2|7l0|M(CTB) 7|2 AZ7| Eot gtsted0| ot HO|EQ0|E 7I27|22 HHet E
cHelo| Y3 AR AH MEEIX| L7 Eo FHEIRIELICE O] NAT HI|ad|o|M2 Sa
MEY ZTNA_NAT_CTB7} Eot &sledg Sall (A E = U S ofZ2/7o|Mo| 1H E=
7t T EEIRELICEH

ofZE|#olMo] FE =™ iE oHE2|FH 04 2 F ot2ioll EAIELICH

ZTNA-TAC ~ Taegated: 1 device
Groups: 3 Applications:
\pplicatior Satting:
Add Apphcation
[— Al atiests LI SAML Entity 80 Securty Pones atusion Pebcy Mahveare and Fibe Pudey
- Arure_apps | A 1 Hitps:f&ts g .. Outside Mone == A |
‘ CTB it ffa0-Gib isco. local LD /90~ CISCO ot Cutsige None N Trust L |
~  Extermal_Duo (1 Apoicat DS {530~ B - Outsice None None o -
[ FMC hitps:jja0-imc-ztna.clsco local hetps: | ja0-me-ztna.cisco local Owutside Maons Neng Trus. ® /W
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O Z |7 0|4 1
1. ALE AL & EEFRXME @ o E2[A 0|4 12| | URLE O|SELICH 0] 22 2|F URL2

https://ao-fmc-ztna.cisco.local/ &l L|C},

N 2T 9% URL 0|22 TAIE H ok urated QIE{H[0|A 0| P EAZ 2QIE|o{of BLICH Of
ol M= Q|5 QIE{H|0|A IP F£4(192.0.2.254) 2 &QI=L|C}

2. M| HM|AO|2 2 AR A= ofZ 2|7 0| Mof CHa R ME P 2290 TEHZ Z|C|AMHEL|C]

Single Sign-0On
al adit

Password

Log in

Secured by Duo

3. AAEXIoi|H MFA FAIE ERLICHIdPOI| T+ E MFA 2ol 2} CHE).


https://ao-fmc-ztna.cisco.local/

Are you logging i o External
Applications ZTHAT

@ Global VPN TAC


https://ao-fmc-ztna.cisco.local/

2. Ml ilAO|ZZ AFE2 KM= o= 2|7 0| Mo CHEH A=l IdP 22901 ZTE 2 Z|c|2MEL|C].

BE Microsoft
Sign in

€Y sign-in eptions

B Microsoft

Approve sign in request

9 Opon your Authenticator app, and enter the
number shawn to sign in,

Mo numbers in your app? Make sue 1o upgrada 1o
the latest version,

3. Ar& Xt H MFA FAIE EHLICHIdPH| 7t E MFA 8o et CHE).
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hagnosiecs: CTH

‘E.l-l-'l [T

= o e
C="n ]
b Applicallon Spetine WValdation

& General Validabion

FTD CLIOIAME show 2! clear BHE AIE23510{ M2 ETHAE £

MEE EAE & ALtk

<ffroot>

firepower# show runni ng-config zero-trust

application Show application configuration information
application-group Show application group configuration

| Output modifiers

<cr>

firepower# show zero-trust

sessions Show zero-trust sessions
statistics Show zero-trust statistics

firepower# show zero-trust sessions

IagolME B

0 SHLE MM



application show
application-group show
count show
user show
detail show

zero-trust sessions for application
zero-trust sessions for application group
zero-trust sessions count

zero-trust sessions for user

detailed info for the session

| Output modifiers

<Cr>

firepower# clear zero-trust

sessions Clear all zero-trust sessions
statistics Clear all zero-trust statistics

firepower# clear zero-trust sessions

application Clear zero-trust sessions for application
user Clear zero-trust sessions for user

<Cr>

NZ EXAE Y webvpn ZE CIHIE &/H38H6IE{™ Lina ZEZEo|M C}

« firepower# C|HH X2 EBH{AE 255
» firepower 1% C|BH webvpn 27 255

- firepower
- firepower

Fol  fob

pe M

C|H{2 webvpn S 255
C|H{2 webvpn saml 255

Z7} X|o| 28t AL TAC(Technical Assistance Center)0i| £ 2|5}

oko| R 8rL|C}. Cisco Worldwide Support Contacts.
« 0{7|M Cisco VPN CommunityE Y28 =T Q&L|Ct



https://www.cisco.com/c/ko_kr/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
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