HFSHE & X| BE2|AFE AFSSH0{ EOoF gighEl 2%
HFo{ 4d18|0|=E

=3}

A4

A7

0| & MO0 A= FDM(Firewall Device Manager)2 At&3t= Cisco FTD(Secure Firewall Threat
Defense) 41ci0|=2| o & MHEELICE.

AR @F ALE
QT AHE
CiscodlME CHS & 5of cifst XAl HEELICEH

« O] Ao CHEr &Y 2F AFE2 eigLiCh

ANBEETER

>

Ol EMXe| HEE= g AZESo{ & StERI0{ HHE 7|8t = gfLC.
« Cisco Firepower 4125(FTD {7 7.2.3 A3t)

Ol Mol HE= 54 # gt E2| CIHIO|AE EOIZ A EE[R&LICH o EA{ol AHSE 2 E Cut

=
OlaE Z7|5HE(71E) Hul2E0/Mo 2 AFEIGALICH HA HEQAT} &S 50 B2 2E
B0l AAYHQI WS DIE| SEIHAIZ| HHELIC
HiE HE

- FTDO| 2| IPoi CHEt o1
- A2ZEQ|0{ Cisco ZEO0I|A O|F0| CtR2EE=F FTD 2 2l|0|= THF|X|(.REL.tar)



ol ¥agol= Mxt= of{Zeto|dA0M R|ELICH

- 2 222 FYEIFTD A ZEQ0{§ A St= 2 & Cisco Firepower 2 &
AlZFst7| of

1. FTD Zdm|azf|o|Mol Wedg

AH
[N ]
2. EH“’ I:I-|7"|°| °'|j_E-I|O|': 7o=| %
3. Cisco Software Central0il A &1

Mt ctez2c=gtuct.

2FolghL|Ct.

Bo|lE WZ|X|ECtRE=FFLICE
.

4. Yadgol= mtee| 0|2 vt X| OHAA|2. 0|F 0] HE
Lot

El
e
rlo
=0
Fob
ol
Ral
)
rlo
o
u
N
ol

5. ECfE0| Jd¥2 | mEol ¥aefols MR E 98 ®X| &2 7|zhS of|eFEfLict
A
S

1EHA. FTDL| 22| IPE At&stod &3t ClHo|A 2HE|Rto 22 QIFFLICt

e EE R

Cisco Secure Firewall Device Manager

2EH7|. Firewall Device Manager Dashboard(2 3t C|HFO|A ZHE2|XF CHA|E E)0{ M View
Configuration(Z1Z|12l|0|M E 7)) Z=&Lct


/content/en/us/td/docs/security/secure-firewall/upgrade/device-manager/730/upgrade-device-manager-73/upgrade-threat-defense.html#Cisco_Generic_Topic.dita_3e70754d-7d23-4fea-a40a-3f100927fd4a
https://software.cisco.com/
https://software.cisco.com/

i o = . dmi
Firewall Device Manager o @ . . @ e ey w il oo
: i = Menitaring Policies Obsjects Divico: firapawer e @ H Admiie eisea SECURE
Madel [ VDB Intnssion foule Update  Cloud Services High Awallatility
Cisco Firspowar 4125 Threat Defenss 7.2.3-77 | FXCSE 2.0300.212) 3530 H0F20811-1540 &) Not Registersd | Register Not Configured

)
[ m & intarnet

ropcwar 4128 Thraat Daferns @
B@ E==

T Immics Matwork
wz
Interfaces Routing Updates System Settings
Connected Gealotation, Rule, VDB, Systemn Upgrade,
Enabled 3 of 3 Sucisity Intalligonces Fasds
View All interfaces > View Configuration > View Configuration ¥
DONS Service
DMS S
5 Management interface
Smart License @ Backup and Restore Troubleshoot =
o
Evaluation expires in 90 day N files craated pet e Britias
View Canfiguration 3 View Configuration 5 REQUEST FILE TO BE CREATED Ses more
Site-to-Site VPN Advanced Configuration Device Administration
aTE BT nect R ¢ VP Includes: FlexConfig, Smam CLI Audit Events, Deployment Histary,
[ ections | 1 p Policy Downicad Configuration
Viaw Canfiguration > Canfigiss > View Configuration * View Configuration *

37, System Upgrade(A|lAE 422 0|=) MM of2fe| Browse(3H0tE 7|) HE S 22/5t0{ MR
7|X|& HEE=FLCE

B &
Firewall Device Manager - @ .. . @ : admin R[] TR p—
irewall Device Manage: Monitoring PoRted 9 @ : Ackalatatsr asco’ SECURE
Davice S
Updates
Geolocation 202 3 VDB = Security Intelligence Feeds
Latest Update on 18 Jul 2023 Latest Update on 18 Jul 2023
Gonfigure
Canfigure Configure Set recurring updates
Set recurring updates Set recurring updates

WUPDATE FROM CLOUD
UPDATE FROM CLOUD | [

UPDWTE FROM ¢

Systemn Upgrade Intrusion Rule -
Currerit version threat defense: 7.2.3-77  Curent version FX0S: 2.13(0.212) Latest Update on 18 Jul 2023
@ Important Configure Snort
Set recurring updates : .
Make sure the threat defenss version is compatible with the FXOS version. Inspection Engine: 3.1.21.100-7 ngrade te 2.0
Learn mare (2 Snont is the main inspestion engine in Secure Firewall

Threat Defense. It is used for intrusion and file palicy
analysis, 5L decrypiion, and layer 7 inspeciion,
See more v

Hado|E 7 |X|E UZESHH LAUO0| A& YEZEE|= 52 BROWSEO|A] OfL|H|
EAEUCH Y27t 222 m7hK| 2 Ho|X|E MZ I X|X| O A2,

[z lo
mjo

>
o

0| x| 9] of:

184
Hu
In
B
o2




s e " - i o = =m
l_l_ Frgweall Diavica{Managsn Manitoring Policies Objects Device: firapowsr @ @
Device Summary
Updates
Geolocation VDB Security Inteligence Feeds

Latest Update on 18 Jul 2022 Latest Update cn 18 Jul 2023

Configure

GCanfigurs Sot recuming updates

S recuring updales

Gonfigure
San resurring updates

UPDATE FROM CLOUD

UPDATE FROM CLOUD UPDATE FROM CLOUD

Systern Upgrade Intrusion Rule o2zt

Cusrent version threat defense: 7.2.3-77 Latast Update on 18 Jul 2023

Current version FXOS: 2.13(0.212)

Configurs
Sat recuring updates

0 mportant
Make sure the threat defense version is compatible with the FXOS version.

Loam more (2
UPTIATE FROM CLOU

|::> | il Cisco_FTD_SSP_Upgrade=7.2.4- 165.sh REL tae |

0 &0

=
S

LHEHLICEH

ol

2IE 2Fdt= ol

4T A2 e} 2B E

Confirmation
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Confirm System Upgrade

Befare starting the upgrade:

1. Do nat start & system restore at the same time as & system upgrade,
2. Do nat reboot the sysiem during the upgrade. The systemn automatically
reboots at the appropriate time during upgrade if a reboot is necessary.
3. Do not power o thi devies during the UpGrade. IAtamipting tha upgrade
can leave the system in an unusable state_
You will be logged out of the system when the upgrade begins,
Adrer 1he installation completes, he device will be rebooted

UPGRADE OPTIONS

Automatically cancel on upgrade failure and roll back 1o the previcus version
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Starting Upgrade..

A system upgrade is in progress. [,,. not reboot the system du upgrade. The

grade and the reboeat
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Secure Firewall Device Manager Upgrade
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Upgrade is in progress Tirme Remaining: 28 minutes
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Checking device readiness... ((00_start/101_run_pruning.pl}
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