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-::|I|i-;|‘;- Firepower Device Manager o e b = @ @ @. H admin
¥ Maonicring Palicies Objects Durvice: Mirepoveer . = Administratar

® Modal Software VOB Rulo Update High Availabikty ) o
Cinco ASASS4S-X Threat Defonse .5.0-115 3000 F019-08-12-007-vrt Mot Gonfiguned

\ 1
o1 ] { & internot

Interfaces Routing Updates System Settings
Connected 2 routes Geolocation, Rule, VDB, System Upgrade, Managsment Accass
Enabled 3 of § Security Imefigence Feeds Logging Settings:
Vigw All Intortsces > Wiow Configuration * View Canfiguration > CHER Shrvar

DNS Servar

Mansgomant Nerese

. Hosmame
Smart License Backup and Restore Troubleshoot =,
Registoned Ho files craated Yo Cloud Services
e Reboot/Shutdown
View ation ¥ View Gonl th » FE0LEs CREATED
Gonfigur: w Configuration Botlii

URL Fitoring Prifarancas
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
1 connection Configured Inciudes: FienConflg, Smart CLI Audit Evens, nt History,

2 connections: | § Group Policies Downdoad Configuration

Wiew Configuration » View Configuration » View Configuration » View Configuration >

2C+A|. FDMO{| A AnyConnect 2tO|MA T} & M35t E|0{ Ql=X| = IFLICt

Danvice Surmanung
Smart License

COMMECTED Lasi syme: 11 0ct 20019 0833 AM o Goto Clowd Sordces £ W
SUFFICIENT LICENSE Mt gyme: 11 02t 7019 09:43 AM

Threat DEARE Mahware
& Eranied
This Liconse slicws you o pehonm i y il pr and Tl control, You This License allows you o perfom Clscn Advanced Mabware Protecsion [AMP) with AMP for
must have this Bcenseo to apply iIntrusion policies In access rules. You also must havo this Firepower and AMP Threat Grid. Wou must have this Boense to apply fle policles that detect
Bopnso 1o apphy file policios that Sontndl filgs: Bured on Mg typo. 2 Block madvwang I Mg ransmithid over your netwark,
ncludos: B Intrusion Policy nclusas: Dy Fie Policy
URL License DESARLE RA VPN Licensea Typs PLUS * DHSABLE
& Enabiled @ Enabled
This Bepnss sl you to contol web sccsss based on URL categorss and repinations, rathar Plangs Skt the Bconso ops that you purchased 10 enable remoso socess VPN, Nodn that
than by indivicual UIRL alone:. You masst have this Bosnss 10 doploy accoss rules that fiter wob Firopower Devics Manages coas not support ary of the atvanosd featunes covered by the
trafMic based on category and reputation. Apax lhoonse.
Encludes: LAL Ropaastion Inclisdas: RA-VPN

[PERFPETUMA LICENSES INCLUDED
Base License EHABLED ALWAYS
& Erabiled

Thils panpatal Roenss B incloded with the purchase of the sysem. You mist b this Boenss
to configure and uso the device. it covers 3l featunes not covensd by subscription censes.

Encludes: Base Firewall Capabiliies. Applicmion Visibilisy snd Contral
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'cl S'c]o' Firepower Device Manager - - , e
| . Monitoring Policies Objects Device: firepower

Q
|

Device Summary
Assigned Virtual Account:

Smart License port-controlled features: Enabled

Go to

° CONNECTED Last sync: 11 Oct 2019 09:33 AM
EE NT EP Next sync: 11 Oct 2019 09:43 AM

SUBSCRIPTION LICENSES INCLUDED

Threat DISABLE

(]

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy
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Interfaces Rauting Updates System Settings
" 2 routes Guclscation, Rule, VDB, System Upgrade, Wtan e
Enabiled 3 of 9 Security Inteligence Feeds L
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; e
[l sefae
i Hst
Smart License Backup and Restore Troubleshoot e
Pt o Bl croated yot P
Rk
Wiew Configuration 3 Wiew Configuration b PRECUEST FILE TG BE GREATED
Tratfic Settings
URIL Filtering Frofernces
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
1 connection i Enclades: FlexCanfig, Sman GUI Ausdit Evanas, Doployment Histary,
2 connections | § Group Polickes Dorwniaad Configuration
Wiew Configuration » View Configuration > View Configuration » Wiew Configuration »

5EHAl. Group Policies(2& Hx)Z o|SELICt ZF AD IS0l CH3H CHE 18 HAMg 7254
'+& Z2IgLICt 0] ofloil M= Group-policies Finance-Group-Policy, HR-Group-Policy &! IT-
Group-Policy7} CHE MEUIof| HMASIES FE LICH

Add Group Policy

Name

Finance- Group-Policy

Deseription

Finance User Group|
Session Settings

Advanced
DNS Server

Address Assignmant
Select DNS Group

Split Tunneling

AnyConnect

Banner Text for Authenticated Clients

Traffic Filters
Windows Browser Proxy

Default domain

AnyConnect client profiles

e

Finance-Group-Policyoll= CHS A& 0| Ql&LCh

<#root>
firepower#

show run group-policy Finance-G oup-Policy



group-policy Finance-Group-Policy internal
group-policy Finance-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist val ue Finance-Group-Policy]|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn
<output omitted>

0F2H7FX| 2, HR-Group-Policydll& CHE A& o| Ql&Lct

<#root>
firepower#
show run group-policy HR G oup-Policy

group-policy HR-Group-Policy internal
group-policy HR-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value HR-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none



webvpn
<output omitted>

Orx|gfe 2, 1T 2& ™Mol CfE 80| /&Lt

<#root>
firepower#
show run group-policy |IT-Goup-Policy

group-policy IT-Group-Policy internal
group-policy IT-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value |IT-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn
<output omitted>

6+ Al. Group-Policy NOACCESS(Z1& 24 NOACCESS)E 4435t Session Settings(AlM A%
)2 0|& 3t Simultaneous Login per User(AEAtE SA| 2121) M| MEAZ F[AFLICH O
Al 3t vpn-simultaneous-logins (0| 022 MM ELICt

I

022 MM E 722 Group-Policy2| vpn-simultaneous-logins Zt2 AL X2 VPN 122 SA| 52
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<? NOACCESS&LICt.

Add Group Policy

Name -
Q Search for attribute
NOACCESS
Basic Description

m To avoid users not belonging to correct AD group from connecting to VPN
; - A~
| Session Settings |

DNS Server

Advanced

Select DNS G
Address Assignment o i M

Split Tunneling Banner Text for Authenticated Clients

This message will be shown to successfully authenticated endpoints in the beggining of their VPN session

AnyConnect
Traffic Filters

Windows Browser Proxy
Default domain

AnyConnect client profiles

-+

CANCEL

Edit Group Policy

Q search for attribute Maximum Connection Time Connection Time Alert Interval
Unlimited minutes 1 minutes
Basic 1-4473924 1-30; (Default: 1)
General Idle Time Idle Alert Interval
30 minutes 1 minutes
Advanced 1-35791394; (Default: 30) 7-30; (I

Address Assignment
Simultaneous Login per User

Split Tunneling

AnyConnect

Traffic Filters

Windows Browser Proxy




NOACCESS 1& MMo| MM s Z&Lct

<#root>
firepower#
show run group- policy NOACCESS

group-policy NOACCESS internal
group-policy NOACCESS attributes
dhcp-network-scope none

vpn-si mul t aneous-1ogins 0

vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none
address-pools none
ipv6-address-pools none
webvpn
anyconnect ss1 dtls none
anyconnect mtu 1406
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time 4
anyconnect ss1 rekey method new-tunnel
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect profiles none
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

7Et7A|. Connection Profiles(24Z2 T 21t )2 0]|&35t0{ Connection-Profile(1Z2 T2} )2 MH
grLicth. o] oflollM =21}l 0|5 2 Remote-Access-LDAPRILIC}. Primary Identity Source AAA
OnlyE MEistT M 215 M & ADE BHELIC



dalrafne o D o
cisco I 3 Mornitoring Policies

—
o:trop ®© &
Davice: firapowar ]

@ : admin
Administrator

Connectien Profile Name

Remote-Actess-LDAP

Group Alias (one per fine, up fo 5} Group URL (one per line, up to 5)
Remote-Access-LDAP
Add Another Group Alias Add Another Group URL

Primary Identity Source

Authentication Type

Chent Certificate Only  AAA and Client Certificate

Primary kdentity Source for User Authentication

s Source

RADNS Server Group

CANCEL MNEXT



Add ldentity Realm

@ |dentity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use

this realm.
Name Type

LDAP-AD Active Directory (AD) v
Directory Username Directory Password

administrator@example.com

e.g. user@example.com

Base DN AD Primary Domain
dc=example,dc=com example.com
€.g. ou=Uuser,; de :-'L‘}Zc'!f",l'.h'i.‘. ac=com e.g. L’-’(c'!.'.'.',".?l'L’.LJC}'.'.‘.‘

Directory Server Configuration

E 192.168.100.125:389 -~
Hostname / IP Address Port
192.168.100.125 389

e.g. ad.example.com

Interface
inside_25 (GigabitEthernet0/1) v

Encryption lrusted CA certificate
NONE v

Add another configuration

|0

Next(CS)E& 225t 0| 912 Z 29| 7|2 Group-Policy(1& H2)2 NOACCESSE MEHE



sl R S SR e e (M s i) o 5= [t ] H admin
cisco. irepower Device Manage: Manitoring Policies Objects Device: firepower @ @ : Administrator
Remote User Experience

View Group Policy
Finance-Group-Policy
HR-Group-Policy
IT-Group-Palicy
© noaccsss o

SSLVPN

DE B3 AHEE HEELICEH O|Al RA VPN ZI|12f0|MoM 2442 = 2 1}l Remote-Access-

ailiananar L o = == =] @ @ @ . admin
; Vidlidger v = ot
4 Monitoring Paolicies Objects Device: firepower . s Administrator

Device Summary

Remote Access VPN Connection Profiles

1 object Q Searc =

E:‘It Group Policies

] GROUP POLICY
1 |Remote-Access-LDAP Authentication: A4A Only MNOACCESS

Authorization: Nene
Accounting:  None

LDAP -4 Hof| CHE ZAxm|a2o|M B A

1Et7|. FTD2| API ExplorerE A|XH&FL|C}.

AP| Ef M 7)o = FTDOIA AL 7458 APIS| A S = 0| Z & ELICH https://<FTD Management
IP>/api-explorerZ O|S &rL|C}.

O}EH2 A3 E310q LdapAttributeMap MM o 2 0|58t CHE 225104 X[kl ZE SMH2 &0l

gfLCt.



sifuan]e Firenower Device Manage ) i o = =
cisco wrepower Dewice Manager Monftoring Pobcies Obiects Device: fi
LdapAttributeMa)
FTD REST API S P
ﬂ Jobject/Idapattributemaps
AP Explorer
[E5 /obiect/idapatiributemaps
EER /obiect/idapattributemaps/{obiid
[EZ0 /obiect/idapatuributemaps/{objid}
B2 /object/idapattributemaps/{objid)

N 27 0] oo M= APl E2 Postman AF2 5104 LDAP S

2CHH| LDAP 3t 2042 |8t Postman ZAME F7tehL|Ct.

Create New Templates API Network

BUILDING BLOCKS

Request

GET Create a basic request

ADVANCED
Create and publish beautiful

|= AP| Documentation

documentation for your APIs

Manage all aspects of AP| design,
development, and testing

Collection

WP requests in a collection for reuse

Mock Server
Create a mock server for your in-
development APls

Mot sure where to start? Use a template to see how Postman can help you in your waork,

ONONONO,

Show/Hide  List Oporations

Environment

Monitor
Schedule automated tests and check
performance of your APIs

Learn more on Pastman Docs




FTD-6.5.0 LDAP Authorization

Description Authorization Pre-request Scripts Tests VYariables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions suppert Markdow

Cancel Create

% Ahthorization(T8t £04) & 2 MEH OAuth 2.0 &

Name

FTD-6.5.0 LDAP Authorization

Description Authorization @ Pre-request Scripts Tests Wariables

This authorization method will be used for every request in this collection. You can override this by specifying one in the request.

TYPE

o Heads up! These parameters hold sensitive data, To keep this b4

The authorization data will be automatically generated
when you send the request. Learn more abou

autho ion Access Token Available Tokens

Add auth data to Get Mew Access Token
Request Headers

Cancel Update

3. File(THY) > Settings(A™H)E 0|S3+0{ FTDE API LEE M&E M SSL #HEM 0|3 2F
7 Y MSHX| et & SSL QIBE M HE 2 ZLICH Ol= FTD7t At MHE QIS ME AE5tE E<o



L) Postman
[File | Edit View Help

MNew... Ctrl+N
New Tab Ctrl+T

New Postman Window  Ctrl+Shift+ N

New Runner Window Ctrl+Shift+R

Import... Ctrl+0O
Settings Ctrl+Comma
Close Window Ctrl+Shift+W
Close Tab Ctrl+W
Force Close Tab Alt+Ctrl+W

Exit



REQRIEST HEADERS

UFSER INTERFACE

cC
4

FTDOMIM AL 3HE 215 MHE Settings(Ad’H) 2| Certificate(21 & M) MMM CA QIS ME F7}
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<+ MNew Collection

FTD-6.5.0 LDAP Authorization 7
0 requests

This collet
collection

¥ Share Collection
Manage Roles
A| Rename Ctri+E
&  Edit
1% Createafork
Ti Create Pull Request
Tl Merge changes
£l | Add Request

Add Faolder

Duplicate Ctri+D

|« W i/

Export

7

Momitor Collection

Trash


https://%3CFTD
https://10.197.224.99/api-explorer
https://10.197.224.99/api-explorer

2f application/json

MANAGE HEADER PRESETS

Add Header Preset

Header-LDAP

T
4

KEY VALUE DESCRIPTION ***  Bulk Edit
Content-Type application/json
Accept application/json

CIE 2 E 230 B2 Z Header(3IH) B2 Z 0|5 3t1 jsonS 7|2 CIOIE| RE2Z AISE

- L O— O
REST APl %01 CHE+ Preset Header-LDAP(Header-LDAP) ZfS MENEHLICH

EZE d7] fI2t POST 28| =0l Chg & 50| ZF Z/ofok gfLICt.

73 raw - JSON(OHZ 2/ 0| M/json)
2ol Y [g=
MEXL O|F|FTDO 22l5t7| {8t eIt AH& XL O|F
&3 2Rt AFE AL AED AZE H|EHE
{
"grant_type": "password",
"username": "admin",
"password": "<enter the password>"
}
POST v https:// apl/fdm/latest/fdm/token E




send(EU7)E 22lslH SF
M2 EZ0| &= LC),

M

20l= FTDO| PUT/GET/POST E 2 E 7| &a AF2E|= oH

{
"access_token": "eyJhbGciOiJIUzI1[...output omitted...]dkrJakCXvP4Lyzdr-xap0",
"expires_in": 1800,
"token_type": "Bearer",
"refresh_token":"eyJhbGci0iJIUzI1[...output omitted...]dkrJakCXvP4Lyzdr-xap0",
"refresh_expires_in": 2400

}

OAuth 2.0

EQIPOST 2HE Aldsio] &

Hn ([ o
ru || o
rio
2
>
[>
HT
ru




5EA|. A GET 23 Get Group-PoliciesE F 715101 Group-Policy & Ef 2! M&HEE 7tXZLIch 74
El Zt 3 & ™A (0] ool ME Finance-Group-Policy, HR-Group-Policy 2! IT-Group-Policy)0i| CH3H
Ctg A0 AL E O|F & IDE &g LICt

2ME OF HME 71X = URL CHSF Z4&LIC hitps://<FTD Management
IP>/api/fdm/latest/object/ravpngrouppolicies

C+= oflod M & Group-Policy Finance-Group-Policy 7} Z = E A|ElLIC}H

6EH7|. LDAP 4 M MAI5240 A POST Q&S 715t T LDAP E4 Y2 OtELICH 0| A
Ol M= LdapAttributeMapping 20| ALEELICH CHE ZEMT fAE 2 L YHE &9
WS BHE = UELICE O[2HE 2H ol ofl= o] EMe| SR E20|M HHE api-explorero A AL &

= A&LIch


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

FTD REST APl ‘ LdapAttributeMap ShowfHide List Operations  Expand Operations

m Jobject/Idapattributemaps

| m lobject/idapattributemaps |

Implementation Notes
This APl call is not allowed on the standby unit in an HA pair.

Response Class (Status 200)

Example Value

y which includes comman obfects for LdapAitituieMapping (Nofe: The fiekd level constraints Ested here might net cover all the constraints on the field, Additional

constraints might exist.)
IdapName (string): The customer-specific LDAP atribute name that is being mapped.
Fiald level constraénis: cannot be null, miest match pattern *{(2!:1.)"5. (Note: Additional constraints might axist),

J: An enum value that is the Clsco attribute name that maps 1o the customer-specific atiribute name.
Fieid level constraints: cannot be null. (Note: Additional constraints might exist)
= [FACCESS_HOURS', "ALLOW_NETWORK_EXTENSION_MODE'. "AUTH_SERVICE_TYPE", "AUTHENTICATED_USER_IDLE_TIMEQUT", 'AUTHORIZATION_REQUIRED', "AUTHORIZATION_TYPE',
‘BANNERT, "BANNERZ, "'CISCO_Av_PAIR', ‘CISCO_IP_PHONE_BYPASS", "CISCO_LEAP_BYPASS', "CLIENT_BYPASS_PROTOCOL, "CLIENT_INTERCEPT_DHCP_CONFIGURE_MSG",
‘CLIENT_T¥PE_VERSION_LIMITING®, 'CONFIDENCE_INTERVAL', 'DHCP_NETWORK_SCOPE', 'DN_FIELD", "DISABLE_ALWAYS_ON_VPN', FIREWALL_ACL_IN', ‘FIREWALL_ACL_OUT",
'GATEWAY _FODN', "GROUP_POLICY", “IE_PROXY_BYPASS_LOGCAL', 'IE_PROXY_EXCEPTION_LIST', 'IE_PROXY_METHOD', 'IE_PROXY_SERVER', "IETF_RAMUS_CLASS',
'IETF_RADIUS_FILTER_ID", IETF_RADIUS_FRAMED_IP_ADDRESS', "IETF_RADIUS_FRAMED_IP_NETMASK', '[ETF_RADIUS_IPVE_PREFIX, IETF_RADIUS_IDLE_TIMEQUT',
'IETF_RADIUS_INTERFACE_IDY, "IETF_RADIUS_SERVICE_TYPE', 'IETF_RADIUS_SESSION_TIMEQUT", ‘IKE_DPD_Retry_Interval’, 'IKE_KEEP_ALIVES', IPSEG_ALLOW_PASSWD_STORE",
IPSEC_AUTH_ON_REKEY', TPSEC_AUTHENTICATION', ‘IPSEC_BACKUP_SERVER_LIST', TPSEC_BACKUP_SERVERS', IPSEC_CLIENT_FIREWALL_FILTER_NAME'.
'IPSEC_CLIENT_FIREWALL_FILTER_OPTIONAL®, “IPSEC_DEFAULT_DOMAIN, "IPSEC_EXTENDED_AUTH_ON_REKEY", “IPSEC_IKE_PEER_ID_CHECE', IPSEC_IP_COMPRESSION',
'IPSEC_IPVE_SPLIT_TUNNELING _POLICY", 'IPSEC_MODE_CONFIG, IPSEC_OVER_UDP', 'PSEC_OVER_UDP_PORT', |PSEC_REQUIRED_CLIENT_FIREWALL _CAPABILITY",
IPSEC_SPLIT_DNS_MAMES', 1PSEC_SPLIT_TUNNEL_ALL_DNS', 'IPSEC_SPUT_TUNNEL_LIST, IPSEC_SPLIT_TUNNEUING_POLICY', “IPSEC_TUNMEL_TYPE', TPSEC_USER_GROUP_LOCK",
'IPVE_PRIMARY_DNS', "IPVE_SECONDARY_DNS', "L2TP_ENCRYPTION', ‘L2TP_MPPG_COMPRESSION', 'MS_CLIENT _SUBNET_MASK', 'PFS_REQUIRED', 'PPTP_ENCRYPTION',
'PRETP_MPRC_COMPRESSION', "WEBVPN_VLAN'],
walueMappings (Array[Ldap ToCiseoValueMapping]): A list of LdapToCiseoValueMapping objects, which specily the value mappings for this LDAP atrribute.
Field level constrants: cannot be null. (Nate: Additional constraints might sxist),
type {swring): Idagatiributemapping
} o
1 qu:lﬂMTn&mqucyMappingJ
An LDAP attribute to group policy mapping defings a customer-specific LOAP attibute name and maps it fo @ specific group poiicy object. Uise this nested entily in an LDAP altribute
map. (Note: The fiekd level constraints listed heve might not cover all the constraints on the field. Additionsl constraints might exist.)
IdapName (siring): The customer-specific LDAP attribute name that is being magped.
Fieldl level constranta: cannot be nul, mist matzh patem *((21:))"S. (Note: Adsitional constraints might exist),
valueMappings (Asray[LdapToGroupPolic = A st of LdapToGroupPolicyValueMapping objects, which specity the value-to-group palicy mappings for this LDAP attribute.
Fiigld level constraints: cannot be null. (Note: Additional constraints might exist),
type (string): idapatiributetogrouppelicymapping

ueMapping])
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https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

POST 2&2o| 2=0i= memberOf 2{2 7|22 &7 105 HAME AD &0 Oi
A ® et ZEELC
{
"name": "Attribute-Map",
"TdapAttributeMaps":
[
{
"TdapName": "memberOf",
"ciscoName": "GROUP_POLICY",
"valueMappings":
[
{
"TdapValue": "CN=Finance-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "Finance-Group-Policy",
"type": "Tdaptociscovaluemapping"
1,
{
"TdapValue": "CN=HR-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "HR-Group-Policy",
"type": "Tdaptociscovaluemapping"
1,
{
"TdapValue": "CN=IT-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "IT-Group-Policy",
"type": "Tdaptociscovaluemapping"
}
1,
"type": "Tdapattributemapping"
}
1,

"type": "ldapattributemap"
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https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

7| IdapAttributeMap2| Zt 0l null S &f IEHLICt.

8CHH[. AD ¥dg HEE MPUT E S dMgLct o|™ EtAS| GET EUZ SAS5H0{ 0|
MPUT &o| 220 F7tgfLct. o| EtA[= 34X AD ¥ MHE =H5t= o A S = A&l
Cl. o & E0{ HIYHS B, IP FA EE = |dapAttributeMapdt 22 710l A 2k F7HE = U&L

Ct.

N 23 ©A GET ST 2200/ of B2 250 i8S =Absts X0l ERELICH PUT 2F

O 2 URLME HAO| +HE|= ZA| o &= ID7t F7HE|o{ok ErLICE Of ool 2t 2
bf50a8ab-9819-11ea-ba77-d32ecc &L I:|-224295

3470 AD ¥ 42 TWEIE URL https://<FTD Management
|P>/api/fdm/latest/object/realms/<realm ID>2lL|C}.

PUT 20| E20f& Chg0| Z& Elofof Bt

B 7 Ol GET & o] 8HMH U2 HT

2HolH &2 1D

Idap-id from Response of Create LDAP
ldapS &3 Attribute Map request(LDAP 41 B MA
Ho| 8H)

ol 3
o3

ID O|M GET 232

F Mew st
PUT v o ypiffdmilatestiobjectirealms/bf50aiab-9815-11 ea-ba?7-d32ecc2 24
L D AP Authorizat
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o| ole| Zx|azfo|M 222 CtSot Z &L

<{froot>

{
"Version": "kS3p4h65iXiyy"

"name": "LDAP-AD",
"directoryConfigurations": [

{
"hostname": "<IP Address>",
"port": 389,
"encryptionProtocol": "NONE",
"encryptionCert": null,
"type": "directoryconfiguration”
}

] )

"enabled": true,

"systemDefined": false,

"realmId": 3,

"dirUsername": "administrator@example.com",

Woedededededededee

"dirPassword": %3 ,
"baseDN": "dc=example, dc=com",
"TdapAttributeMap"

"id": "b2147cOe-984a- 1lea-ba77-5b2ed5c4ab8c",
"type": "ldapattributemap"

"adPrimaryDomain": "example.com",

"id": "bf50a8ab-9819-1lea-ba77-d32ecc224295",

"type": "activedirectoryrealm",
"Tinks": {

"self": "https://

[api/fdm | at est/object/real ns/ bf 50a8ab-9819- 11ea- ba77- d32ecc224295"

0| @™ol Ciet S 2 &0l M IdapAttributeMap ID7F L x|5H= K| & QIEFLICEH



Pretty | v — m Q
1 f !
2 ' y7p574afain",

4 "directoryConfigurations”: [

] {

E "hostname": " - ¥
8 Protocol™: "NONE™,
9 ert™: null,

16 “type”: “directoryconfiguratic
11

12

13

14

15

16

17

18

19

26
21
32
8
29 "self":  “https:// J api/fdm/latest/object/realns/bf50a8ab-9819-11ea-ba?7-d32ecci24295"

18 }
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Pending Changes

Q Last Deployment Completed Successfully
17 May 2020 07:46 PM. See Deployment History

Deployed Version (17 May 2020 07:46 PM) Pending Version O Lecenp

Y

© | 'dapattributemap Added: Attribute-Map |

= ldapAttributeMaps[@].1dapName: memberOf

= ldapAttributeMaps[@].valueMappings[@].ldapValue: CN=IT-Gr..
- ldapAttributeMaps[@].valueMappings[@].ciscoValue: IT-Grou..
- ldapAttributeMaps[@].valueMappings[1].ldapValue: CN=HR-Gr..
- ldapAttributeMaps[@].valueMappings[1].ciscoValue: HR-Grou..
— ldapAttributeMaps[@].valueMappings[2].1ldapValue: CN=Finan..
= ldapAttributeMaps[@8].valueMappings[2].ciscoValue: Finance..
- ldapAttributeMaps[8].ciscoName: GROUP_POLICY

- name: Attribute-Map

o | Active Directory Realm Edited: LDAP-AD

ldapAttributeMap:
— Attribute-Map

MORE ACTIONS v CANCEL DEPLOY NOW e
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Audit Log

Download Configuration

O| ZAx|z22f|o|M
|

A
“ESIELT

o . - e ORONONO,
Maonitaring Policies Objects Devic

2 firepower

<4 Deployment Completed: User (admin) Triggered Deployment

Summary  Differences View

Deployed Version Pending Version © Lecen

© Idapattributemap Added: Attribute-Map
Entity ID: b2i4
- ldapattributedaps[0].ldaphane: sesberOf
- ldapAttributeaps[ @] .valueHappings[@]. ldapValue: CH-Fiman,

ldapattributedaps[0] . valuetappings[0]. ciscovalue:

ldapAttributelaps|d].valueMappings[1]. IdapValue: CH
ldapattributenaps[0] .valuetappings[1). ciscovalue: IT
ldapattributenaps[0] . valusiappings[2). 1dapvalue: CN
ldapattributenaps[0] . valuetappings[2].ciscovalue: HE
ldapattributeMaps[0] . ciscoans: GROUP_POLICY

name: Avtribute-Map

@) Active Directory Realm Edited: LDAP-AD
Entity ID: bfse
Ldapattributemap:

= Artribute -Map

£ E|AE32{™ Username(AH& Xt O|F) & Password(H|Z#H=Z) E=0i AD X4
Cr.

_

VPN:
Contacting »

Group:

Password:

Username:  Finance-User

EkEEE kK

Remote-Access-LDAP

Roaming Security:

You are protected by Umbrella.
DNS queries are encrypted.
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IIIIIIIII s .
cisco AnyConnect Secure Mobility Client

Status Overview Virtual Private Netwark (VPN)

Preferences  Sttistcs  Route Details  Frewall Message History
D v VPN

i Connectad to 10 - ]
Roaming Security

Connection Information
|$m:; Connected |

Tunnel Made (1Pvw): Tunnel Al Traffic
Tunnel Made (10vE): Drop Al Traffic

Dymarmic Turinel Exchusion: Mone

Roaming Security: Dynamic Tunnel Incusion: Mone

Disabled while your VPN s active, Duration 00:01:17

Session Disconnect: Hone

Management Connection State:  Disconnected (user wnned actie)
Address Information

Chent (IPva): 192,168.10.1

Chent (IPvE): ot Avaiable

Server: 10.197.223.149

Collect diagnostic information for all Bytes
Instaled components.

AD2| Management-GroupO| —’ﬁé? A& XL Connection-Profile Remote-Access-LDAPO]| 9473 5t24
1 ATE [ LDAP £ Ho| UX|E EHEHSHR| 222 FTDOIM O] A X7t 28 Group-
Policy= vpn SA| 22210| 7t 022 M E NOACCESSQILICE. [2tA] O] AF& X0l CHEt 2321
A7t Almfgfuct.

B
[Qi Login failed.

| Group: Remote-Access-LDAP

Username: = Management-User

Password: |

Roaming Security:
You are protected by Umbrella.
DNS queries are encrypted.

FTD CLIS| CI& show HHE AF&35104 x|l o|ME =Qle = &Lt

<{froot>

firepower#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect



Username

Fi nance- User

Index 1 26
Assigned IP : 192.168.10.1 Public IP : 10.1.1.1
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx 1 22491197 Bytes Rx 1 14392

Group Policy :
Fi nance- G- oup- Pol i cy

Tunnel Group : Remote-Access-LDAP

Login Time : 11:14:43 UTC Sat Oct 12 2019

Duration : 0h:02m:09s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none
Audt Sess ID : 000000000001a0005dalb5a3

Security Grp : none Tunnel Zone : 0
<#root>

firepower#

show run aaa-server LDAP-AD

aaa-server LDAP-AD protocol Tdap
realm-id 3

aaa-server AD1 host 192.168.1.1
server-port 389
Tdap-base-dn dc=example, dc=com
Tdap-scope subtree
Tdap-Togin-password *#**%%*
Tdap-Togin-dn Administrator@example.com
server-type auto-detect

| dap-attribute-map Attri bute-Mp

<#root>
firepower#

show run | dap attribute-nap

ldap attribute-map Attribute-Map
map-name memberOf Group-Policy
map-value memberOf CN=Finance-Group,CN=Users,DC=cisco,DC=com Finance-Group-Policy
map-value memberOf CN=HR-Group,CN=Users,DC=cisco,DC=com HR-Group-Policy
map-value memberOf CN=IT-Group,CN=Users,DC=cisco,DC=com IT-Group-Policy
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21 debug BHE2 AFE 57| T Debug BHEM CHE 52 HEE R ZTSHAMAIL.

N o oino A MuE £ aLch 7|
M7t Ol o) M2 ME T S71e & s
=5t 2ataHob gLICH

r

FTD CLIOIAM CHS ClHH1 = LDAP &4 M1t 248 EXNIE s Z2Aste ol ==20| Euict

debug ldap 255

debug webvpn condition user <username>
debug webvpn anyconnect 255

debug aaa common 127

Ol loflAE IZIEI7| Toll AT BIAE ALRR7HAD Mol @2 B & Hof £ 9I3) Chg
ClHIE 4R SLICH

Finance-User® LDAP LC|B{:

<tfroot>

[48] Session Start
[48] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[48] Fiber started
[48] Creating LDAP context with uri=ldap://192.168.1.1:389
[48] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[48] supportedlLDAPVersion: value = 3
[48] supportedLDAPVersion: value = 2
[48] LDAP serverl192.168.1.1 is Active directory
[48] Binding as Administrator@cisco.com
[48] Performing Simple authentication for Administrator@example.com t0192.168.1.1
[48] LDAP Search:
Base DN [dc=cisco, dc=com]
Filter [sAMAccountName=Finance-User]
Scope = [SUBTREE]
[48] User DN = [CN=Finance-User,OU=Finance,OU=VPN,DC=cisco,DC=com]
[48] Talking to Active Directory server 192.168.1.1
[48] Reading password policy for Finance-User, dn:CN=Finance-User,0OU=Finance,0U=VPN,DC=cisco,DC=com
[48] Read bad password count 0
[48] Binding as Finance-User
[48] Performing Simple authentication for Finance-User to 192.168.1.1
[48] Processing LDAP response for user Finance-User
[48] Message (Finance-User):


https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

[48]

Aut hent

cation successful for Finance-User to 192.168.1.1

[48] Retrieved User Attributes:

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

nenber Of
[48]
mapped t
[48]
mapped t

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

objectClass: value = top

objectClass: value = person

objectClass: value = organizationalPerson
objectClass: value = user

cn: value = Finance-User

givenName: value = Finance-User
distinguishedName: value = CN=Finance-User,0OU=Finance,0U=VPN,DC=cisco,DC=com
instanceType: value = 4

whenCreated: value 20191011094454.0Z
whenChanged: value = 20191012080802.0Z
displayName: value = Finance-User
uSNCreated: value = 16036

: val ue = CN=Fi nance- G oup, CN=User s, DC=ci sco, DC=com

0 Group-Policy: value = Finance- Group-Policy

o LDAP-C ass: val ue = Fi nance- G oup-Policy

memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com
mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com

uSNChanged: value = 16178

name: value = Finance-User

objectGUID: value = .J.2...N....X.0Q

userAccountControl: value = 512

badPwdCount: value = 0

codePage: value = 0

countryCode: value = 0

badPasswordTime: value = 0

TastLogoff: value = 0

TastLogon: value = 0

pwdLastSet: value = 132152606948243269

primaryGroupID: value = 513

objectSid: value = ............. B...a5/ID.dT...

accountExpires: value = 9223372036854775807

TogonCount: value = 0

sAMAccountName: value = Finance-User

sAMAccountType: value = 805306368

userPrincipalName: value = Finance-User@cisco.com

objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com

dSCorePropagationData: value 20191011094757.0Z

dSCorePropagationData: value 20191011094614.0Z

dSCorePropagationData: value 16010101000000.0Z

TastLogonTimestamp: value = 132153412825919405

[48] Fiber exit Tx=538 bytes Rx=2720 bytes, status=1
[48] Session End

Management-User& LDAP C|H{:

<{froot>



[51] Session Start
[51] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[51] Fiber started
[51] Creating LDAP context with uri=ldap://192.168.1.1:389
[51] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[51] supportedLDAPVersion: value = 3
[51] supportedLDAPVersion: value = 2
[51] LDAP server 192.168.1.1 is Active directory
[51] Binding as Administrator@cisco.com
[51] Performing Simple authentication for Administrator@example.com to 192.168.1.1
[51] LDAP Search:
Base DN = [dc=cisco, dc=com]
Filter [sAMAccountName=Management-User]
Scope [SUBTREE]
[51] User DN = [CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com]
[51] Talking to Active Directory server 192.168.1.1
[51] Reading password policy for Management-User, dn:CN=Management-User,OU=Management,OU=VPN,DC=cisco,D
[51] Read bad password count 0
[51] Binding as Management-User
[51] Performing Simple authentication for Management-User to 192.168.1.1
[51] Processing LDAP response for user Management-User
[51] Message (Management-User):
[51]

Aut henti cati on successful for Managenent-User to 192.168.1.1

[51] Retrieved User Attributes:
[51] objectClass: value = top

[51] objectClass: value = person

[51] objectClass: value = organizationalPerson

[51] objectClass: value = user

[51] cn: value = Management-User

[51] givenName: value = Management-User

[51] distinguishedName: value = CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com
[51] instanceType: value = 4

[51] whenCreated: value = 20191011095036.0Z

[51] whenChanged: value 20191011095056.0Z
[51] displayName: value = Management-User
[51] uSNCreated: value = 16068

[51]

menber O : val ue = CN=Managenent - Gr oup, CN=User s, DC=ci sco, DC=com

[51]

mapped to Group-Policy: value = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com
[51]

mapped to LDAP-C ass: val ue = CN=Managenent - Group, CN=User s, DC=ci sco, DC=com

[51] memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com

[51] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] uSNChanged: value = 16076

[51] name: value = Management-User

[51] objectGUID: value = i._(.E.O..... Gig

[51] userAccountControl: value = 512

[51] badPwdCount: value = 0
[51] codePage: value = 0

[51] countryCode: value = 0
[51] badPasswordTime: value = 0
[51] TastLogoff: value = 0

[51] TastLogon: value = 0



[51] pwdLastSet: value = 132152610365026101

[51] primaryGroupID: value = 513

[51] objectSid: value = ............. B...a5/ID.dw...
[51] accountExpires: value = 9223372036854775807
[51] TogonCount: value = 0

[51] sAMAccountName: value = Management-User
[51] sAMAccountType: value = 805306368
[51] userPrincipalName: value = Management-User@cisco.com

[51] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com
[51] dSCorePropagationData: value = 20191011095056.0Z

[51] dSCorePropagationData: value = 16010101000000.0Z

[51] Fiber exit Tx=553 bytes Rx=2688 bytes, status=1

[51] Session End
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