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7.2.5 2E|AE A™ 3= Cisco FMCv(Firewall Management Center Virtual) VWware
Cisco CSDAC(Secure Dynamic Attributes Connector) & 2|4 2.2.

Ubuntu 4vCPU/8GB & 2|4 20.04.

Docker 2 2|A 24.0.6.
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CSDAC(Cisco Secure Dynamic Attributes)& AI&35tH 22t E MSA2RREEH UWERKI L IPF
A0 Z+2 HIo|E{E £ E!l5H0q Cisco Secure Firewall Management Center0l 714 51094 4| A X0
S A E0|M AL E = UELICH

Cisco Secure Dynamic Attributes Connectoro| A= AWS, Github, Google Cloud, Azure, Azure

Service Tags, Microsoft Office 365, vCenter & Ct Y8t 22 E AMH|A ES1E 9| MH|A EfT &
HFE ASE = U&LICh

o2 T ArAH
IPFAQZ2 HESRI FE= HIARES M SEIIP FA 559 S7tI|Eo R Qs 7t4,
S2IPC % ZE|OIL| B0IM HRE SIS TRE VMO Bi8) OIF E= D9 38
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CentOS EE= Red Hatol CSDACE M x|5tE{™ 34 dHM 710|EE HESIAMAIL.

r

Ubuntu ZAEQ| 58X £ 7{4lE{= Ansible Collectiong A& 3+0{ A x|ElLICt. Cisco Secure
Dynamic Attributes= 27+ X| & 2| o{HE{E K| EfLIct

o 2.\7.E-|||:||/\

Hot gat
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4
2| ME.
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
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Secure Firewall CSDAC
Management Center (Ubuntu 20.04)

Ubuntu 20.042| CSDAC Hi =
O] MMof M= Ubuntuol - AZEQ0E MDX[sH= ol CHalf DB RfLICH

1EH7|: Docker7t AX|E|0{ U K| &f 2 K| = lgL|Ct.

root@tac:/home/tac# docker --version

Command 'docker' not found.

ZA11: Docker7t AX|E[0] = B2 Docker MHME FZE5H0{ MHSH A2,

2EHA|: Ubuntu K& A &H|I0|E

root@tac:/home/tac# sudo apt -y update & & sudo apt -y upgrade

Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Hit:2 http://ubuntu-repository-web-site/ubuntu focal InRelease

Hit:3 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease
Hit:4 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease
Reading package lists... Done

Building dependency tree

Reading state information... Done

334 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree



3EA|: Python 2 & QIEFL|Ct.

root@tac:/home/tac# /usr/bin/python3 --version
Python 3.8.10

A1 Python {710 3.6 O|TQl AL BT 3.6 O|&f 2 M X|5HOF &FLC}.

ACHA|: 2 E glolEHE|E Mx|ghuct.

root@tac:/home/tac# sudo apt -y install software-properties-common
Reading package Tists... Done

Building dependency tree

Reading state information... Done

5EtA|: Ansible A |

root@tac:/home/tac# sudo apt-add-repository -y -u ppa:ansible/ansible & & sudo apt -y install ansible
Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Get:2 http://personal-package-archive-site/ansible/ansible/ubuntu focal InRelease [18.0 kB]

Hit:3 http://ubuntu-repository-web-siteubuntu focal InRelease

Hit:4 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease

Hit:5 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease

Get:6 http://personal-package-archive-site/ansible/ansible/ubuntu focal/main amd64 Packages [1 132 B]
Get:7 http://personal-package-archive-site/ansible/ansible/ubuntu focal/main 1386 Packages [1 132 B]

Get:8 http://personal-package-archive-site/ansible/ansible/ubuntu focal/main Translation-en [756 B]
Fetched 21.1 kB in 3s (7 526 B/s)

Reading package Tists... Done

Reading package Tists... Done

Building dependency tree

Reading state information... Done

6EHA: Ansible EHEE & QIgHL|Ct.

root@tac:/home/tac# ansible --version

ansible [core 2.12.10]

config file = /etc/ansible/ansible.cfg

configured module search path = ['/root/.ansible/plugins/modules’', '/usr/share/ansible/plugins/modules’
ansible python module Tocation = /usr/1ib/python3/dist-packages/ansible

ansible collection location = /root/.ansible/collections:/usr/share/ansible/collections

executable location = /usr/bin/ansible

python version = 3.8.10 (default, May 26 2023, 14:05:08) [GCC 9.4.0]



jinja version = 2.10.1
Tibyam1l = True

o

S

f1: AnsibleO| Python 2.xE & X 35t= A2 F&L|Ct 7HEE{= 04715 Python 3.62 AL
L|Ct.

o o

7CEHA|: Ansible2 Dynamic Attributes Connector 2 ZE9||0{& 7}X{SLICt.

root@tac:/home/tac# ansible-galaxy collection install cisco.csdac

Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy-ansible-site/download/cisco-csdac-2.2.1.tar.gz to /root/.ansible/tmp/ansible
Downloading https://galaxy-ansible-site/download/community-crypto-2.15.1.tar.gz to /root/.ansible/tmp/a
Installing 'cisco.csdac:2.2.1" to '/root/.ansible/collections/ansible_collections/cisco/csdac’
cisco.csdac:2.2.1 was installed successfully

Installing 'community.crypto:2.15.1' to '/root/.ansible/collections/ansible_collections/community/crypt
Downloading https://galaxy-ansible-site/download/community-general-7.4.0.tar.gz to /root/.ansible/tmp/a
community.crypto:2.15.1 was installed successfully

Installing 'community.general:7.4.0' to '/root/.ansible/collections/ansible_collections/community/gener
community.general:7.4.0 was installed successfully

8ErA|: csdac CIRMEE|Z O[S E LT

root@tac:/home/tac# cd ~/.ansible/collections/ansible_collections/cisco/csdac/

OCHA|: Muster MH|AE Mx%|8HL|C}.

root@tac:~/.ansible/collections/ansible_collections/cisco/csdac# ansible-playbook default_playbook.yml
BECOME password:

[WARNING]: provided hosts 1ist is empty, only localhost is available. Note that

the implicit localhost does not match 'all'

[WARNING]: running playbook inside collection cisco.csdac

PLAY [10C31h05t] FTehdhhfh R h R R ddddddddedededdeddedededddhh RN R NN R fddededededededededededededededededeh

TASK [Gathering FaCtS] Fell R RS ddddddddedddedededededddh NN N R R fddededededededededededededededededh

ok: [Tocalhost]

TASK [CiSCO.CSdaC.CSdaC . Define Python Interpreter] Yededededededededede eSSkl defdhdhd
ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] #### ik
ok: [Tocalhost]



Teddehfdehfdhfdhdd

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

Teddehddehfdhfdhdd

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

Teddehfdehfdhfdhdd

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

TASK [Cisco_csdac_csdac : Post task] Fedededede NS dede N hdede kSN fhdeffhdf v dfhddefhddhi
ok: [locaTlhost] => {}

MSG:
Please Togin in to https://172.16.1.53 to configure csdac application

PLAY RECAP Teddeh Nl Nl fdhddhddhfdhddhdd RS Ndddd RV Ndh Rl Nl Nl Nl Nl fdhddhddhddn
Tocalhost : ok=72 changed=8 unreachable=0 failed=0 skipped=35 rescued=0 ignored=0

ZA11: 'Docker CIlE AZl0i A HEFO| HRE' 22 Qe X0l Auigt Z<2 Cisco H ID
CSCwh58312& 11245 7L} Cisco TACH| E 2|5t &A=,


https://tools.cisco.com/bugsearch/bug/CSCwh58312

10EHAH|: HTTPS Z2EEZE A& 3= CSDAC IP A8 AFE5t0{ 7{4E{of 2 IF LT}

cisco SECURE

Dynamic Attributes Connector

Login

| admin

Password

N #1271 20012 AR 0B ‘admin', HIYH S ‘admin' LI AlATE
MZ & H|aHS B4 X435
(=Nl 2l L-O

=2 X Hw 232l
£ QLI

Office 365 7{4lE{ BHE 7|

1EHH|: 5% EAM F{AE{of| 2 QI8 L|C}.



dscs’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

287 A E 22 LICh

admin

0 Dynamic Attributes Connector Dyynamic Allriules Filers. Angiers Aonnsaty 'LI.','ll.l' SECURE

Connectors

0 conmeclon

3CHA: Office 365 7{4IE{ &7t F7} ot 0|2 (+)2 E2!Ft Ot S 'Office 365'E 2=/ LICH

0 Dynamic Attributes Connector Connetion Dymiamic ANNbUbes Filers Adapers - -.. .o ‘-.“ , SECURE

Connectors

0 eonnecion

4Et7A|: Name(O|&), Base API URL, Instance Name(QIAEIA O|&), Enable(& A3l &
Disable(H|& &3}t MEM P2 HUEE T ELICEH



Add Office 365 Connector

Name* Cisco TAC

Description

Pull interval {sec) 30

Base API URL* https://fendpoints.office.com
Instance name™® Worldwide

Disable optional IPs* »

| Test | Cancel |

CHS AFEE 1edst AL,

+ Pull Interval 7|22} 30=IL|Ct.
« 7|2 API URLE Office 365 MEE Z4AM3t= URLYILIC Microsoft A4 AM0i|A{ Office 365 IP
Z4 I URL 2| MHIAE HZESHAAIR.

S5EHA!: HHUE FE2 XME 57| Hof Test'(HIAE)E 226t1 HAE T 37 =X| =elgfLct.


https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

Add Office 365 Connector

Mame* Cisco TAC

Description

Pull interval (sec) 30

Base AP URL* hitps://endpoints.office.com
Instance name* Worldwide

Disable optional IPs* »

[ Testegi corce | e

BEtAH|: M{EHStT AFEN7} 'OK'@IK| & QlgtL|Ct.

e Dyynamic Attributes Conneclor Comnectorns Dymamic Altribastes Filters Adagters ::;__"_ e ¥ .;ll-’.;lé. SECURE

Connectors

vCenter Z{E{ M Ad

184 8 §d 7ol 23 IgfLCh



S1Imir
CISCO

SECURE

Dynamic Attributes Connector

Login

| admin

Password

2CH|: 'o{RHEf S 2 2IFfLIC}H
0 Dynamic Attributes Conneclor Gonnecloes i At P

Adapters

0 adapters

3B M OfRAEIE RIFBILICH %71 ofolE(+)2 2

Center'& Z2&LICt

0 Dynamic Attributes Connector Conneclors Drynasmic. Aliribules Fiflers

Adapters

0 adaplers

Adaplers

25t C

=

e L “Hids' SECURE

& 'on-prem Firewall Management

acmin ] T
e asco SECURE
On-Prem Firewall Lianagement Cenbe I

Chouc-Deivered Firewadl Management Cenler

ATHA|: OIF, IP T4, ZE, AFEXHHIZEHE 2 ofHEHE T LICH



Add On-Prem Firewall Management Center Adapter

Mame™* Cisco TAC On-Prem FMC
Description
A
Domain
IP* firepower ciscotac_com
Port* 443
User* TAC
Password* sssssssssse
Secondary IP
Secondary Port
Secondary User
Secondary Password
Server Certificate*
Y
Get cerificate ~

| Test | | cancel |

A 73 ofE] 017 S UIoIA M FMC AF8XHE BHELICH 7|E AFSXHE AFZ3H3 CSDAC
£ = On-Prem Firewall Management Center UIOIM Of| 7| X| 22 230} 0| QM &= Ql&
L—IEP.



N AT AR E TS BEIRF, HAA BEIRF EE HEYD BEIRF 248 o] 9lo]of &
ucr P =4 ECofM 2Z 0|4 Wt #a| ME| FQDNS AFR EFLICH

5CHA|: 2 Z2f|0|A 3tE Secure Management Center UIE 3L|CtH

T
cIScO

Secure Firewall
Management
Center

Username

Password

6EHAl: HEI X0l HTTPS PEM(chain) /15 M CI2Z2E: HEtKX{oll EA|E HTTPS X2 4,
Secure Connection, More Information, View Certificate, PEM(chain)2 2 2!&/L|C}.



https://172.16.1.45/uiflogin

atfnan ] r——
CiIsco OCL_URE

Secure Firewall
Management
Center

Username

Password

Miscellaneous

Serial Number 0 Dl D-MSOAR ] oL LS L L AL VL) e ) (L VL0

Signature Algorithm SHA-256 with RSA Encryption

Versio
Download

RIE M &M elo| A= .pem LtLES CH2 2 EFLICEH

S

F
=&ste B CHE BEetX7t A8l 49 fAHE HAHIE &&LTH

7 A Dynamic Attributes Connector® 11 'Get certificate'(21& M 7K 2 71) 2! 'Browse from
file..(Tt LM Ot E7|...)E = LICH



Add On-Prem Firewall Management Center Adapter

Mame* Cisco TAC On-Prem FMC
Description
Y
Domain
|P* firepower.ciscofac.com
Port* 443
User* TAC
Password™® YT
Secondary IP
Secondary Port 443
Secondary User
Secondary Password
Server Certificate™
Y

Get certificate |

Fetch (i ]

|i| Browse from file . ) -ﬂl -

8CHH: .pem QIBEME UREStD 'TEST'E 225104 HIAEJ SR E=X| =QIgL|Ct



Add On-Prem Firewall Management Center Adapter

Name* Cisco TAC On-Prem FMC
Description
A

Domain

IP* firepower.ciscotac.com

Port* 443

User* TAC

Password* ssssssssess

Secondary IP

Secondary Port 443

Secondary User

Secondary Password

Server Certificate™ ——-BEGIN CERTIFICATE—-
MIDETCCAIECFHHN4bDIS+DNjdWoruZkjgmBapdJMADGC
SqGSIb3DQEBCWUAMIGW y

Get cerfificate v | | @ Updated

| TEStagam | | == | —

A\ 73 Ubuntu ZEEJo] AIEI DNS ME{7F 2 ZF|0|A wahed 23] ME| FQDNS =Holst 4
OI=X| ZOISAA|Q. TZIX| O M E|AE T} ATjE & Q& LICH

LS —



OEFAl: ME st &Ei7HOK I & gLt
;f' Dynamic Attributes Connector COnPeghorns Dynamic Attretes Filers Ad3piers A ikioad b 'éluls'ég' E

Adapters

Cisco TAC On-Fram FMC

N #1: Office 36501 i3 S5 =4I LEIE OIS £ QiaLICh

102t 7|: On-Prem Firewall Management Center UIO| A 5% Office 365 442 AF23H0{ A A

of M #=2 BE7| AEELICH

Add Rule

Name Insert

Enabled into Mandatory v

Action Time Range

© Allow v =i None v [

Zones Metworks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments

Available Attributes ¢ + Selected Source Attributes (0) Selected Destination Attributes (0)

Q, Search by name or value any any

[ Dynamic Objects v

0365_Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

Attributes of the same type (for example, SGT) match the rule if any attribute is matched
Attributes of different types match the rule only if all attributes are matched. More info

CtE2 SflgfLCt

Ubuntuti| M 204 MH|A, Z{E{ 2 o{RiE{Q| Z4E|O|L] & EHE =rQlgfL|Ct.

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND

44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint..
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint..
4c2c73d351e2 public.ecr.aws/e6e4t5f5/muster_envoy:2.2.0-latest "/docker-entrypoint...
67f3afae2165 public.ecr.aws/e6e4t5f5/muster_ui:2.2.0-latest "/docker-entrypoint...
722a764c54e9 public.ecr.aws/e6e4t5f5/muster_ui_backend:2.2.0-Tatest "./docker-entrypoint..
038654545f30 public.ecr.aws/e6e4t5f5/muster_bee:2.2.0-latest "/bin/sh -c /app/bee"

90cfd7e3a28b public.ecr.aws/e6e4t5f5/muster_etcd:2.2.0-1atest "etcd"

CREATED
12 hour
13 hour
2 days
2 days
2 days
2 days
2 days

S
S
a
a
a
a
a



CSDAC Ul M 7HE] & EfE & QlEtLCt

Conmec s Crymamic: ARINDUbES. Fillers Agaplers

@ Dynamic Attributes Connector

Connectors

Clsco TAG

CSDAC Ul M ofRE] &fEfE = QIefLICH

@ Dyna mic Attributes Connector Confd hors. Dynamic Atirbwies Fillers Adapeens
Adapters
Cisce TAS On-Pram FMC
3t 22| dlE{of| M Office 365 8% §4& = IgLIC

HAM|A Ko HAM F2E BEHEHLE =738 'Dynamic Attributes'E £

o =
H 1= sk S =
Attributes'E 2 2!8t & 'Dynamic Objects'E MEHEFL|C}.
Add Rule
Name Insert
Enabled into Mandatory -

Action Time Range

© Allow v ] None v [N

Zones Networks VLAN Tags A Users Applications Ports URLs: Dynamic Attributes

Available Attributes + Selected Source Attributes (0)
any

Q, Search by name or value

“ Dynamic Objects

0365 _Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

25t 1 'Available

Inspection Logging

Selected Destination Attributes (0)

any

aleale
ansce ok

Comments

Attributes of the same type (for example, SGT) match the rule if any atiribute is matched.

Attributes of different types match the rule only if all attributes are matched. More info

Cancel

& 10: Office 365 ™ 7HA 7t LIEE[X| et S0l EX7 A2 = U&LICH EX iZE M
HE #lst 7L Cisco TACO| E2|st &AL,



=X 2

Ansible 2| Secure Dynamic Attributes Connector x| X7} Q= B
'~/.ansible/collections/ansible_collection/cisco/csdac/logs/' CIZE{2|0f| Q= 'csdac.log'E &I L
Ct.

root@tac://# cd ~/.ansible/collections/ansible_collections/cisco/logs/
root@tac:~/.ansible/collections/ansible_collections/cisco/csdac/logs# 1s -Tth
total 276K

-rw-r--r-- 1 root root 272K sep 14 15:37 csdac.log

MAx| Ao 237+ of ol U&LICE 'cat' EE= 'less' Linux BHEE AHE5t04 @A, F 2OE
B M5t 7HLE, Cisco TACO £2/8t0f 0] U E MSstMAI2.

HEHO| HEEIRALICHE QI8 Ansible A&I7H ATsHE B2 7t 2l&LITh csdaclog THUS EFAY
S 'AG M R 218 FaLH

TASK [cisco.csdac.csdac : print result of csdac command Tine start command (stderr)] ***
ok: [Tocalhost] => {
"muster_cli_start_result.stderr_lines": [

"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.

"docker: permission denied while trying to connect to the Docker daemon socket at unix:///var/ru
"See 'docker run --help'."
"docker: permission denied wh11e trying to connect to the Docker daemon socket at unix:///var/ru

LAt 237 274 E|™ Cisco HH ID CSCwh58312E 11846t 7Lt Cisco TACOH| E2o|stAA|2.

'docker ps -a'7} ZAE|O|L47} 2t & S K|ZI{7LE EX|7F Y ME B HE|OILHE CHA| ARSIES
LIEFLH= A< 'docker restart container-id' W& & AF& 35104 Z1E|O|L{E CHA| AR &= QI&LICEH

of: ZAEl|O[L1 ID7} '88826cf0742f' 2l Office 3658 CHA| A[ZFEHLICE.

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND
44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint.."
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint..

root@tac://# docker restart 88826cf0742f

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND
44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint.."
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint..

sock:
sock:
sock:
sock:
n/docke

n/docke

CREATED
12 hour
13 hour

CREATED
12 hour
13 hour


https://tools.cisco.com/bugsearch/bug/CSCwh58312

CSDACS2+o| 91Z4g &It 7HAl|7} Secure Firewall Management Center0l BHE0{3 = K| & Q&
L|CH.

> expert
sudoadmin@firepower:~$ sudo su -
Password:

root@firepower:/Volume/home/admin# cat /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
17-Sep-2023 17:24:58.046, [INFO], (DefenseCenterServiceImpl.java:1462)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2

** REST Request [ CSM ]

*% ID : ff3e6259-2417-48cc-8e5e-a41d0bd04b39

*%* URL: POST /audit

{
"version":"7.2.5",
"requestId":"ff3e6259-2417-48cc-8e5e-a41d0bd04b39",
"data":{
"userName" :"TAC",
"subsystem":"API",
"message" :"POST https://FMC-FQDN/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
/object/bulkdynamicobjects Created (201) - The request has been fulfilled and resulted in a new reso
"sourceIP":"172.16.1.53",
"domainUuid":"e276abec-e0f2-11e3-8169-6d9ed49b625f",
"time":"1694971497660"}, " "deleteList":[]
}
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-
attributes-connector 21.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-
attributes-connector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-
dynamic-attributes-collector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-
control-rules.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-
attributes-connector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://tools.cisco.com/bugsearch/bug/CSCwh58312
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