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IPvE g IPvd4
Inside Zone o Outside Zone

Client ‘“ |

Inside - AR Cutside
N

FCO0:0:0:1::1/0f NN NN B 157 153 0.65/24

-_— S o
192.168.0.254

FCO0:0:0:1::100/96
FTD\

IPvE Metwork Domain ™~ ke IPvd Metwork Domain

FECERTIEYE
« LiF IPv6 2CI0|UE MEHE HZ5HE IPve HERZ THA L|CH
FMC GUI0i M Objects(7HAl|) > Object Management(7H*]| 2t2]) > Select Network from left

Menu(2!% HFHAM HERFT =) > Add Network(LIE 3 F7t) > Add Object(ZHA F7HZE Of
SELch.

o€ £0{ HIELR3 Z4A| Local_IPv6_subnet2 IPv6 MEH! FC00:0:0:1::/96 2 2 MM E|L|C}.



Edit Network Object

Name

Local_IPv6_subnet

Description

Network
| Host () Range

| Fcoo:0:0:1::/96

| Allow Overrides

(Gl

« IPv6 2EI0|HEE IPV4R BHE5E IPv4 HIE L3 7HA

FMC GUI0i M Objects(7HAll) > Object Management(7H#]| 2 2l) > Select Network from left
Menu(2% HF0AM HER T MEH) > Add Network(WE 2 F7) > Add Group(2& F7HL =
O|S&Lct.

o & E04 HIER3 ZA| 6_mapped_to_4= IPv4 ZAE 192.168.0.1072 M A ELICE.

IPv40] OHE g IPve SAE Q| Fof [t CHY ZHA| HIERIZ, 048] IPv47t Qe WERT OE =
O|28iA QIE{H| O|A0] CHE NATEH AFE & &= Q& LICH.



New Metwork Group o

Namp
6_mapped_to_4

Dascrpon

flloray Crevaridhe s

Mvadable Networks O + Colecnod Networks

G, Seafch G, Search by name
6_mapped_to_4 192.168.0.107 "
ary_|Pvd

Ay _Ipvh

googhe_dns_ipwd

googhe_dns_iped_group

googie_dns_ipwh

:III.LI.I m

« CIE{HIOIM Q8 IPv4 EAEE R Z57| QI8 IPv4 WERHT 7HA ILICH

FMC GUI0i| M Objects(7HA]|) > Object Management(7H*]| 2t2]) > Select Network from left
Menu(2!% HF0HAM HESRT HEH) > Add Network(LIE 43 F7t) > Add Object(ZHA F7HZE 0|
Sguct.

olE S0 WELT Z&| Any_IPv4= IPv4 HEY 0.0.0.0/022 MAI=L|CH,



MNew Network Object 7]

MName
Any_IPvd |

Description

MNetwork
") Host () Range (® MNetwork () FQDN

I 0.0.0.0/0 |

| Allow Overrides

=1

« QB IPv4 SAEE IPv6 THIQISZ HEHSE IPve LIERT 71|

FMC GUI0i| M Objects(7HAl|) > Object Management(7H*| 2t2]) > Select Network from left
Menu(&1Z M0l M HIE ST A&4) > Add Network(LIE 3 Z7}) > Add Object(ZH&l Z7HZE O
SELct.

0 € E0{ UWERXT 24X 4_mapped_to_6=2 IPv6 MEKL! FC00:0:0:F::/962 2 MAE|L|C}



Edit Network Object

Name

I 4_mapped_to_B

Description

MNetwork
) Host () Range

fc00:0:0:f::/96

| Allow Overrides

(Goen |

IPv4/IPv6E FTDL| QIE{H|O|A T4

Devices(E|HIO|£) > Device Management(C|HtO|A 2FE]) > Edit FTD(FTD T &) > Interfaces(2!/E
I 0|A)2 0|53 Inside(LHE) & Outside(2/F) QIE{H0|AE FAEHLICE

of:
ClIE{HO|A O|HY! 1/1

O|&: Inside

HOot dedo| MM E|X| b2 B Security Zone(E22F ) EELCIR Ml > New(MZ BHE7])0]
Al =



IPv6 F&2~: FC00:0:0:1::1/96

Edit Physical Interface

General [Pwd Pwis Advanced

Marme:

| inside
Enabled

Management Only
Description:

Mode:
Maone -

Security Zone:

Inside_Jone -

Interface 10:

MTL:
1500 |

b

Propagate Security Group Tag: | |

Hardware Configuration

FMC Access

Cancel

0K




Edit Physical Interface L

General IPvd IPvi Advanced Hardware Configuration FMC Access

I
Basic Address Prefixes Settings
_ 1
Enable IPVE:
Enforce EUI &64: |

Link-Local address: |

Autoconfiguration: |

Enable DHCP for address |

config:
Enable DHCP for non-address | |
config:
| Cancel | DK
¢ Edit Physical Interface @
| Gameral [T 1Pk Hardware ConRguration Manager ACcess Adcancad
Basic  Address *ﬁ:ﬁlnu Settings
4 Add Address
Addnees LL 4
FOO0:000:1=1/96 false su

o |

QIE{H O|A O] 1/2

E ot Q324: Outside_Zone

Hot dHo| dHElx| pi2 B2 2o Y =&0O2 Hiw > MZ BFE7|0M d&dE = &Lt



IPv4 3=2~:192.168.0.106/24

Edit Physical Interface

General

Mame:

IPvd

IPvE

Advanced

| Outside

Enabled

Management Only
Description:

Mode:

[ MNone

Security Zone:

| Outside_Zone

Interface 1D:

MTL:

T >

1500

a
| Bise

TG

Propagate Security Group Tag:

Hardware Configuration

FMC Access

| Cancel




Edit Physical Interface aQ

n

General 1P IPvE Advanced Hardware Configuration FMC Access

IP Typa:
Use Static 1P -

IP Address:
| 192.168.0.106/24

Cance m

712 42 71
Devices(C|HFO|A) > Device Management(C|HFO|A £H2]) > Edit FTD(FTD T &) > Routing(2t< &
) > Static Routing(Z.H 2t &) > Add Route(ZZ F7HZ 0|SgrLct.

0| £ £0{ HO|EL| 0| 192.168.0.254E A35t= Q| QIE{m|0|AQ| 7|2 1™ ZAZ QlLC}.



Edit Static Route Configuration

Type: ® IPvd (D IPvE
interface”
Outside . |
(interface starting with this icon [ signifies it is available for route leak)
Available Network O + Selected Network

&, Search | Add | | any-iove

6_mapped_to_4 I

any_|Pvd
google_dns_ipwd
aoogle_dns_ipvd_group
aoogle_dns_ipvE_group

Ensure that egress virtualrouter has route to that destination
Gateway

[ 192.168.0.254 v |+
Metric:

K ]

(1 - 254)

Tunneled: | | (Used only for default Route)
Route Tracking:

| -]+

oo | ([




FTD_LAB Gareel
Cisco Firepos 010 Threat Defenae
b ne Set: oHCP L
dd Rt

wtwork

1Pl Rt

] ot 1254 A

Pl Rt

NAT 3 7

FMC GUIOI M Devices(C|HFO|A) > NAT(NAT) > New Policy(Af Z3%H) > Threat Defense NATZ O]
S5t NAT ¥ g ddgtct

0 S04, NAT HA FTD_NAT_Policy7} 24 E|of E|AE FTD FTD_LABOY &2HE/LICt.



New Policy @

Mame:
FTD_NAT_Palicy
Dexscription:

Targeted Devices

Selact devices to which you want 1o apply this policy.
Aumadlable Devices Selected Devices

0. Search by name or value FTD_Lag

L]

Add to Policy I

| Cancel | m

NAT 2% 74
Ol HI2E NAT.

FMC GUIOI M Devices(C|HFO|A) > NAT > Select the NAT policy(NAT 2 > Add Rule(T+& &7+
)2 ME4SI T NAT #&|2 PHE 0] Internal IPv6 LIEQITE QT IPv4 £E2 BHEHEILICEH

0E E0{ UERX A ZA|| Local_IPv6_subnet2 HIE T ZHA| 6_mapped_to_ 42 SO Z
L|C}.

o

=

NAT 7%l XHS NAT &
F&: Dynamic
A QIE{H O|A JHA|: Inside_Zone



CH& QIE{H O|A 7HA]: Outside_Zone

o
u

§ AA: Local_IPv6_subnet

'
o

El AA:6_mapped_to_4
Edit NAT Rule [+

MAT Rule:

Sifo MAT Fule v

Ty
D‘!,IMI'I"IIC -
=

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects O Source Interface Objects {1} Dastination Interface Objects (1]
€, Search by name Inside_Zone ¥ | Outside_Zone .
Group_lnside
Group _Outside
inside_Ffone
Qutside_Zora

Cancel | [



Edit NAT Rule 7]
NAT Rule; .

Typa
Dhymiamic v

Intertace Dbpscts Translation PAT Podl [ T Nl

I ——
Original Packet Translated Packet
Original Source: ™ Iransladed Sourcs;
Local_IPvE_submat v + Addroess -
Urniginal Pot b_mapped_to_4 v

QIHFR2 E NAT.

FMC GUI0i A Devices(C|HFO|A) > NAT > Select the NAT policy(NAT Z® > Add Rule(7t & £7}
2 MENStT Q|8 |IPv4 EBHEIZ Internal IPv6 L E Q3 E2 BHEHst= NAT 722 BtS L Ct o=
71| 5t 2Z IPve MEUTLO| LR 40| 7S ELIC

EESH Q|E DNS MEH Q| 3|22 A(IPv4)OI A AAAA(IPYG) BIZ EZ EHEHE = QT E 0] 72104 A
DNS Mz ggsrmlm.

o€ £0{, /¥ UWELT Any_IPv4E 4_mapped_to_6 Zi&|0ofl ZHo|E IPve MEY!
2100:6400::/962 2 MZEo = HiEHE|L|CI.

NAT 7=l Xt& NAT %



CHA QIE{H| O|A JHA: Inside_Zone

e

2l &A: Any_IPv4

HHEHEl AA: 4 mapped_to_6
ol F=IT} Ux|H= DNS 2|4l 2 of(AHR Zolh
Edit NAT Rule
MAT Rule:
Auta NAT Ruk w
Tipe:
Static ¥
=

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects O Source Imerface Objects
Y Search by name Outside_Zone

Group_Inside
Group_Outside
Insige_Zomne

Outside_Zone

L7
(1) Destination interface Objects (1)
v inside_Zone ]

Cancel |



Edit NAT Rule

NAT Rule:

| Auto NAT Rule

Type:

| Static

B Enable
Interface Objocts

Original Packet

Original Source:*

| any_IPv4

Crigginal Port:

| TcP

I

Translated Packet

Translated Source:
| Address v|

| 4_mapped_to_& '] +
Translated Port:

== o




Edit MAT Rule

MAT Rude:
Auto MAT Hule -

Type:
Static v

Interface Objects  Translation  PAT Pool  Advanced

Translate DS replies that match this rule

1Py
Het to Net Mapping

Do not proxy ARP on Destination Interface

FTD_NAT _Policy

Enter Description

Rules

Policy Assignments (1)

Filter by Device Y Filter Rules 4 Add Rule

Ouiginad Packet Translated Packet

M Direction Type Source Destnation Original Original

5 a Original Transiated Translated Translated Opth

Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services daiaaiad
~ NAT Rules Before
~ Auto NAT Rules
# & Static Outside_Zore Inside_Zore By anv_IPvi By &_mapped_to_6 Dasitrue U
[ X Oyma.. Inside_Zone Outside_Zone By Local_IPvé_subnet £ 6_mapped_to_4 Dosfalse /9
3 NAT Rules After

FTDOf 48 AIE 2 FHFLICH

FO|

—_

_Jiok

- QlE{H|0|A O|F ¥ IP HE EAIRLICE

<{froot>



> show nanei f

Interface Name Security
Ethernetl/1 inside 0O
Ethernetl/2 Outside O

> show i pv6 interface brief

inside [up/upl]
fe80::12b3:d6ff:fe20:eb48
£c00:0:0:1::1

> show i p

System IP Addresses:
Interface Name IP address Subnet mask
Ethernetl/2 Outside 192.168.0.106 255.255.255.0

« FTD LHE QIE{H|0|A0|A ECI0|AE R 9| IPv6 HAZEE = QI LICEH
IPv6 LHE EAE |IP fc00:0:0:1::100.

FTD LHE QIE{H|O|A fc00:0:0:1::1.

<tfroot>

> ping fc00:0:0:1::100

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to fc00:0:0:1::100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

« FTD CLIO| NAT ZI|22f|0[dE EAIRLICH

<tfroot>

> show runni ng-config nat
!

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4
object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns



. Egf

sl

A,

rlo

& S04 LHE IPv6 EAE fc00:0:0:1::1000| A< DNS AMHHE ME &&= A Ef=
fc00::f:0:0:ac10:a64 UDP 53!L|C}.

047|AM S X X| DNS AMH{E fc00::f:0:0:ac10:a64 I LIC}. O} X|2 32H|E = ac10:0a64/LIC}. O] H]
E&=172,16,10,1000] s 5t= SEInt SEIO|Ct 238tE] 6-to-4= IPv6 DNS AH
fc00::f:0:0:ac10:a64E S56H IPv4 172.16.10.1002 2 B4d&&HL|C}.

<tfroot>

> capture test interface inside trace match udp host fc00:0:0:1::100 any6 eq 53

> show capture test

2 packets captured
1: 00:35:13.598052 fc00:0:0:1::100.61513 > fc00::f:0:0:ac10:a64.53: udp
2: 00:35:13.638882 fc00::f:0:0:acl0:a64.53 > fc00:0:0:1::100.61513: udp

> show capture test packet-nunber 1

[...]
Phase: 3
Type: UN-NAT

Subtype: static

ResuTt: ALLOW

Config:

object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns

Additional Information:

NAT divert to egress interface Outside(vrfid:0)

Untranslate fc00::f:0:0:acl0:a64/53 to 172.16.10.100/53 <<<< Destination NAT

[...]

Phase: 6

Type: NAT

Subtype:

ResuTt: ALLOW

Config:

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4

Additional Information:

Dynamic translate fc00:0:0:1::100/61513 to 192.168.0.107/61513 <<<<<<<< Source NAT

> capture test2 interface Qutside trace match udp any any eq 53

2 packets captured

1: 00:35:13.598152 192.168.0.107.61513 > 172.16.10.100.53: udp
2: 00:35:13.638782 172.16.10.100.53 > 192.168.0.107.61513: udp
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