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=51, {'-uml':gnr“imn {'h.;np,'-. The following are the new |,'h:|n|!'_¢-. mde b0 551, configumition setiings:
s There is no sapport for $5Lv2 and S5L v3 methods,

*  There is no support for the TLS v 1.0 method if your appliance is in
ihe FIPS mode.

¢ The TLS v1.0 method is disahled by default if your appliance is in
ibe non-FIIFS mode.

# You can enable the TLS v 1.0 megthoud for the TS clienl services
(LDAF and Updater) o amy one of the following ways:

= System Administration > SSL Coafiguration page of the web
interface of your applinnce., See the “Sysiem Admimisirison™
sechion in the user guide

= galesafigcommand in the CLL See the “CLI Reference
II|1.||.|I-. for Async0)s 13.5.1 for Cisco Email Secunly
Apphances.”
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IT you plan 1o upgrade from a lower Async(S version (For
example, 12.5) in fon-FIFS mode with TLS v 1.0 enabled, 1o
AsyncOS 13.5.1 and later, then TLS v 1.0 is disabled by defauln,
You meed to enable the TLS v1.0 methad on your appliance
after upgrade,
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After you upgrade to AsyncOS 13.5.1 and later, TLSv1.1 and v1.2 is enabled by default. - Y ou cannot use TLS v1.0 in FIPS mode. - The
appliance disables TLS v1.0 in non-FIPS mode after the upgrade but you can re-enable it if required.
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SSLv3.0/TLSv1.0 Protocol Weak CBC Mode Server Side Vulnerability(BEAST)
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https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118518-technote-esa-00.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum72269
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum72269
https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-release-notes-list.html
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https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/215282-configure-tlsv1-0-on-the-cisco-esa-and-c.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/215282-configure-tlsv1-0-on-the-cisco-esa-and-c.html
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