Cisco RADIUS(Identity Service Engine)& Al &t
AsyncOS 2|8 °I&

T
HE2/3 ctojo{ 3

12HAH. IEE JEtID s
2EHA.
3CHA.
4EHA.

kot ol O]

ral bl N
0

1% Hr Hr U0 [

O .

r

HD ! e

O] EM0i = RADIUSE S¢t 2|F Q&S Hd3Xo 2 F36t7| 2I5H ESA(Email Security
Appliance)/SMA(Security Management Appliance)2} Cisco ISE(Identity Services Engine) 7H0i| &
et Zdx|as|o|of CHal B ELIC.

MEF A E
QF A

CtE Aol CHet X[A2 ERstn U™ fEELICH

- AAA(Authentication, Authorization, and Accounting)
- RADIUS CLASS §4.

- Cisco ISE ID 2| & M3+ Fof HA,

. Cisco ESA/SMA A& X} 3gt,

ABElE 78 24

Ol EMe| HE = Chg 2ZE9 o A st HHE 7[gte = FLct

MO

. CiscoISE 2.4
. Cisco ESA 13.5.1,13.7.0
. Cisco SMA 13.6.2



Ol 2AMol BB s S B B7Z0| C|Ht0|AE ECHZ SAE|%ALICH 0| 2Mof AFRE 2 E Cltt
AL 280l R AISEIRSLICLHESTT 35 52l B9 BE HH

Ox

2 JE

AEE 7 24 Mo LIEE HT 0]2]|o| HM2 E|AEE|X| At &LICE.
HiE HE

Radius CLASS E44

017280l AtE &= 0l 2f2 RADIUS MEH7F ZE o{7t2 % miZlof Zefst= el gf Lot

0

Zeolia £42 ISE(RADIUS)OIM & E9|2 FdELICH

pd

AEXE7E 25 £440| HAAE ISE/VPN 22| YR 2 7HFE|H NACE ISE(Identity Services
Engine) MHOIM & OHE = 7[gto 2 Mg MSELICH

748

HES{3 Clojo{2 3

Identity Service Engine2 ESA/SMAS| 21& ¥ 2 =

1274 eI&& <2t ID 2 &= BHELCH

ISE Mol 23Ql5t1 ID & d4:

Administration->ldentity Management->Groups->User Identity Group2 £ O|S & LICt.o|0|X|of &
AE 02

[ ] &% ESA_Admin
[ ] &t ESA DEMO

&t 1:Ciscos Y E Z ESA/SMA 3&tof CHal| ISELQ| ID 2 &€ HEELICH



2EA. 215 & LIttt 24 MSKHE YR

O A= M ALSALE Mt 7Lt 1EHAH0 M 24det ID &0l o|0| U= ALSAIE EFE L
Ch. ISEO| 29l5t 1 Admlnlstratlon(J-FEI) ->|dentity Management(ID # 2|)->Identities(ID)£ O|&
5tod M AFSXHE st 7L Mgst T E 0| AAEXtol|H &t A|2.0/0(X|of] EAIE CHE

Network Access Users List > New Network Access User

* Network Access User

* Name | ESA_admin

Status | [&] Enabled -

Email |admins@mydomain.com

v Passwords

Password Type: Internal Users -
Password Re-Enter Password

* Login Password | sssssssssssses | | | | Generate Password i

Enable Password | | | | | Generate Password | i
User Groups

v User Information

( p)

First Name | TV="

brid ALL_ACCOUNTS (default)
Last Name | -

£ Anyconnect

. 51 potiX
v Account Options
1) Employee

:- |":

Description — L ESA_Admin

=_s ESA_DEMO

£ ESA_Diego_Admins

£1 ESA_Monitor

£1 GROUP_ACCOUNTS (default)

Change password on next login O

v Account Disable Policy

) Disable account if date exceeds <:* GuestType_Contractor (default) fy-mm-dd)
£ GuestType_Daily (default)
v User Groups 51 GuestType_Weekly (default)
|Select an item
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Authorization Profiles > Aavega_ESA_Admin

Authorization Profile

*Name |ESA_Admin |

Description | y
*Access Type [ACCESS_ACCEPT v |
Network Device Profile a Cisco | w| 2

Service Template 0
Track Movement [ ;

Passive Identity Tracking [ ;

v Common Tasks

[ web Authentication (Local Web Auth)

() Airespace ACL Name

ASA VPN Administrators

(L] AvC Profile Name

v Advanced Attributes Settings

|Select an item |
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Edit External Authentication

External Authentication Settings
Enable External Authentication

- RADIUS MH ZAE 0|&

cXEE

. ZeYs

. Az &3} Zh(E)

LB ZREE
Map externally authenticated users to multiple local roles(2|5 218 AFHEXHE 042 2 2 &tof of
ZhE MEfELICHE). olOlx|of EAIE CHZ



Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Type: RADIUS B

RADIUS Server Information: | | pap1yS Server Port Shared Secret Timeout | Authentication| | Add Row
Hostname Value protocol
(in
seconds)
x.x.x.X | [1812  [seeseeee [s PAP B @

External Authentication Cache Timeout: (7) IO seconds

Group Mapping: (O Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role '-.E:' Add Row ]
Administrator a ]

|Adm inistrators

|Mn nitors Operator (2]

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.
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Email Security Appliance is getti
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Cisco Email Security Virtual Appliance

N Monitor

My Dashboard
I Printable PDF &

Attention — i You can customize this "My Dashboard" page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Monitor

> Overview.

System Overview
Overview > Status [< Overview > Quarantines - Top 3 by Disk Usage (Policy and Virus) B
System Status: Online No guarantines are available
Incoming Messages per hour: 0

Messages in Work Queue: 0

System Status Details Local Quarantines
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ESA0| 2218t 1 External Authentication(2|5 21&)0ll A Map all externally authenticated users
to the Administrator role(2|F 0 Q1B E 2 E AIEXIE ZHE|XF A& ol DHE)S MEELICE.

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.
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