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1. HEIRt X}E BHE AE5t01 ACS GUIN| 2217 LCH.

2. Users and Identity Stores(At& A} & ID X{% 4) > External Identity Stores(2|5* ID X{&4) >
Active DirectoryE MEi5t T ACS7t H5t= ZH Qo 7 E[o] U=XI, ¢dd o EN7t eddE A
O 2 EA|E|E=X| &#QlgLICt Directory Groups(CIEEE| &) ®i2 E=/gLICtH

sars and ldentity Stores = BEdemal [denlity Stores = Active Directory

General | | D'II'E'I:'EHW Gmupcs. i DJrectur'_.r Aftnbutes

Connection Dutalls“"'
Active Directory Domain Mame: MCSE,E com

Please specify the credentials used to join this machine to the Active Directory Domain:
Usemama: training

' Password TTTTTTI I

You may use the Test Connection Button to ensure credentials are correct and Actve Directory Domain is reachable

. Test Connection ]

Click on "Save Changes’ to connect to the Active Directory Domain and save this configuration. Once you have successf
can select the Directory Groups and Chrectony Attributes to be available for use in policy rules.

End User Authentication Settings
¥ Enable password change
[¥| Enable machine authentication

L] Enable Machine Access Restrictions

Connectivity Status
Joined to Domain:mesS6.com  Connectivity Status: CONNECTED
= Ranuirad fialds

| Save Changes || Discard Changes || Clear Confiquration
3. MEiZ SE|FLC
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Directory Groups I.Wﬂlln.]

Directary groups must be selected on this page to be available as options in group mapping conditions in
palicy rules. Click "Select’ to launch a dialeg to select groups from the directory.

Selacted Directory Groups:

Group Name

: Edit V Repla:e.l"-: Deselsct |
Group Mame

Example for group format -
& = Required fields

4. AmagolMel HEE e A z2uted & FF MEo oiEstok ste 2&S M=FELICH

Felg =g

Search Base OM DC=MC555 DC=com

Saarch Filter [i]
| Group Hame = Group Type
1 MCS55 comUsersiDomain Guests GLOBAL s
B RCSS55 comdllsersitetwork: Admins GLOBAL

MCS56 comfUsersMelwork Mamienance Team GLOGAL

Il MCS55.comMUszersiSchema Adminas UNNERSAL
il Cancel
[Dztabase: Active Directory

Use * for wildcard search (i.e. admin®) B
Search filter applies to group name and not the fully qualified path.

5. Save Changes& Z&|gLIC}




| General | Directory Groups | Dieclory Altiibutes |

Dirgctory groups must be selected on this page 1o be available as options in group mapping conditions in
policy rules. Click “Select’ to launch a dialog to select groups from the directony.

Salected Diractory Groups:

Group Name

MCS55 com/Users/Metwork Admins
MCE55 comiUsers/MNebwork Maintenance Team

| Addh || Edtv | Repiace | Deselect |[ Select |

Group Name

Example for group format
cisco camdlsersDomain Users
& = Required fields

6. Access Policies(Ml& Z32H) > Access Services(2 A& AH|A) > Service Selection
Rules(MH|A M= FE|)E MEAS T HMA MHIAE AHE5H, Ol= TACACS+ 215 & *el
gfuich.ol ool M= 7|2 cldiolA &2l ct

Access Policles = Access Senvices = Senice Selection Rules

Status * Matchif: Equals * Enabled - Clear Filtar Go | -

Conditions Resulis

I Status  Mame Hit Count
= Protocol Senice

1 B 2] Rulz-1  match Tacacs A Diefault Davice Admin 1

2 M a Bule-2  match Radius Default Network Access 0

7. Access Policies(2 A& Z2) > Access Services(Al|& AH|A) > Default Device Admin(7|
E C|dtolA #2IX}F) > Identity(ID)& A1&i5t1 Identity Source(ID £&24) 230 Q= Select(A1E]
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] LaaH Uzma n Contro ler LSH
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9. Save Changes®& & =|gfLIC}




Access Policies = Access Senices = Default Device Admin = ldentity

‘@ Single result selection ' Rule based result selection

ldentity Source: ap

b Advanced Options

l Save fxhanges J [ Discard Changes ]

10. Access Policies( Al %Z32H) > Access Services(A|A AH|2A) > Default Device Admin(Z|

£ C|Hto|A #E|Rl) > Authorization(F 8 F04)& MB35t 1 Customize(AtE A}t X|H)E &
gt

|ﬂ:|:|555 Policies = foxess Senvives * Defawl Deice Adirin = .‘ml]lnri.r.all:||||

Stondard Pelley| Exception Policy
| Dewice Administration Sutharization Palicy

Filter. Slalus

* Malch il. Equals v || Enabled - Clear Filler Gu | =
Conditions Rasults
1 Siatus  Name Hit Court
Compourdd Condition Ehell Prohlz Command Sels
Mo data to display
= O Defaut ¥ ra rulas defined or no arabled nde matches Peamit Access  DanydlCommands 1
Create... | = | |Duglicate . | = | Edit Delet= Iowe I

‘Cusipmize | Hit Count
2

sawe Lhanies Wscand Lhaniges

11. AD1:ExternalGroupsE Available from Customize Conditions(At& 7+s) AlMoi M
Selected(MEHEH 2 S AL CHZ Available(AtH8 7+S)0ll M Customize Results(AH& At X|7H

21} 0| Selected(MEHEH Mo 2 A Z 20t U HY MEE O|SELICH O|X OK (&l
)& 2EELICH



Customize Conditions
Available: Selected:

.3

ACS Host Mame
Authentication Method
Authentication Status
Compound Condition

m

Device Filter

Device IP Address N
Device Port Filter
Eap Authentication Method

Eap Tunnel Building Method
End Station Filter -

AD1:-ExternalGroups

Customize Results
Available: Selected:

- Shell Profile
Command Sets

ﬂl | Cancel

12. M 7318 4d5t24H CreateE SR LICH

|IA-|:|:I_':: Pabges » Arcess Semaces = Detaull Deace Admm = Authonzmtan I

Standard Pollcy| Exception Pollcy

| Device Administration Authorization Policy

[ Save Changas ] [ Discard Changas J

Fiter: Statu= = Maich if Equals = Enabled - Clear Filter | Go W
Conditions Results .
7l Sialus  MName Hil Court
AL ExternalGoups Shell Profle Command Sels
Mo dala to display
= O Dafzuh If no ulas defined or no enabled rule matchas.  Pemit Access  DenyAllCommands 0
:Cm gl ': Duplicate... | = | Edit Delete fove to Customize | HE Count

13. AD1:ExternalGroups Condition0i| A Select(ME)& £

=]

=

gfLICH



| v

General
Mams: Hole-1 Efatus: Lnabled - B

The Gustamize bitten in the lnwer 9gat area of e andicy rules soreen contmols which paliny
condtions and results are avalable here far use in policy rules.

Condilivns
AL Lxtemslisoups:
corlainz any -
=
Fi-eler:h_.| Jeselect | Cleas
Rosuhs
She'l Frul e. Permil Acewss l Sualsl J

Command 5=15

i [<[>

-

14. Cisco 10S C|HIO|A MM MA| HMHAE NMEE IS MEdELICHEelg F3lghct

Filter: -~ Match if - | Go | =

" Enum Name -

MCSES comfUsers/MNetwork Admins

& MCSE5 com/Users/Metwork Maintenance Team

o
Iz
3]
Hu
5]
1}
N
(=)
x
x
Jul
jo
My
u
o
r
ful



] The Customize: mnn wthe lnweer right arca of the: pobey niles screen contrals waick policyg
condizcre anc resuits are availzble here for vuse in policy rules.

Conditions
M A -=xtemal o na

LIS S0y '

MPAZSE5 Comd Jszrsfoelwork Sdinins -

[ 5S¢ ect -Dcﬂzlcczl- Cocar

Hezults =
Ehel Moofil=- Mermi- Areess F=lem 1
L
Commeznd Sotz:
Sel=rt MNese ret

16. X AMA ALS RO CHEF M A T2 QlS M 5tE{P Create(dd)E S 21T LICH

Shell Profiles Showing 1-20f2 50+ perpage| Go |
Filter = Match if: - Go |+

Hame «  [Descrption

DenyhAccess

Permit Access

Erm Dwplicate Edit Deleta Page 1 of 1 ‘
0K [ Cancel

17. General( 2 B0l A Name(O|&) L' Description(AE) (A& AtEH2 MB811 Common
Tasks(38 &) Bg =gt



' General 1 Common @@aﬁkﬁ 1 Custom Attnibutes ]

© Mame: Full-FPrivilege

Description: To push default privilege 15 for 109

& = Required fields

r 1T

18. 7|2 HEt A 2|cH HEHS 2L 150 Yoz HAS D MES FHLICH



19.

| General || Common Tasks || Custom Attributes ]

Privilege Level
Default Privilege:

Maximum Privilege:
Shell Attributes

Access Control List:
Auto Command:

Mo Callback Verify:
Mo Escape:

Mo Hang Up:
Timeout:

ldle Time:

Callback Line:

Callback Rotary:

Static

Static

Mot in Use
Mot in Use
Mot in Use
Mot in Use
Mot in Use
Mot in Use
Mot in Use
Mot in Use

Mot in Use

-

-

Value 15 -
Value 15 -

& = Required fields

Submit g Cancel |

OlM M2 MAME M HMA M Z2Ho] doMe A HEhS

gfLCH
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Filter: = Match if: - | Go | -

Name 4« Description

i DenyAccess

Full-Privilege To push default privilege 15 for 105
] Permit Access

| Create | | Duplicate | | Edit | | Delete |

@

20. Command Sets Z/=0{ M SelectE Z 2!t
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2ot
5t O3

_

i

‘_ he Customize: vornn o the lowess right arca of the: pobey niles sereen contrals waick polic
] condiicre anc resuits are availzble here for vse in policy rules
Conditions
@ &7 Ssiema Gm r=
LUz S0y '
PAZSE5 Comd JezisPalwork Adinins o
[ S ect Desclec: ] - car
Hesults =
Ehel Mrofil=- Ful -Mwleoe | Gelert
Commznd Sez
21. Create(M)E S 2I5t0{ TIA| YAM|A ALERIol| CHEF A BE MEE HeLICH
Command Sets Showing 1-1of 1 50 = perpage| Go
Filter: w DMatch if: - Co | W
| Command Set Name a  Description
| sy A ommands
| Ereat§1 '| Duplicate Ed De | | File Operations ' | Export | Page 1 of1
Ok | Cancel |
ofz ®oi gle %é 51& 12| EQlEto HE”EIN UK &
H MEof cheh XkMIEH L2 ClHto|A EEIE 2|
AL

22. O|BEE A

zZsin
Submit(M &) S =gfLct&D: H
21 JE MM 2x| 9 HElS xl-_7l<_3|.
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General

& Name: Full-Access
Descrghion:

Parmit amy command that is not in tha 1abda balow

Grant Command Arguments |

Addf.|| EdtV | Replacef| Daleta |

(3ran Camrmarnd Argqumenls
Pearmit -

Select Command'Aagquments Tram Command Sl

ooy |- Cance
23. #olg 2=|ict

Filter: » Match if: - | Go | -
Command Set Name a  Descnption
DenyAllCommands

DenyAliCommands =

[ Sect | .

| Create | | Duplicate | | Edit | | Delete | | | File Operations | | Export |

T canc |

24. #olg @2|gLch ol | 5tH Rule-12| Z4m|1E|0[40| = FLICH



Tan Dustomize button in the lnwer rght 2ros of the pelicy nies soreon controds which policy
concitions and resulis are avzilable nere for use in oolicy rules.

Cumditicns
& AL L =teall=roups:
conlal s any -
MC325 comil zers™etwork Admiss *
Selert || Nesel=et || Clesr |
Rosules =
Shzll Prolla. =ullPrivilage  Sweweul I

‘Zommand fets:

ﬁ

Scleer || DJezelezt

il

EREZ e

25. MghEl AMIA AL Rtof CHEt Mf F2IE M 5tE{H CreateE S =IFLICH

Emb Acregs Sepnices = wnmm:m

= Mulch il. Equals v Enabled v | Clear Flle Go | -

Conditions Results
Al ExternalGroups Shall Frofila Command Sats
comains amy M55 comUsersMebwork Admins)  Ful Privilege Full #ccess

IF o rules defined or no enabled rule malches. Fermit Access  DengAICommands D

| Eat || Deete | [ A | Mot | V) Custenize | | Hil Count

26. AD1:ExternalGroups®& ME{5t 1 SelectE & =/§LCH



General
Mzme: Rule 2 Star.s: Enablzd - B

| he Customize button i1 the lower nght area of the policy rules screer controls which oolicy
condilivns and 12suly @ dvdilable ez T use o pulicy wles.

Condhlons
[# A0 Exzmal Grouws.
rnnta na amy -

Ejeledk [ Lese act ][ Zzar ]
Reanlta
Sl Frodle. Pennil Acowss | Sulae. |

LCommand fets:

LK " Lencsl 'mp

27. M|gtEl HMAE MIE 08 T 25 S MEISID &olg 228 ct



Filter: - Match if: - Go | +
Enum Name

MCS55 com/Users/MNetwork Admins

MCS55 com/Users/MNetwork Maintenance Team

(g (corce |

28. M 2 | Zlcof M MEHE Z 2L Ct

= —



The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available hera for use in policy rules.

Conditions
¥ ADT ExtemnalGroups:
contains any -

MCS55. comiUsers/Metwork Maintenance Team

Select | Desalect | Clear |

1m

Results
Ehell Profile: Permit Access @
Command Sels.

Select Deselect

(oK |_Cancel |
AH A4 SH |_| |:_|.

29. Create(d)E 22/5t0{ MEHE HMAE 2IEt M d ZEMQAS H-E



Filter: + Match if: - Go | ¥

Name «  Descnption
1 DenyAccess

@

Full-Privilege To push default privilege 15 for 105
(] Permit Access

[mﬂ[ Duplicate | | Edit | | Delete |

| OK || Cancel |

30. General( ) £104 A Name 2! Description(1& At&)2 M&8 1L Common Tasks(2S &t

o) ®g S=gLict



" General 1 Cummuﬂasks r Custom Attributes -]

¢ Name: Limited-Privilege

Description: To push default privilege 1 for [0S

% = Required fields

31. Default Privilege(Z|& T8t 2! Maximum Privilege(ZICH T8 £ Static with Values 1(gf 1 &
15)2 A LICESubmit(M &) = gLiCt



' General ] Common Tasks

[ Custom Attrnibutes ]

Privilege Level
Default Privilege:

Maximum Privilege:
Shell Attributes

Access Control List:
Auto Command:

Mo Callback Verify:
Mo Escape:

Mo Hang Up:
Timeout:

ldle Time:

Callback Line:

Callback Rotary:

Static

Static

-

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Mot in Use

Value 1 =

Value 15 -

& = Required fields

| Suhmitlkm Cancel |

32, #olg BBt




Filter: - Match if: - | Go | -

Name ~  [Descrnption

()] DenyAccess

)] Full-Privilege To push default privilege 15 for 105

Limited-Prvlege  To push default prvilege 1 for [0S

()] Fermit Access

| Create | | Duplicate | | Edit | [ Delete |

o] oo

33. Command Sets ZE=0{AM SelectE Z =& LICH



The Customize button in the lower right area of the policy rules screen contrals which policy
conditions and results are available here for use in policy rules

Conditions
Ed Al ExternalGroups:.
contains any -

‘ MCS55 com/UsersMetwork Maintenance Team

| Select || Deselect || Clear

Hesults

Shell Profile:  Limited-Privilege

Command Sats:

Deselect

(oK J_cancel |

34. Create(d)E S =I5t0o MEHE AMA T F0| CHEF M BHE MEE HJ7fLICH




Command Sets

Filter:

» Match if:
]

O

Command Set Name

a  Description

DenyAllCommands

] Full-Access

Creat

Duplicate Edit Delete

| ’ File Operations l [ Export l
ox

35. O|& 2 M35t ol Bofl Qe HHE 5{& | o| &felgto| MEAE|X| =X & elEhL|Ct H
2 MMof X3 E Z7Ztol showE 2dst £ AddE 2 2!5t 1 Grant Mol A PermitS MEH
5toq MIEHEl HMA 282 AKX A show BHHEH {35 gHL|Ct



General

& Name: Show-Access

Description:

] Permit any command that is not in the table below

Grant Command Arguments

Add N A Edit V Replace Delete

Grant Command Arguments
Permit +  show|
Select Command/Arguments from Command Set: DenyAllCommands -

| Select |

’ Submit ] ’ Cancel l

36. OFEH7LR| 2 AddE AFE510d MIEHE HMA TIE 0| AFEXRIUAH HRE CIE D E HHS
7hgUC Submit(M &) FRIELICHE T B2 MEof Chgt REMIEH LI 2 ClHI oA EHE|

S 95t B ME MY, =X U HES AESHANL
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General

& Mame: Show-Access

Descrption:

Permit any command that 15 not in the table below

Grant Command Arguments
Permit show
Permit enable

Permit exit

Addn || Editv || Replace || Delete
Grant Command Arguments
Permit -
Select Command/Arguments from Command Set: DenyAllCommands «

Select

[ SuhmM[ Cancel ]

37. &olg F=EucH




Filter: + Match if: - Go | =

Command Set Name 4« Description

DenyAllCommands

Full-Access

| Create | | Duplicate | | Edit | | Delete | | | File Operations | | Export |

EE

38. #Qlg SF=FfLICH



The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

Conditions
AD1:ExternalGroups:
contains any -

MCSE5 com/Users/MNetwork Maintenance Team

Select ” Deselect ” Clear

Results

Shell Profile:  Limited-Privilege

Command Sets:

ﬁ

[ Select ” Deselect

Cancel

39. Save Changes®& &2/ &fLIC}




Arcass Polides > foness Srnioas = Defaul Device Adrim = Audhionizad

Standard Policy| Exception Folice

[ mcnana%_ll Discaid Changss

[hervina Administratian Authorlzaton Policy
Fitar Staus = Match if Equak » [Enahlad = | Claar Fihar | Gn v
Comditians Fersailis
[ Staus Ma Hit ot
! e AN1FstamalGroups Shall Profila Cammand Sats

1 O a] Fule-1  conlsins amy (MCEES comdUsers Mt Admins) Full-Priviege Full-Access [

A | =] Fude-Z  conlaing sry [MCESS comdJsemTetwk Maintenance Team]  Limbsd-Priviege  Show-Access [

™ [ Defauk If na rukes defnec ar ne anabed nila matchas Pammt Accass DergdlCemmands 1
Create. | | | Duplicate.. | = || Edi Dicliate Mo bo [ Customiza 1 Hit Caiur 1

|NII’|\'I:II'I".RIEDI.II'C!! = Matwork Devices and Ass Clients

40. Create(dd)E& 2 =I5t04 Cisco I0S C|HO|AE ACSOIA AAA 2EI0|AEZ FTHELICH

Metwark Resounes » Felwore Dedces and A Clisnis = ﬂreiel

Hetwork Devices
Fitter: P Address + Match if Equals » 192.168.26.7 Clear Fiter | Go | +
[l Hame « |PAddress Description MDG:Location MNDG:Device Type
Mo data to display
Createpd| Dupicate | Edt | Delete | | Fila Operations | | Expont |

41. TACACSE O|R, IP F4, 28 &2 E MZ235t 1 Submit(F&E)2 F=2I&LIC

Marme. lab-router
Dezcniphon:
Metwork Davice Groups
Location All Locations Selecl
Ligsace Type All Dieace Types Selecl
IP Address Authentication Options
i Single IP Addiess 71 IF Range(s) By Mask 7 1P Hangefs] ™ TACACSs [#
IP: 192 168.26.7 Sharad Secral eeseswes | Show |
"1 Singla Connect Davice
& Legacy TACACE+ Single Connect Support
TACACS+ Draft Compkant Sngle Connect Support
= RAaOILE |
Shared Secrel: | Show |
Cof por- 1700
= Reguined fields

Suurrulr | Cancel |

PIF Sl Mt 2048 2|3l Cisco 10S C[HIO|A T




3 et F0iE 28l Cisco 10S C|HIO|A X ACSE Fdstei™ ChE HAE =& LICH

CH=2 1 ZH0| username BHE AL 5104 CH&l|(fallback) & x| HEH0| U= 24 AL XIE M
A—|%I-L_||:|.
o-d .

username admin privilege 15 password 0 ciscol23!

. AAAE & 35}5t T ACS 5.x2 TACACS MHHZ F£715l2{H ACSQ| IP FAE =238tLCt.

aaa new-model
tacacs-server host 192.168.26.51 key ciscol23

2t1: 7|= 0| Cisco 10S C|HO| A0 CHSH ACSOi| A2 E! Shared-Secretzt & x|8HoF & L|C}.

. EAIE THE test aaa BEE ALE50{ TACACS M HZAHEE EIAERLICH

test aaa group tacacs+ userl xxxXxXx legacy
Attempting authentication test to server-group tacacs+ using tacacs+
User was successfully authenticated.

0| B | £2{0i A= TACACS AHHO| AT = U2 AR S Ho R QIS EUS
£ Ho{FLICHLH I User1 X password xxx= ADOI| S LICHE|AETL MIjE ZF<2 o™ T
74|01|A-I M3t 38/ =71 SHEX| EISHA AL,

Qg Fdstm Q15 S &/d35tst CH3 ofeiet 20| Exec & HE et F0{E AL ELC.
aaa authentication login default group tacacs+ local
aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ local
aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local

aaa authorization commands 15 default group tacacs+ local
aaa authorization config-commands

2t 1: Local 2! Enable 7| E = Cisco I0S 2Z AF2XIE ChAI5H7| Q& AH2 £/ TACACS
ME{0] 4748t & o= 7o Ztzt H|W S =2 sHAI515H |}

[ — ]

Ct=& &eIgfLCt.

£ &3l Cisco 10S C|HO|A0| 215 & 8 0

.AD2| M|EtEl HMA TF &
&t

Fol5t 2404

lj
J|0|'

.AD2| A HMA TE0| £35t= user1 £ Cisco 10S EIHF0|*01I EILIEL|C} Network Admins

£ 2 ACSH|AM M El Full-Privilege Shell Profile 2! Full-Access Commandoi| Of & E AD2|
OEQULICHEE BYES A&sto] | HMA HEHO| U=X| EQIEFLICE

&= user2Z Cisco 10S C|HtO|A0f &gt |CH (HERKT &
FEl PMEt d =2 utQl 2 Show-Access B0l OH1EE ADS| O
x|
=

2ol =2 TP o||e| CHE BHE Adstcin otH

X #E E 222 ACSe| A

& 2lLC}.) Show-Access B == 33
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user20i |

USername: WEelc

password:

roulerlsepnabl e

password:

routorld

routorl#F

routerlfasnow werslircn

Cr=eocz LS SZcitware, CU3500 SZorTtware (US3L5LE0-lJBASKEY-M}, werslon 1.7 (49)5kEs, BHELEASE 3
OFTWORF (Tel)

Copyroigh. (o) 13856-2D002 by Ciscvo Sysoens, Ioo,

Compiled Hon D5-MHar-D9% 20:26 by gereddy
[

Imogc Toxt baoc: QRODOOZ0C0, dota bDaoc: OxQOEAZDES

HUM ! BooTatrap progjram 18 CShal boot lodader
TAITET] NETIME 12 16 hoira, 45 minmnes
Syzlom reburns=d Lo BOM by power-vn
Syatmm image file is "flazh:clii{-ipbasekS—mnmz , 122-4<.CEC.bin"

%
IThie product containg cryptographic features and 12 subject to Unaced
Ytatszz anc locel ccuntry laws governing i1oport, Sxport,
n3e. Melivery of C1s0n orypongraphic preodness fdnss nnt Innly
Lhirvi=pua by st taeer-i Ly Lre dmngwerl, eesxpuirb, disLeifaile oo gse oencrwgl
Importers, =xporters, distributors and us=rs are responzible Zox
compliance with U.2. and local country laws. Dwv using this product wvou
agrez o coxply wicth applicable laws ond regulationa. If you arc unoble
to ecoply with U.5. and loeal lawse, return this prodact immedista=ly.
L smmmary of TI.5. laws gouverning Ciaon erypoograrhioc prodness may he o

CLERDF Fewie bl IO el P T T B b o (o WO e T D I I B N B g P L

If vou recunir= further as=istance pleass contact uws by =ending emeil to
crportdcioec, com.

routsrlfoont ¢
CommAnd AanthorizATnion failed.

rout=rléwr mem
Command avthorization failed.

rcutzr;#l

3. ACS GUI0i| 2 12135}04 Monitoring and Reports(ZLIE1 & & E1 M) Fo{& AldetLict
.user1 & user20f| A =2iet &S = QI5t2{T4 AAA Protocol(AAA ZEER) >
TACACS+Authorization(TACACS+Zi 8t §04)2 MEfsL|Ct




=& =

Showirg Fags 1 of 1 ot Fmgs: Go
RAAR Prolocol = TACAC S Authorication
Auripization Slalua . Pasa o Fail
Diale . June 08, 2012
Uenerated on Junie 8, 2002 11:55:34 AN IST
l‘.*ll-lnnd
= Pas % ~Fai = =Chue Fer cutail
ACE Wiew Lisar Hrtacrk
F .
T ——— ACE Tmastamp  Stshus Dedals allurg Raason Fama ‘Command Sel Sheil Prefla P
Foe B 12 62110410 AN o L =TT azeerar |1
RaE17 4D A Al M5 L] B 12004 Craomond B sl w0 sk 1 Pasalr rals Ee [ Oz gy ] ooy ||
P F1Z 350 20568 ALl Jor 810 8265 L L] 13063 Comemad il nc 40 mick lpcgnh 117 | T AN wcom e izl aE~roter 1
Foe BL2 20 S00RT AN b LUD 2050036 AN + ;] mam [ Cowla ke veriie | e |
Po 2 N 00 A y - Cammands run by Tl Ot ] T
LA R R TR T RS R % uzer 2 gl |Camddye] Lizisd Privings b-axim
P B L2 S0l AL P BT IOeD] 5o AN - "., el [ O AN a1 ) ab-werw [
T 1T 000 AN hmllleinaiMea ¥ b Commands mn by L | Cmddtersuczl | sdzmeas
Per 12 81947 230 AR o ] uger gl [Omadvoedp ] gheore B
o UL 180 55,103 AW ’ L gl [ CoddVcel g emind | M fi
Ppat 17 4134 L1l & 0 L} pl  [omdv=] U ] ke JI

ol HE
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