EAP-TLS H4l QIS E A2 3t= Windows v3.2&
Hot ACS

QT Atg

AN8EEFMHE A

HHZE O|&

E7| 7=

HE<®{3 Cctojo{ 3

Windows v3.2& Cisco Secure ACS 74

ACS MH9O| IS M 7tX 27|

MEAHNM OIBME AT S ACS #4

ACSO{|AM AlZ|SHot 5t F71 OIB 7|8 X

MH|A S CHA] A|ZHS T ACSOIA EAP-TLS M 24

CHMIA ZQOIEE AAA ECI0|ERE X|H 2 7Y

Q|2 A2 X} CllO|E{H|O|A T4

MH|A CEA] AJEE

MS PIBEM HA XIS E8 M

Cisco HMA ZQIE T A

M Feto|HE £

Tl 712l

M-SR CHEt QIB M 71X 27|

EMHEQZ FA

Ct=2g &olgtict

2 5
x

B

HD Y

(=)

274

0| 2 MM = Windows H{7 3.28 Cisco ACS(Secure Access Control System)E AL 504 EAP-
TLS(Extensible Authentication Protocol-Transport Layer Security)E T 4335t= &e{of CHal A&
L|Ct.

#1: HAFE 2152 Novell CA(Certificate Authority) A X|HE|X| & &LICHACSE EAP-TLSE A}
8504 Microsoft Windows Active Directory0ll CHEF Al QIS S K| & = U&LICHEIT AF8X 2
CIO|MEE= ALK QB2 St Z2EEZS HA QS0 AI8EE SUSt Z2EZEE NEHe =
&LICEE, Al Q150 EAP-TLSE AF235t2{H AL X} 150l EAP-TLSE AtE35HoF & 2= Q&L
ChAIAE] Q15 0f CHEF REMIBH LR 2 Cisco Secure Access Control Server 4.18& AFE AFA{Q| Al
AHI OIS MAMS HASMAIL.


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.1/user/UsrDb.html#wpxref32406
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.1/user/UsrDb.html#wpxref32406

2t1: EAP-TLSE S8 AAHEIZ QISSIE 5 ACSE M5t ACS7H A|AE! QIBEE2 2|6 MHEE
22, 2Co|HEE A Q1B T =5 FAI5H0F B LICH REAIEH L& 2 Windows Vista, Windows
Server 2008 2! Windows XP AMH|A T 304 A 802.1X Z|Et HE Q3 of Ciet AFEE XM 25 &

EECTEEEEEINCY

MNERT AN

LT ME

O| 2 A{0q CH

ro
Am
o
=0)
r\l
S
20
o>
r
[ul

Ol Mol HE= ote AZEQf o X st=R0{ HEE 7Igte =z gLt

. Cisco Secure ACS for Windows HZ% 3.2
- Microsoft 21& M MH|A(AME{Z2}0|= F E CA(Certificate Authority)2 A x|E) &1 XFA|ISH

A8 915 7|2 A% BAE 70| 8 A AAIL.

- Windows 2000 Server MH|A 2 3 3! SFEIA 3231728 AFESH= DNS AH|A R CA AH
EX 7L g5 FEA 3231728 M| LICHWindows 2000 SP3 £2t0|1E 0l &= IEEE
802.1x 2152 &/d3lsted™ S EA 313664 7 R EfLICH

. Cisco Aironet 1200 Series Wireless Access Point 12.01T

. Windows XP Professional AH|A T 12 Al$sl= IBM ThinkPad T30

Ol EMo| ME= 5 B #39| C|HI0|AE ECHE A YEIRIGLICH Ol EXMof| AFEEl 2= C|ut
olaE Z7|8HEl(Z|2) Zu[ado|/Me 2 AR E|R&LICHEIOIE HIEHI M B st B, A
E5t7| Mol 2 & BHo| HAHMQI H&E o|sHal oF &LICt.

Hi{E O|&
EAP-TLS 2! PEAP(Protected Extensible Authentication Protocol) =5 TLS/SSL(Secure Socket
Layer) E{'dE 7153t AFSELICHEAP-TLSE ACS(1F, T3 £04 &l A EE[[AAA]) M &

Z2to|UET} QB ME 7HK|1 /I M=z IDE SEste ¢35 QS E ASELICHOELE PEAPE
MHE BB ASELICEMHE QIS ME 7HX| 1 Rlemd EE0[AUE S| IDE HQIE LI

E7| 13

M E7| &0 CiE REMIEH LHE 2 Cisco 7= Bl 7| HAIE HESHEAIR.

HEL|3 Clojo{2 &

Ol 2 Mo M= ofel Ctolo{a ol EAIE HERXI HHEE ALSE LT


http://support.microsoft.com/kb/929847
http://support.microsoft.com/kb/929847
http://support.microsoft.com/kb/929847
http://www.microsoft.com/windows2000/techinfo/planning/security/casetupsteps.asp
http://support.microsoft.com/default.aspx?scid=kb;en-us;323172
http://support.microsoft.com/default.aspx?scid=kb;en-us;323172
http://support.microsoft.com/default.aspx?scid=kb;en-us;313664
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

AP1200

1DIEE .?g .EDE

Kant
tac-lab-comp1 Windows 2000 Server
Windows XP Professional 10.66.79.241
10.66.79.214 (DHCP)

Cisco Secure ACS v3.2
MS Certificate Services
DNS Service

Windows v3.2& Cisco Secure ACS 74

ACS 3.2& T+dstt{H CtE HAHE s &LICH

.ACS MH{9| RIBME 7tXSLICt

MEALANM OIBME ME5ES ACSE FA3gtLIC

. ACSOH|M AlZ|5H0F 5t= F 7t 0_% Z|1#t2 X|MeLct

. MHIAE CHA| A5 ACSOIM PEAP XS FAELICE
CHMA ZOIEE AAA ECI0|MER X|Hst T FA4gtLC
9|2 AL Xl C|O|E{HIO|AE FEAEFLIC.

. MH|AE CHA] AIZFEELICE

\ICDU'ILOJ!\J—\

ACS AMH9| PIFE M 7tX 27|

T

RIZ M

Hof{H Chg HAHE gLt

1. ACS MH{OIM & EB}RX{E L1 http://CA-ip-address/certsrvE 1235104 CA AME{0l| AAM|A
grLct.
2. TH Qo E2lxt2 2aelgL



Enter Metwork Password 7]

Fleaze twpe pour uger name and pazsword.

Site: 10.66.73.241

Lzer Mame Adrniriztratar

HEEEX

Pazzword

[T Save this password in your password list

(] % I Cancel

3. Request a certificate(IEM )& MEAS O3 Next(CHR)E 2218 Lt

Microsoft Certificate Services -- Cur TAC CTA

Welcome

You use this web site to request a certificate for your web
browser, e-mail client, or other secure program. Once you
acquire a certificate, you will be able to securely identify
vourself to other people over the web, signyour e-mail
messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select atask:

" Retrieve the CA certificate or certificate revocation list
[F Fequest a cer‘[ificate]
 Checlk on a pending certificate
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Microsoft Certificate Services -- Our TAC CA

Choose Request Type

Flease select the type of request you would like to make:

C Lser certificate request

(@ Advanced request)

Mext =

5. Submit a certificate request to this CA using a form(Z 4|2 Al&3t0{ O] CAM| CIEM & A
E)= MEIE CHS Next(CHS)E 2=IFLICH



Microsoft Cerificate Sery - Cur TAC CA,

Advanced Certificate Requests

You can request a certificate foryourself, another user, or a
computer using one of the following methods. Mote that the
policy of the certification authority [CA) will determine the
cerificates that you can obtain,

(& Submit a certificate request to this CA using a form )

¢ Submit a certificate request using a basebd encoded

FH.CS #10 file or a renewal request using a basetd
encoded PRCS #7 file

¢ FEequest a certificate for a smart card on behalf of

another user using the Smart Card Enrollment Station.
You must have an enroilment agent certificate to subrmit 2 request
for another user.
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Microsoft Cerificate Services --

Advanced Cetificate Request

Clgr TAC CA

Certificate Template:

[lWeh SErEr
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Identifying Information For Offline Template:

[Name: |Durﬂ-d35

LIk

E-Mail:

Company:

Department:

City:

=tate:

Country/Region:

LIS

Key
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Key Options:

ey
sage:

CSF‘:lMicrnsnﬁ Basze Cryptographic Pravider w1.0

" Exchange © Signature & Both

[Hey Size:I“II:IEﬁ‘r ]

Min: 284
b 3= 1024

@ Create new key set
™ Set the container name
™ Use existing key set

™ Enable strang private key protection

(common key sizes: 512 1024

UF Wark keys as ez{pnr’[ahlej

™ Export keys to file

[F Use local machine stnrej

You must be an administrator to generate
a kel in the Jocal machine store.

Additional Options:

Hashl
Algorithm:

SHA-T

Cinly wsed to sigh request.

™ Save request to a PKCS #10 file

[

Attributes:

Kl

=
e

submit =
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This Web site is requesting a new certificate on your behalf, You
should allow only krusted Web sites to request a certificate For wou,
Do wou wank ko request a certificate now?

Potential Scripting ¥iolation E4 |
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Microsoft Certificate Services -- Our TAC CA

Certificate Issued

The certificate you requested was issued to yoLl.

21 Install this certificate

Sk

Potential Scripting Violation(&f KHZ4 1 A3 Z|&) 2|8t CHat & AH7}F LIEFLEEHE Yes(o) & 225t
Potential Scripting ¥iolation ] |

This Web site is adding one or maore certificates to this computer,
Allowing an untrusked Web site to update vour certificates is a
security risk, The Web site could install certificates vou do nok
trust, which could allows programs that wou do not Erust ko run on
this computer and gain access to wour daka.

Do wou wank this program to add the certificates now? Click Yes if
woll brust this Web site, Otherwise, click Mo,
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Microsoft Certificate Services -- Clur TAC CA

Certificate Installed

Your new certificate has been successiully installed.
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System Configuration
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Cisco SvsTems

Uzer
Setup

Group
Setup

System Configuration
Edit

Install ACS Certificate
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Q gsm-ﬁamn Issued to:  OurACH
- Issued by: Our TAC CA
s 2t || | Valid from:  Tune 23 2003 at 02:19:56
— o Valid to: June 18 2005 at 00:52:30
Configuration Validity: OK

External User
Databazes

Repartsand
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The cunrent configuration has
been changed. Restart ACS in
"System Configuration:Service
Control' to adopt the new settings
for EAP-TLS or PEAP support
only.

Install Mew Cerificate | Cancel |
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