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1. SDI MEHO| M sdadming A& EFLICH.SDI ME{ofl CSUnix A|AEIO| 2EI0|MEE YEl1
i SDI AF& A7t CSUnix 2Et0IAEM S ML= & RIHELICH.

2. nslookup #.#.#.# £ = nslookup <hostname> B & AF&304 CSUnix E2I0|E ! SDI A
H7t M2 Hubgr 2l °"“*°F Z 3|8 g = U=K| =elgct.

3. SDI M 9] /etc/sdace.txt T} LS CSUnix £ E+0|°_+E letc/sdace.txt T 0i| 5 AMELICH.

4. SDI A‘||:H°| sdconf.rec I+YE CSUnix Zc+0[¢E0 S AR LICE O] IS CSUnix £2+0][¢A
EOS 2xlofl U £ A&LICE 2Lt CSUnix 22+0|1E 7} SDI AEof e 21t 5
3t EIE—*!EEI Fx=of x| 2 B sdace.txtE =8 oIt giaLct

5. letc/sdace.txt = VAR_ACE= sdconf.rec I+20| Q= B2 E 7t2|7{0F & LICt O|E =FQlst
£4™ cat /etc/sdace.txt2 A&SH7{Lt enve| £E22 &QI5I01 FEJI A E [ FE ZE2H0
VAR_ACEZ} Holk|of /I =X| =QlgfLCt.

6. CSUnix 22t0|ME 9| CSU.cfgE B4t CtZ AUTHEN config_external_authen_symbols A
ME O3 e 2 =™ ct

AUTHEN config external authen symbols = |
{
v/ libskey.=0™,

"skey"
: Note: & "" 1z required before and after these lines 1f
{ ’ preceeded or followed by another option "AUTHEN
v, /libsdi.so", confiz_external authen symbols" section in the
"sdin CS8U.cfg file. The "" 15 matrequired when these hnes
} appear as the last ines of the "AUTHEN
. confiz external authen symbols" section of the
i CSU.cfg file.
",/ libpap.=o™,
"pap"

r

v,/ libchap.=so™,
"chap r

¥

7. K80CiscoSecure 2! S80CiscoSecure= 4Al35t04 CSUnixE A& S&fLict.

8. $BASE/utils/psg0i| A CSU.cfg Tt LS =5t 7| 01 Cisco Secure AAA Server MEHI =
ENMATEEM SEIRIX(E OolF =HEIX| 9-*8 32 CSU.cfg Tt = HEHM LR/ 7t &
&LICH 2420 CSU.cfg TS =S8 & 6EHH A HEE LIS ChA| MHFIAMAIL.
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2. 2t E{0lM 7|2 SDI 2152 EHIAEst D Chg BES A>dgL/ct

aaa new-model

aaa authentication login default tacacs+ none

&r1: 0| B2 EIE{0ll A tacacs-server W& 0| o|O| & Mstz|o] e A= 7HHELICEH

3. CSUnix BEA0IA SDI AHEXHE F7tst0{ 0] BHEES ZELICH

$BASE/CLI/AddProfile -p 9900 -u sdi_user -pw sdi
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5. CSUnix0| A unknown_user ZZ2ZZ SD| AFE XIS Eﬂéééa T A& LICHALER7E 25
SDIO| MEE|T RE AR St 2 TS 7|-7<| CSUn|x0'|| HA|Xo 2 L}t Zie
7t eigLct) & = Qi AFEA Z2 0| o|0| U= B2 0| HHO =FLUS AHE35t0{ 0|8

ALK gLICE
$BASE/CLI/DeleteProfile -p 9900 -u unknown_user
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$BASE/CLI/AddProfile -p 9900 -u unknown_ user -pw sdi

Ol BB LE{X|X| A2 ZE ALSKHE SDIZ HEFLICH

H ot ID 8! CSUnix:TACACS+ Z 21Tl

1.SDI Q10| Z7| E|AEE £&L|CH 2391 915, CHAP(Challenge Handshake

Authentication Protocol) & PAP(Password Authentication Protocol)& 2|8t SDI H| 2/
Ol Ol ArEAt Z=1tUo| 2 55tX| 42 Z* SDI HIZ#HEQ &7H 2t s5tX| &Lt

# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
password = chap "chappwd"
password pap "pappwd"
password = cl ear, "cl ear pwd”
default service=permt
servi ce=shel |l {
}
servi ce=ppp {
protocol =l cp {
}
protocol =ip {
}
}
}
2. MEJLP'OI IS5t CHE ol Z 0] "clear" CHAl Z2mUof "sdi"E F7tefLICh
# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
password = chap "chappwd"
password = pap "pappwd”
password

sdi
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default service=permt
servi ce=shel | {

}

servi ce=ppp {
protocol =l cp {

}

protocol =ip {
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. M3l M4 HERZ PPP ¢34 2! PAP(aaa authentication ppp default if-needed tacacs %! ppp

authen pap B 0| 2t RE 0| A A EJCIT 7HEELICH)E 3 PC2| Dial-Up Networking (%
gl M4 W EZ)0ll A "Accept any authentication with clear text(Ydt HIAEE T 85t D E
R1E E)"7t MEiE|o] J=X| EelgfLIch.clo|dst 7| o E{0ld &of CtZ AHE XAt O|&/H|
UHE X3 B StLHE LT LICH

user nane: cse*code+card

password: pap (nust agree with profile)

usernane: cse
password: code+card

. M3t M4 HESIZ PPP 244 2 CHAP. (B2 8t A< aaa authentication ppp default if-

needed tacacs ! ppp authen chap B&O0| 2t E0| A M= Ho 2 7H-ggf Lt )& 1: PC2
Dial-Up Networking(F&t <& HIE Z)0 A "Accept any authentication with clear text( g2t
BEIAE X8 DE QI5 £2h)" &£ &= "Accept only encrypted authentication(& 23t &l 2150+ &
2h"g MENSHoF FL[CHCHo[dst7| Tof| Ol & ol CHS AFEX} Ol 3 & =FLICt
user nane: cse*code+card

password: chap (nust agree with profile)

5 S5tX| ek CSUnix TACACS+ H|REIHS X8t
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- CHAP X H|ZH S Heol "YU HAE" H|ZHZ T} QIELICHALERHE "cleartext” H|ZHHE

CHAl code+cardS I2IEHLICH.CHAPS| RFC 19940{ = QUH EIAE o5 AEZ|X|7I ERErL|
C}.

username: cse
password: code+card

Ci scoSecure INFO - User cse, No tokencard password received
Ci scoSecure NOTICE - Authentication - Incorrect password;

- CHAP & &R EI CHAP &= lL|Ct.

username: cse*code+card
password: wrong chap password

(A& X7} SDIZ & &[T SDI7F AFEAHE SotstX|2F CHAP & & 7F & X £[01 CSUnix7t AHE
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CiscoSecure INFO - The character * was found in usernane:
user nane=cse, passcode=1234755962
CiscoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi _verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external __data nenory, st at e=GET_PASSCODE
CiscoSecure INFO - sdi _verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

. PAP & Z2E PAP &5 @lLC}.

username: cse*code+card
password: wrong pap password

(AFEXt7t SDIZ &S =1 SDI7F ALERHE SH6tX|EH CHAP & 571 & E £|0 CSUnix7H AL

Rtof| Al AuiErLICt.)
CiscoSecure INFO - 52 User Profiles and 8 Goup Profiles |oaded into Cache.
Ci scoSecure INFO - The character * was found in usernane:

user nane=cse, passcode=1234651500
CiscoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi _verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCCDE
CiscoSecure INFO - sdi_verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

CSUnix TACACS+ SDI Mi& =212l C|HZA

. AF2 K= CHAP 2! 2191 015 2 £3sfof BLI|CHPAP7} AT gtL|CH.
# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
password = chap "******xx"
password = sdi
default service=pernit
servi ce=shel | {

}

servi ce=ppp {
protocol =l cp {
}

protocol =ip {
}

}

- AEXtE PAP A 201 Q15 E sl of & LICH.CHAPO| Zroli7t dr 2 & LICt.

# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{

menber = admn

paSSV\Drd = pap Nhkxkkkkxkx"
password = sdi

default service=pernit
servi ce=shel | {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}
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U0l & S3tX| et 2 4% SDI H|YHS 2 255 X| et &LICH.
# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
radi us=Ci sco {
check_itens= {
2="whatever" } reply_attributes={ 6=6 } } }
2. 0| Z2 0| S E|MH CHS oflofl ZA|E CHE "anything"S "sdi"2 HFELICEH
# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
radi us=Ci sco {
check_itens= {
2=sdi } reply_attributes={ 6=6 } } }
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1.SDI Q10| 7| HIAEE £35tL|C} 0| AF2 A T2 1}2 0| PPP/PAP Q15 & 2|3t SDI 1|2t

% 2 "async mode dedicated"7t @127 SDI H|YH S 2 2551 X| et &LICt
# ./ViewProfile -p 9900 -u cse

user = cse {
password = pap "pappass"
radi us=C sco {
check_itens = {

}

reply_attributes= {
6=2

7=1

}

}

}

2. 9 =2 1to| 255t password = sdil T2 It ol F715t1 O] o2 ZH0| §44 200=1

Z 7} L|CHCisco_Token_ImmediateE yesZ A%).
# ./ViewProfile -p 9900 -u cse

user = cse {

password = pap "pappass"”

password = sd

radi us=Ci sco {

check_itens = {

200=1

}

reply_attributes= {



3. "Advanced GUI, server Al44"0{|A{ "Enable Token Caching(E2 74 &4%})"0| AZIz|oq Q!

= X| &QI&rL|CtCLI(Command Line Interface)0ll A & Q18 £~ Q= 7|52 ChSot Z&LCH
$BASE/ CLI/ ViewProfile -p 9900 -u SERVER #. #. #. #
!--- Where #.#.#.# is the IP address of the CSUnix server. TokenCachi ngEnabl ed="yes"

T8t M4 HEQIZ PPP 9470 I PAP

aaa authentication ppp default if-needed tacacs 2! PPP autothen PAP B230| 2 RE{0| A A E
Ho 2 JHEELICH™EE ZA7| ol {0l &ol o] AF8Xt O|F 1 5 & =dFLICt.

usernane: cse
password: code+card

#1: PCQ| Dial-Up Networking(T13t 2<% I:IIE-?—-I%)OHA-I "Accept any authentication with clear
text(Et RIAE X3 D E QIF £2)"7 MEiE|o] U=X| &elghL|ct
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Ci scoSecure DEBUG - RADI US ; Qutgoing Accept Packet id=133 (10.31.1.6)
User - Servi ce- Type = Franed- User
Framed- Prot ocol = PPP
Ci scoSecure DEBUG - RADI US ; Request from host alf0106 nas (10.31.1.6)
code=1 i d=134 | engt h=73
Ci scoSecure DEBUG - RADIUS ; Incomi ng Packet id=134 (10.31.1.6)
Client-1d = 10.31.1.6
Cient-Port-1d =
NAS- Port - Type = Async
User - Nane = "cse"
Password = "?\ 235\ 306"
User - Servi ce- Type = Franed- User
Framed- Prot ocol = PPP
Ci scoSecure DEBUG - RADIUS ; Authenticate (10.31.1.6)
Ci scoSecure DEBUG - RADI US ; checkList: ASCEND TOKEN | MVEDI ATE = 1
Ci scoSecure DEBUG - RADIUS ; User PASSWORD type is Special
Ci scoSecure DEBUG - RADIUS ; authPapPwd (10.31.1.6)
CiscoSecure INFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Ci scoSecure DEBUG - profile_valid_tcaching FALSE endi ng.
Ci scoSecure DEBUG - Token Caching. | GNORE.
CiscoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data menory, st at e=GET_PASSCCDE
CiscoSecure INFO - sdi_verify: rtn 1
Ci scoSecure DEBUG - RADIUS ; Sending Ack of id 134 to alf0106 (10.31.1.6)
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Dec 13 11:
I NFO -
Dec 13 11:
I NFO -
Dec 13 11:
I NFO -
Dec 13 11:
I NFO -
Dec 13 11:

sdi _chal l enge: rtn 1,

sdi _chal l enge: rtn 1,

sdi _verify: cse authenticated

sdi _verify: cse authenticated

sHg 277
ez F|lEE 'LIEI-.

24: 22 rtp-evergreen.rtp.cisco.
st at e=GET_PASSCCDE,
24: 22 rtp-evergreen.rtp.cisco.
st at e=GET_PASSCCDE,
24:31 rtp-evergreen.rtp.cisco.

24:31 rtp-evergreen.rtp.cisco.

24:31 rtp-evergreen.rtp.cisco.

dr st x| AR &R

com Ci scoSecure:

user =cse
com Ci scoSecure:

user =cse
com Ci scoSecure:

by ACE Srvr

com Ci scoSecure:

by ACE Srvr

com Ci scoSecure:

I NFO -
Dec 13 11:
I NFO -
Dec 13 11:
I NFO -
Dec 13 11:

I NFO -
CHS

sdi: cse free external

sdi: cse free external

sdi _verify: rtn 1

sdi _verify: rtn 1
2 g cliael ot

CSUnixE
of| A AlmfEtL|Ct.

24:31 rtp-evergreen.rtp.

MR ZZ2EE Fof SDI M| ™

st at e=GET_PASSCODE,

_data nenory, st at e=GET_PASSCODE
24:31 rtp-evergreen.rtp.
_data nenory, st at e=GET_PASSCODE
24:31 rtp-evergreen.rtp.

ci sco.com Ci scoSecure:

ci sco.com Ci scoSecure:

ci sco.com Ci scoSecure:

P
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ci sco.com Ci scoSecure:
user =cse
ci sco.com Ci scoSecure:

Dec 13 11:26:22 rtp-evergreen.rtp.
I NFO - sdi_challenge: rtn 1,
Dec 13 11:26:22 rtp-evergreen.rtp.
I NFO - sdi_challenge: rtn 1,

Dec 13 11: 26:
WARNI NG - sdi _verify:

Dec 13 11: 26:

WARNI NG -

Dec 13 11: 26:

I NFO - sd

Dec 13 11: 26:

I NFO - sd

Dec 13 11: 26:

I NFO - sd

Dec 13 11: 26:

I NFO - sd

Dec 13 11: 26:

NOTI CE -

Dec 13 11: 26:

NOTI CE -

CHE2 Ace M7} CI2ERSE 2oiF

SDI AMEoll./aceserver stop2

Dec 13 11: 33:

ERROR - s

st at e=CGET_PASSCODE,
cse deni ed access by ACE Srvr
sdi _verify: cse denied access by ACE Srvr
i: cse free external
i: cse free external
i_verify: rtn O
i_verify: rtn O
Aut henti cation - Incorrect password;

Aut henti cation - Incorrect password;

£ of| Lict,

di _challenge error: sd_init failed cli/srvr

user =cse
26 rtp-evergreen.rtp.cisco.com Ci scoSecure:

26 rtp-evergreen.rtp.cisco.com Ci scoSecure:
26 rtp-evergreen.rtp.cisco.com Ci scoSecure:
_data nenory, st at e=GET_PASSCODE
26 rtp-evergreen.rtp.cisco.com Ci scoSecure:
_data nenory, st at e=GET_PASSCODE
26 rtp-evergreen.rtp.cisco.com Ci scoSecure:
26 rtp-evergreen.rtp.cisco.com Ci scoSecure:

26 rtp-evergreen.rtp.cisco.com Ci scoSecure:

26 rtp-evergreen.rtp.cisco.com Ci scoSecure:

91243t L|C} AFR XM= "Enter PASSCODE" HIAIX|E X

42 rtp-evergreen.rtp.cisco.com C scoSecure:

comminit (cse)

Q18 L|CH.CSU.cfg Tt

2|04 SDI ME{7} ALE R}

x| &Lt



Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=RESET
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=RESET
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