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TokenCaching §40i& Ul 7FX|7F Q& LICH config_token_cache_absolute_timeout(X) §442
$install_directory/config/CSU.cfg It Lol A ELICH CHE Ml 7+ X| £ 4d(set server token-caching,
set server token-caching-expire-method, set server token-caching-timeout)2 AFSAt EE= I8 X
ZEof| MHEELICE o] EAM2e| B2 ™M EM config_token_cache_absolute_timeout2
$install_directory/config/CSU.cfg Tt oM O] 2t 2 A EL|C

NUMBER config_token_cache_absolute_timeout = 300;
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<tfroot>

Group Profile:

Group Profile Information

group = sdi{

profile_id = 42

profile_cycle = 5

default service=permit

set server token-caching=enable

set server token-caching-expire-method=timeout
set server token-caching-timeout=30

set server max-failed-login-count=1000

}
User Profile:

user = fadi{
profile_id = 20




set server current-failed-logins = 0
profile_cycle = 168

member = sdi

profile_status = enabled

password = chap "R

password = sdi
password pap
password = clear
default service=permit

set server max-failed-login-count=1000
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!--- The TACACS+ section of the profile.

service=ppp {

default protocol=permit
protocol=ip {

set addr=1.1.1.1

}
protocol=lcp {

}

I--- This allows the user to use the
ppp rmultilink

command.

protocol=multilink {

}

}

service=shell {

default attribute=permit

}

I--- The RADIUS section of the profile.
radius=Ciscol2.05 {

check_items= {

200=0

}

}

}
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Jun 14 13:44:29 cholera CiscoSecure: DEBUG - AUTHENTICATION START request

I--- Detects the *

(e7079cae)

in the username.

Jun 14 13:44:29 cholera CiscoSecure:
in username: username=fadi,passcode=3435598216

INFO -

*

The character * was found

I--- Initializes ACE modules in CiscoSecure.

Jun
Jun
Jun

Jun

Jun
Jun

Jun
Jun
Jun

Jun

Jun
Jun

Jun
Jun

Jun
Jun

Jun
Jun

Jun

Jun

14
14
14

14

14
14

14
14
14
14

14
14

14
14

14
14

14
14
14

14

13:
13:
13:

13:
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13:
13:
13:

13:

44:29 cholera
44:29 cholera
44:29 cholera
ed=1039800

44:29 cholera
(17477) begin
44:29 cholera
44:29 cholera

ace rc=1, ed=

44:29 cholera

CiscoSecure:
CiscoSecure:
CiscoSecure:

CiscoSecure:

CiscoSecure:
CiscoSecure:
1039800

CiscoSecure:

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG

DEBUG

AceGetAuthenticationStatus, ace

44:29 cholera
44:29 cholera
44:29 cholera

(17477) end,
44:29 cholera
44:29 cholera

username=fadi

44:29 cholera
44:29 cholera

CiscoSecure:
CiscoSecure:
CiscoSecure:
rc=0

CiscoSecure:
CiscoSecure:

CiscoSecure:
CiscoSecure:

DEBUG
DEBUG
DEBUG

DEBUG
DEBUG

DEBUG
INFO -

state=GET_PASSCODE, user=fadi

44:29 cholera
44:29 cholera

timeout enabled value:

44:29 cholera
44:29 cholera
44:29 cholera

CiscoSecure:
CiscoSecure:

CiscoSecure:
CiscoSecure:
CiscoSecure:

passcode=3435598216

44:29 cholera

!I--- Checks credentials
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44:29 cholera
44:29 cholera
44:29 cholera
(17477) begin
44:31 cholera
44:31 cholera

ace rc=1, ed=

44:31 cholera

CiscoSecure:

30

DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

with ACE server.

CiscoSecure:
CiscoSecure:
CiscoSecure:

CiscoSecure:
CiscoSecure:
1039800

CiscoSecure:

DEBUG
DEBUG
DEBUG

DEBUG
DEBUG

DEBUG

AceGetAuthenticationStatus, ace

44:31
44:31
44:31

rc=0
44:31
44:31

fadi

cholera
cholera
cholera

cholera
cholera

CiscoSecure:
CiscoSecure:
CiscoSecure:

CiscoSecure:
CiscoSecure:

authenticated by ACE

DEBUG
DEBUG
DEBUG

DEBUG
INFO -
Srvr

sdi_challenge response timeout 5
AceInit()
AceInit(17477), ace rc=150,

acsWaitForSingleObject

aceCB(17477)
aceCB(17477) AceGetUserData,

- aceCB(17477):

rc=1l, acm rc=0

- aceCB(17477): return

- acsWaitForSingleObject(0) (17477)
acsWaitForSingleObject

AceInit(17477), continue, acm rc=0
AceSetUsername(17477),

AceSetUsername(17477), ace rc=1
sdi_challenge(17477): rtn 1,

- Token Caching. timeout_value is: 30
- Token Caching.

- profile_valid_tcaching TRUE ending.
- Token Caching. MISS.
- AceSetPasscode(17477),

- AceSetPasscode(17477), ace rc=1

- AceCheck(17477)
- AceCheck(17477), ace rc=150
acsWaitForSingleObject

aceCB(17477)
aceCB(17477) AceGetUserData,

- aceCB(17477):

rc=1l, acm rc=0

- aceCB(17477): return

- acsWaitForSingleObject(0) (17477)

- acsWaitForSingleObject (17477) end,

- AceCheck(17477), continue, acm rc=0
sdi_verify(17477):



Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AceClose(17477)
Jun 14 13:44:31 cholera CiscoSecure: INFO - sdi(17477):
fadi free external_data memory, state=GET_PASSCODE

!--- The TokenCaching timeout is set to 30 seconds.

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Token Caching. timeout_value is: 30
Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Token Caching.

timeout enabled value: 30
Jun 14 13:44:31 cholera CiscoSecure: DEBUG

profile_valid_tcaching TRUE ending.
I--- The TokenCaching takes place.

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - cache_insert
(key<4>, val<10><3435598216>, port_type<3>)

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Cisco Cached Tokens : 1

Jun 14 13:44:31 cholera CiscoSecure: INFO - sdi_verify(17477): rtn 1

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Authentication - LOGIN successful;
[NAS=lynch.cisco.com, Port=BRIO:1, User=fadi, Priv=1]

I--- The authentication of the second BRI channel begins.

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AUTHENTICATION START request (76f91a6c)

Jun 14 13:44:31 cholera CiscoSecure: INFO - The character * was found in username:
username=fadi,passcode=3435598216

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - sdi_challenge response timeout 5

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AceInit()

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AceInit(29111), ace rc=150, ed=1039984

Jun 14 13:44:31 cholera CiscoSecure: DEBUG acsWaitForSingleObject (29111) begin

Jun 14 13:44:31 cholera CiscoSecure: DEBUG aceCB(29111)

Jun 14 13:44:31 cholera CiscoSecure: DEBUG aceCB(29111) AceGetUserData, ace rc=1,
ed=1039984

Jun 14 13:44:31 cholera CiscoSecure: DEBUG
ace rc=1, acm rc=0

Jun 14 13:44:31 cholera CiscoSecure: DEBUG

Jun 14 13:44:31 cholera CiscoSecure: DEBUG

Jun 14 13:44:31 cholera CiscoSecure: DEBUG

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AcelInit(29111), continue, acm rc=0

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AceSetUsername(29111), username=fadi

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AceSetUsername(29111), ace rc=1

Jun 14 13:44:31 cholera CiscoSecure: INFO - sdi_challenge(29111): rtn 1,
state=GET_PASSCODE, user=fadi

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Token Caching. timeout_value is: 30

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Token Caching. timeout enabled value: 30

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - profile_valid_tcaching TRUE ending.

aceCB(29111): AceGetAuthenticationStatus,

aceCB(29111): return
acsWaitForSingleObject(0) (29111)
acsWaitForSingleObject (29111) end, rc=0

I--- Checks with the cached token for the user "fadi".

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Token Caching. USER : fadi

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - PASSWORD 1 3435598216 Ten:
Jun 14 13:44:31 cholera CiscoSecure: DEBUG - hashval_str: 3435598216 len:
Jun 14 13:44:31 cholera CiscoSecure: DEBUG - port_type : BRI len: 3

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Token Caching. HIT.

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - AceClose(29111)

Jun 14 13:44:31 cholera CiscoSecure: INFO - sdi(29111): fadi free external_data memory,
state=GET_PASSCODE

Jun 14 13:44:31 cholera CiscoSecure: INFO - sdi_verify(29111): rtn 1

Jun 14 13:44:31 cholera CiscoSecure: DEBUG - Authentication - LOGIN successful;
[NAS=lynch.cisco.com, Port=BRIO:2, User=fadi, Priv=1]

I--- After 30 seconds the cached token expires.
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Jun 14 13:45:03 cholera CiscoSecure:
Jun 14 13:45:03 cholera CiscoSecure:
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DEBUG - Expiring Cisco Token Cache Entry
DEBUG - Cisco Cached Tokens : 0
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