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Cisco Secure UNIX TACACS A 7Hx|ago]4/d

User = cse {
password = clear "cse"
default service = permit

}
Cisco Secure UNIX RADIUS MH 34

D 13 GUISI =22 HHot PIX IP &4 2! 7|8 NAS(Network Access Server) §50f F7HgHL|
Ct.

user=bill {
radius=Cisco {
check_items= {



2="foo"

}

reply_attributes= {
6=6

}

}

}

Cisco Secure Windows RADIUS

Cisco Secure Windows RADIUS ME{E MA35le{H CIS BHAHE & EhL|ct.

1. User Setup MMM HIYHHS E 7tX{Z LIC}.

2. Group Setup(1& AH) MMM 4 6(Service-Type)2 Login === Administrative2 4™
gt

3. GUI2| NAS Configuration(NAS Z1I|12]0[|M) MMofM PIX IP FAE F7HELICH
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3 PIXIPF4 2 7
- bill password="foo" user-service-type = &l A& X}

Merit RADIUS MH T4

&1 PIXIP A 4 7|18 Z2f0/21E mof| FIHELICE

- bill password="foo" Service-Type = Shell-User

TACACS+ Z 2|90 A 74|32 0]4d

key = "cisco"

user = cse {

login = cleartext "cse"
default service = permit

}
PIX £7| #1|32f|o|4d - PISE

PIX 7| Hx|ag|o| - ISt

PIX Version 5.2(0)205

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd OnTrBUG1TpOedmkr encrypted
hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80




fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

names

!

!--- These lines are necessary !--- 1f the new feature
in 5.2 is used to define which !--- target/source IP
addresses are to be authenticated. access-list 101
permit tcp any any eq telnet

access-list 101 permit tcp any any eq ftp
access-list 101 permit tcp any any eqg www

!

pager lines 24

logging on

no logging timestamp

no logging standby

logging console debugging

no logging monitor

no logging buffered

logging trap debugging

no logging history

logging facility 20

logging queue 512

interface ethernet(0 auto

interface ethernetl 1l0baset

mtu outside 1500

mtu inside 1500

ip address outside 99.99.99.1 255.255.255.0

ip address inside 172.18.124.157 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

global (outside) 1 99.99.99.10-99.99.99.20 netmask
255.255.255.0

nat (inside) 1 172.18.124.0 255.255.255.0 0 O
static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

conduit permit udp any any

conduit permit icmp any any

route inside 172.18.0.0 255.255.0.0 172.18.124.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323 0:05:00

si p 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

!

!--- For the purposes of illustration, the TACACS+
process is used !--- to authenticate inbound users and
RADIUS is used to authenticate outbound users. aaa-
server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 172.18.124.111
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 172.18.124.111




cisco timeout 5
!
!--- The next six statements are used to authenticate
all inbound !--- and outbound FTP, Telnet, and HTTP
traffic. aaa authentication include ftp outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include telnet outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http outside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include telnet inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include ftp inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
!
!--- OR the new 5.2 feature allows these two statements
in !--- conjunction with access-1list 101 to replace the
previous six statements. !--- Note: Do not mix the old
and new verbiage.

aaa authentication match 101 outside AuthInbound
aaa authentication match 101 inside AuthOutbound
no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

no sysopt route dnat

isakmp identity hostname

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:5882£514247589d784a0d74c800907b8
: end
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aaa-server radius-authport #
aaa-server radius-acctport #

PIX @I& C|H o

CIHZ S HYsts wegdof CHet RtMEF LI 2 CIHZE HHE A EStMAIR. CHE2 LR
172.18.124.114(99.99.99.99)2 2 EFHEIS A|Z3H= 99.99.99.20| AL AFO| o QIL|CH QlHIR =
E{Z2 TACACSOIM QB |1 ol RHH2 = & RADIUSOIAM QIFELICt,



RIE 43 - TACACS+(2IHIRE)

109001: Auth start for user '???' from 99.99.99.2/11003 to 172.18.124.114/23
109011: Authen Session Start: user 'cse', sid 2
109005: Authentication succeeded for user 'cse' from 172.18.124.114/23
to 99.99. 99.2/11003 on interface outside
302001: Built inbound TCP connection 4 for faddr 99.99.99.2/11003
gaddr 99.99.99 .99/23 laddr 172.18.124.114/23 (cse)

HREIMEX O|F/ASE Q5 QIS0 A& LICH - TACACS+(PIHIRE). AHZ XA "2 F:
Zch Al S4-E F03sLCH"

109001: Auth start for user '???' from 99.99.99.2/11004 to 172.18.1 24.114/23
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1004 on interface outside

M7} PIXet & £15tX| &8 = - TACACS+(PIHIRE). AtEXtE ALEXL O|F = £ M & 0I5t T PIXE
HEHEE EX| ASLICHEYIA JUR). AEXAHAH "2 F: ZC) AT H+E E0&LICEH"

109001: Auth start for user '???' from 99.99.99.2/11005 to 172.18.124.114/23
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1005 on interface outside

M4 915 - RADIUS(OHZHIRE

109001: Auth start for user '???' from 172.18.124.114/35931 to 99.99.99.2/23

109011: Authen Session Start: user 'bill', Sid O

109005: Authentication succeeded for user 'bill' from 172.18.124.114/35931
to 99 .99.99.2/23 on interface inside

FZE QISAIEX O|F = H|EHZ) - RADIUS(OHZHIRE). A%} O|F, HIEHE =02 2
HE &It b8 M 7tx| 7[8]7t AU&LICt o] k8 e = QoM "2 F: X Alx X8 X1t
HaLict"

109001: Auth start for user '???' from 172.18.124.114/35932 to 99.99.99.2/23
109002: Auth from 172.18.124.114/35932 to 99.99.99.2/23 failed

(server 172.18.12 4.111 failed) on interface inside
109006: Authentication failed for user '' from 172.18.124.114/35932

to 99.99.99. 2/23 on interface inside

MH ping0| 73t x[Et o2 Ct2, MH ping0l 87t538t7{Lt 7/E2I0|HE B %] - PIX -
RADIUS(OIRHIRE)Qt SAI5X| ot&LCH ALEXE O|F, H|RIHZ, "RADIUS AMH AlTi"E & QoI5
CIE "2 F: ZcH Al S8 FasigLich”

109001: Auth start for user '???' from 172.18.124.114/35933 to 99.99.99.2/23
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed

(server 172.18.12 4.111 failed) on interface inside
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed

(server 172.18.12 4.111 failed) on interface inside



109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside

109006: Authentication failed for user '' from 172.18.124.114/35933
to 99.99.99. 2/23 on interface inside
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Cisco Secure UNIX TACACS M x| do|/

user = can_only do_telnet {
password = clear "**xxxkddkkkn
service = shell {

cmd = telnet {

permit .*

}

}

}

user = can_only do_ftp {

password = clear "***xkkku
service = shell {
cmd = ftp {

permit .*
}
}
}

user = httponly {

password = clear "***xkkkxn
service = shell {

cmd = http {

permit .*

}

}

}

Cisco Secure Windows TACACS+

Cisco Secure Windows TACACS+ AMEHE A™HE35te{™H CIS THHE 2= SHAA2.

1. Group Setup(L & M%&) 32| Deny unmatched 10S commands(& %15t x| &= 10S EE H



)8 23LicH

2. Add/Edit New Command (FTP, HTTP, Telnet)& =& LICI.0 & S04, &3 AIO|E("telnet
1.2.3.4"0f A 5| Sste{H BHEo| ’AQLICH el== 1.2.3.42/LC}
"command=telnet'S 238t F Q= ALZFFE | "permit" IP FAE =T LICHOA|: "permit
1.2.3.4"). 2 40| 5 Elo{of 5t= B2 BPo{= HUO|X[gh, S50 gics ZE 2l §
& 2 22Ut OH o3 HE 25 HYES F2FLCH

3. 518 L|E Z H(of: &Yl HTTP, FTP)Ol| CH3H 2B HIE & ErL|Ct.

4. GUIS| =& 2ol NAS Configuration(NAS Z1x|22{|0|M) MMol M PIX IP A8 F7t
Ct.

mo

TACACS+ Z 2|90 A 71|32 0]4

user = can_only do_telnet {
login = cleartext "telnetonly"
cmd = telnet {
permit .*
}
}

user = httponly {
login = cleartext "httponly"
cmd = http {
permit .*
}
}

user = can_only do_ftp {
login = cleartext "ftponly"
cmd = ftp {
permit .*
}
}

PIX Z1x|gjo]4d - #MEt 2o F}
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F047t BEE FIHELICH

o

aaa authorization include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound

aaa authorization include http outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

aaa authorization include ftp outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

MZE 52 7152 A5t olFof Holst AMA 2= 1012t 874 0| 22 AL 3tod OIF Ml 22
CHRIE 4 QasLich e 2ot M2 2 22 AoiAfs o Fict

aaa authorization match 101 outside AuthInbound

PIX 2I& G #8t 2o C|H{ of




ZHHE 1F S HEt F0{7} HS 8 - TACACSH

109001: Auth start for user '???' from
99.99.99.2/11010 to 172.18.124.114/23

109011: Authen Session Start: user 'cse', Sid 3

109005: Authentication succeeded for user
'cse' from 172.18.124.114/23 to 99.99.99.2/11010
on interface outside

109011: Authen Session Start: user 'cse', Sid 3

109007: Authorization permitted for user 'cse'
from 99.99.99.2/11010 to 172.18.1 24.114/23
on interface outside

302001: Built inbound TCP connection 2 for faddr
99.99.99.2/11010 gaddr 99.99.99.99/23 laddr
172.18.124.114/23 (cse)

RI& 0| EHIEX|BF HEt £0{7} AMBFLICE - TACACS+. AISXE "2 F: HEt 207t HRE[S
L]Ct."

109001: Auth start for user '???' from
99.99.99.2/11011 to 172.18.124.114/23

109011: Authen Session Start: user 'httponly', Sid 4

109005: Authentication succeeded for user 'httponly'
from 172.18.124.114/23 to 9 9.99.99.2/11011
on interface outside

109008: Authorization denied for user 'httponly'
from 172.18.124.114/23 to 99.99.99.2/11011
on interface outside

MAMA 55 )8

PIX 2 ZE9o] UE|A 52 0|40l ME PIXOIA AUMA S22 Holgch Mol 8Kt Z2E
of whet ALSAHEE ME3LICH TACACS+Ol= 015 W Hat Hof7t TRELCH RADIUSOHE Q)
B0t ZRLIC 0f ool i TACACS+o CHE! OFRHH 2= QIF & Het Sod7} ML
PIX2| MM A S=0| MHELIC

A3 PIX ™ 6.0.1 0|40l A RADIUSE AF&3tE 7S EZ IETF RADIUS £ 11(Filter-Id)

=482
[CSCdt50422]0] S5 =215t04 HAM|A S5 0| AEHELICE O] oM &Y 118 rep=absE
"acl=115" HHZ CHAl 1152 ™ ELICE

PIX 7ix|ago|M

access-list 115 permit tcp any host 99.99.99.2 eq telnet
access-list 115 permit tcp any host 99.99.99.2 eq www
access-list 115 permit tcp any host 99.99.99.2 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq www
access-list 115 deny tcp any host 99.99.99.3 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq telnet

MY z2mel

B3 2.1 HTS| TACACS+ ZE[|0E "acl" HTE QI AlstX| ek&LICH



Cisco Secure UNIX TACACS+ MH 7H1x|ad|o|M

user = pixaf
password = clear "***xxkkdn
service=shell {
set acl=115
}
}

Cisco Secure Windows TACACS+

PIXO|| HEt R0{§ F715104 AtEXI7I HAM|A S =34 &A Of
shell/lexec2 148t 11 Access control list(HAM|A Ko] S E) AR E MEHSHCHS HEE Q298
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Cisco Secure UNIX RADIUS

user = pixa{
password = clear "FF*FAkxAw
radius=Cisco {
reply_attributes= {
9,1="acl=115"
}
}
}

Cisco Secure Windows RADIUS

RADIUS/Cisco= C|HFO|A & QlL|Ct. "pixa" AF& AH= Cisco/RADIUS AtZHE AFX}oil 009\001
AV-Pair(HIc{E) 2t = ALE At O, HIZEHE, #|3 & "acl=115"7} E g L|Ct.

=

ZZ2Z0|M "acl=115"8 At 5t= OFRHI2E AHEXRL "pixa"7t QIS KT QIS ELICH ME{7t
acl=1155 PIXZ G stH PIX0| CtZ2t Z2 LI 0| ZA[ELICH

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 2

user 'pixa' at 172.18.124.114, authenticated

access-1list 115

absolute timeout: 0:05:00

inactivity timeout: 0:00:00
A& Rt "pixa"7t 99.99.99.3(FE = A A|IA HET QU2 B R 99.99.99.28 NL|Et BEE IP F4)E 0]
Sote{ A= stH AFXt= TSk 20| EA[ELCE.

rr

Error: acl authorization denied
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pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11063 to outside:172.16.171.201/1049
109001: Auth start for user '???' from 172.16.171.33/11063
to 172.16.171.202/23
109011: Authen Session Start: user 'cse', sid 10
109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11063



to 172.16.171.202/23 on interface inside

302013: Built outbound TCP connection 123 for outside:
172.16.171.202/23 (172.16.171.202/23) to inside:
172.16.171.33/11063 (172.16.171.201/1049) (cse)

show uauth BHEo| E4lL|ct.

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated

access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

show access-list 30| £24Q]L|Ct.

pix#show access-list

access-list AAA-user-cse; 2 elements

access-1list AAA-user-cse permit tcp any any eq telnet (hitcnt=1)

access-1list AAA-user-cse deny ip any any (hitcnt=0)

- Eiot {25t 0 CHE EBEE & ELICH
pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11064 to outside:172.16.171.201/1050
109001: Auth start for user '???' from 172.16.171.33/11064 to
172.16.171.202/23
109011: Authen Session Start: user 'cse',6 sid 11
109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11064
to 172.16.171.202/23 on interface inside
109015: Authorization denied (acl= AAA-user-cse) for user 'cse'
from 172.16.171.33/11064 to 172.16.171.202/23 on interface inside

show uauth @ o| E=4QlL|ct.

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

show access-list 3| E=24Q]L|C}.

pix#show access-list

access-list AAA-user-cse; 2 elements

access-list AAA-user-cse deny tcp any any eq telnet (hitcnt=1)
access-list AAA-user-cse permit ip any any (hitcnt=0)
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AR 5185t CHE ECiEE
pix# 305011:
172
109001: Auth start for user
172.16.171.202/23
109011:
109005:
172
302013:
172.16.171.202/23
172.16.171.33/11065

show uauth @230 &24QlL|C}.
pix#show uauth

Authen Session Start:

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

at 172.16.171.33,

user 'cse'

'R

user
Authentication succeeded for user
.16.171.33/11065 to 172.16.171.202/23 on interface inside

HEELICH

Built dynamic TCP translation from inside:
.16.171.33/11065 to outside:172.16.171.201/1051

from 172.16.171.33/11065 to

sid 12
'cse'!

'cse',
from

Built outbound TCP connection 124 for outside:
(172.16.171.202/23) to inside:
(172.16.171.201/1051)

(cse)

authenticated




access-list #ACSACL#-PIX-cse_access_list-3cfflbb3

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

pix# 111009: User 'enable_15' executed cmd: show uauth

pix#

show access-list & 0| £=4Q]L|C}.

pix#show access-list

access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3; 2 elements

access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3
permit tcp any any eq telnet (hitcnt=1)

access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3
deny ip any any (hitcnt=0)

pix# 111009: User 'enable_15' executed cmd: show access-list

- Eiot {85t 0 CHE EBEE S{EELICH

pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11066 to outside:172.16.171.201/1052

109001: Auth start for user '???' from 172.16.171.33/11066 to
172.16.171.202/23

109011: Authen Session Start: user 'cse', sid 13

109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

109015: Authorization denied (acl=#ACSACL#-PIX-cse_access_list-3cffl1dds6)
for user 'cse' from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

show uauth B o| E242]L|rC}.
pix#show uauth
Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1
user 'cse' at 172.16.171.33, authenticated
access-list #ACSACL#-PIX-cse_access_list-3cfflddé
absolute timeout: 0:05:00
inactivity timeout: 0:00:00
pix# 111009: User 'enable_15' executed cmd: show uauth
show access-list B 2| £23]L|C}.
pix#show access-list
access-1list #ACSACL#-PIX-cse_access_list-3cffldd6; 2 elements
access-1list #ACSACL#-PIX-cse_access_list-3cfflddé
deny tcp any any eq telnet (hitcnt=1)
access-1list #ACSACL#-PIX-cse_access_list-3cfflddé
permit ip any any (hitcnt=0)
pix# 111009: User 'enable_15' executed cmd: show access-listpix#

HHE F7}
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aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
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aaa accounting match 101 outside AuthInbound

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthOutbound
EE529 M 7158 AH835t0 HMA SRR HYE =8 Holghct

aaa accounting match 101 outside AuthOutbound

3|AH o

. HlUS 9]599.99.99.2 LH5(99.99.99.99)2 2 172.18.124.1140{ CHEt TACACS I o4l Al

172.18.124.157 pixuser PIX 99.99.99.2 start server=rtp-cherry
time=10:36:16 date=08/23/2000 task id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114 cmd=telnet

172.18.124.157 pixuser PIX 99.99.99.2 stop server=rtp-cherry
time=10:37:50 date=08/23/2000 task id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114
cmd=telnet elapsed_time=94 bytes_in=61 bytes_out=254

. LHE1172.18.124.11401 A 99.99.99.2(2!) 2 99.99.99.3 Q|F(HTTP)E ¢4Z5t= RADIUS 7|

o a2l o
Sun Aug 6 03:59:28 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004
User-Name = cse
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35937
Destination-IP=99.99.99.2
Destination-Port=23

Vendor-Specific

Vendor-Specific

Sun Aug 6 03:59:32 2000
Acct-Status-Type = Stop
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004

Username = cse
Acct-Session-Time = 4



Acct-Input-Octet

Acct-Output-Octets

Vendor-Specific
Vendor-Specific
Vendor-Specific
Vendor-Specific

6 04:05:02 2000
Acct-Status-Type
NAS-IP-Address =
Login-IP-Host =
Login-TCP-Port =
Username =

Sun Aug

cse

Vendor-Specific
Vendor-Specific
Vendor-Specific
Vendor-Specific

6 04:05:02 2000
Acct-Status-Type
NAS-IP-Address =
Login-IP-Host =
Login-TCP-Port =
Acct-Session-Id

Sun Aug

Username = cse
Acct-Session-Tim

Acct-Input-Octet

Acct-Output-Octets

Vendor-Specific
Vendor-Specific
Vendor-Specific
Vendor-Specific

s

= 101

= 143
Source-IP=172.18.124.114
Source-Port=35937
Destination-IP=99.99.99.2
Destination-Port=23

Start

172.18.124.157

172.18.124.114

80

Source-IP=172.18.124.114
Source-Port=35949
Destination-IP=99.99.99.3
Destination-Port=80

Stop

172.18.124.157

172.18.124.114

e
S

80

0x0000000a

=0

1277

= 310
Source-IP=172.18.124.114
Source-Port=35949
Destination-IP=99.99.99.3
Destination-Port=80

exclude HE Al

o] I:IIE—?—JHOHA—I S 44 E= SHX[ 215, HEt 2o E= 0728 0|
g B Os BES et

aaa authentication exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa authorization exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa accounting exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

11 include 0| 00| U&LICH.

aaa authentication|authorization|accounting include http|ftp|telnet

s 520 M 7152 AFR3Ho] MQIE BE e HMolFLc

access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq telnet
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq ftp



access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq www
access-list 101 permit tcp any any eq telnet

access-list 101 permit tcp any any eq www

access-list 101 permit tcp any any eq ftp

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

aaa accounting match 101 outside AuthInbound

B B0 SRHE M elstn HEF Fo47F HHE B2 ABAHME §AHE A efstok grL|ct

Z|CH M4 == S 23018 AHSX B

UE TACACS+ 2! RADIUS ME{0{= "max-session" EE = "view logged-in users" 7|5 0| Q4 &LICH.
2|0 MM EE= 201 AFSRHE =RlstE 7152 &[4 7|E01| ek et ELcH AH™ Al 2=
EIt SEEIARIE "EX]" B2 =Tt = B TACACS+ = RADIUS MHE AL X7 0{T3| 2
JQlx|of RICk FHHELICHSE, AL A7t PIXE Sl Hlﬁé’ 7Rl UT). ol C"‘74°| EM M
of &st 2 FTP 93Z80f MErgfLIct a2Lt HTTPOIME 0] 7|s0| M2 2 S5HX| & L—|EF o]
oflof M= CHE WES|3 ZAo|aso|Mo| AL E[X|EF JHHO| S Y& LICH.

A X7 PIXE Safl M3t

dol =&l IEELc.

(pix) 109001: Auth start for user '???' from

171.68.118.100/1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', Sid 3

(pix) 109005: Authentication succeeded for user
'‘cse' from 171.68.118.100/1200 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for
faddr 9.9.9.25/23 gaddr 9.9.9.10/1200 laddr
171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task_id=0x3
foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

MEZHA|Z B[R EE B XS "SX]" HZE7E 7] HE0 O] A Mi{E & ALE X7}
230IE|0{ UZ 2 EAFLICE AFEXIVL CIE S 2R st= CHE odZ(otot: CHE PCo| o=|7=|)2
AE=5t, O] AFEAHoil CHEH ME{0 M max-sessions 7t "1"2 A El 3 (MH{7F max-sessionsE
X|otE R 2 7H) MM 20| HEELICH AMSAt=E e SAEMM &Y 2= FTP H]
XLIAE s¥E CHS SR ELICHI102 S9).

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1 laddr
171.68.118.100/1281 duration 0:00:00 bytes
1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 stop task_id=0x3
foreign_ip=9.9.9.25 local_ip=171.68.118.100
cmd=telnet elapsed_time=5 bytes_in=98
bytes_out=36

uauth7} 0(7c Ofed Q1B) EE= 1 0|4 (vauth 7|ZF S+ &t | @ %6} CHA| @IB 8t K| ot 2)QIX| 0
ol 2tAHgd0] M| A E': ALO|EOf CHal AHE BIZ =7t = &L

HTTPE T2 EZo| S4 2o 2 &

S ELICH CHE2 A2 X7 PIXE S5
171.68.118.10001| A 9.9.9.2577+7<| AMS = HT

TTP2| of &L |C}.



(pix) 109001: Auth start for user '???' from
171.68.118.100/1281 to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pix) 109005: Authentication succeeded for user
'cse' from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 laddr
171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 start task_id=0x9
foreign_ip=9.9.9.25 local ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1

laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998
rtp-pinecone.rtp.cisco .com

cse PIX 171.68.118.100 stop task_id=0x9
foreign_ip =9.9.9.25 local_ip=171.68.118.100
cmd=http elapsed_time=0 bytes_ in=1907 bytes_out=223

AMEXt= CHREEEH 2 HO|X|E el&LICH AlE BlZE&= 16:35:3401 AA|Z|D SX| HIZEE
16:35:3501 AA|EILICH O| CIREE= 1X(F, A% BlZE2t X| S|ZE Atoloi 1 O|2tol &2
E[RAELICE) AAERLTL Y AtO|Eof| 2 QI5HK| k& LICH AFEXI7E & o[ X|E e12 I 2AZE 0|
P K| t&LICh =|C MM EE= 2015 AFEA E7|= 07| &S 3HR| &L HTTPLS| o448
AZHHTTPL| "Built" & "Teardown" AtO|2| A[ZH)O| LIF 7| fE & LICE "start" & "stop" B2 E
= & O|2te| JLICH "SX|" 7|5 0| Qi "AlE 7|82 7{o| SUFt =7t & dlst2 2 gigLct.
uauth7t 022 MHEE|P=X| EE= O 0|42 MYEIRI=X[0f EAHQI0| 2 E E=HE Mo CHEH A
HE MESE "AIE" U "SX|" HIZETF 04| A &LICE Lt HTTP &2 &4 WEof Z|CH Al
MA 239 ASKH 27|71 & &S5HK| et &Lt

A8 Xt QIE{H O] A

ZSZE NSA HE HE

auth-prompt prompt PIX515B
PIXE &35 O|S35t= AHE8Xt= O| ZEZEE EQlgfLct

PIX515B

HAIX| MEX} HESF FHE

[ o
HHo| U= 8<%

auth-prompt accept "GOOD_AUTHENTICATION"
auth-prompt reject "BAD AUTHENTICATION"

J2H ALSAE AW/ 83 2321 Al 215 SEljof i HIAIXIE & & JA&LCH



PIX515B

Username: junk
Password:
"BAD_AUTHENTICATION"

PIX515B

Username: cse
Password:
"GOOD_AUTHENTICATION"

MNEXE 87 S Mo Alzk A8t
PIX timeout uauth W& QIS 0| LWt BIT E Ao LICt TACACS+ °|"/""._4?_F 2047t MY
E 42 AASREZ Mo{ELICH Ol AFBA Z2E2 AlZh 1M E FMofstE 8 M- ELICH

(TACACS+ Z 2|90 Mol {2 Alzt Zot= & B[

~—

user = cse {

default service = permit
login = cleartext "csecse"
service = exec {

timeout = 2

idletime = 1

}
}

= IS = .
QI HE £of £
show uauth

Current Most Seen

Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 99.99.99.3, authorized to:
port 172.18.124.114/telnet
absolute timeout: 0:02:00
inactivity timeout: 0:01:00

2

S -
T -

HL

Mo Alzh =3 - Mol Al ELICH

109012: Authen Session End: user 'cse', Sid 20, elapsed 122 seconds
302002: Teardown TCP connection 32 faddr 99.99.99.3/11025
gaddr 99.99.99.99/23 1 addr 172.18.124.114/23 duration 0:02:26
bytes 7547 (TCP FINs)

714 HTTP O} RHI2E

PIX 2|2 2| AIO|EQ} PIX KF&{|04| A °|
StE2 H|I-HAXOl Het K SEHo| &

E'R?_F E? HElRX7t ALS A Ol F 1 HIZHEE FHAl

m)|| 0|>|
ﬂl

0|2 & X|5te{H PIX ZAm|22]|0| Mol RFC 1918 FA(CIE{HIAIM Bt EIE & IX[TF PIX LS U
E 2|30 CHat %ﬁsm DRt FA)E FIH5H01 7t HTTPE T ELICH


http://www.ietf.org/rfc/rfc1918.txt?number=1918

virtual http #.#.#.#

MEXR7FPIX QIR 2 Liztedn & m @150| 2 ErL|ct Zx of7 g7t U™ AL K= 2IC|=
M HIAIX|E gr&LICH Q152 vauthll AlZH SOt RE 8L P A'“:'=U\-I01I LPQP = CHE 7H4
HTTPE At&3t0d timeout uauth & X[& A|ZHES 02 MAHESHK| O AL, O|Z A 3HHH AKX &
MeHol| CHEF HTTP 24 Z 0| H+x|EI|,||:+

IIL{

B3 7HA HTTP 2! 714 &Yl |P = A= aaa authentication 201 Z & t|o{ok & LI|Ct. O] oflofl A
ZaHELICH

0.0.0.02 x| C>|":'=| ol %._F 27t

=,

9999 99 3

(Outside - 99 99 99 1
machine being —— Cutside PLs)
browised) PIX

17218124157

(Virtual IF 17218124 47)
(Inside FL)
_E

TACACS+
or RADIUS 17218124 114
server [rovwser)

PIX Il 0|0l M o] BHEES FIHELICH

virtual http 172.18.124.47

MEXR7F HEFR M E 99.99.99.32 2 Jt2[ZLICt. Of HIA[X|Z¢ F AIE LICEH

Enter username for PIX515B (IDXXX) at 172.18.124.47



ro
Ol
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EBiE2 99.99.99.32 & Z|C[HMELICE

7H&t 'L

At 714 HTTP & 7+ ElLll [P £ A E aaa authentication 201 Z & £|0{0F &HL|C}. Of 0d[0d| A
0.0.0.02 X|H35tH Of -I?_F A7F ZEFEILICH

7te Ul QlHRE

99 9999 2 99 .95 99 1
(mail sender CVirual [P 99 9999 30 -
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aaa authentication include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authorization include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
I-—— OR the new 5.2 feature allows these !--- four statements to perform the same function. !---

Note: The o0ld and new verbiage should not be mixed.

access-list 101 permit tcp any any eq smtp
I-—— The "mail" was a Telnet to port 25. access-list 101 permit tcp any any eq telnet



aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

1

!--- plus ! virtual telnet 99.99.99.30

static (inside,outside) 99.99.99.30 172.18.124.30
netmask 255.255.255.255 0 0

static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.30 eq telnet any

conduit permit tcp host 99.99.99.99 eq telnet any

conduit permit tcp host 99.99.99.99 eq smtp any

A& XHTACACS+ Z Z|9)04):

user = cse {

default service = permit
login = cleartext "csecse"
}

user = pixuser {

login = cleartext "pixuser"
service = exec {

}

cmd = telnet {

permit .*

}

-

CIEOF MHMEI AR F AKX 25 HUo|MH IP A 99.99.99.302 2 Q&6 £ QHIR2E HYUS
HHL|CH M8t ‘='047F 2 MSEl A2 AKX} "cse"E 99.99.99.302 2 HILSI T TACACS+ AFE X}
O|E/HIYHS E =dFrL|ct. & 047=|OI ZZILC O™ Ch2 "cse" AF&AE7F
99.99.99.99(172.18.124. 114)01| ml%‘% HeHlct AL} "pixuserofl CHEF O_%OI MIsaLlch
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109001: Auth start for user '???' from
99.99.99.2/11036 to 172.18.124.114/23

109005: Authentication succeeded for user
'cse' from 172.18.124.114/23 to
99.99.99.2/11036 on interface outside

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

pixfirewall# 109001: Auth start for user '???' from
99.99.99.2/11173 to 172.18.124.30/23

109011: Authen Session Start: user 'cse', sid 10

109005: Authentication succeeded for user 'cse' from 99.99.99.2/23
to 172.18.124.30/11173 on interface outside

109011: Authen Session Start: user 'cse',6 sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11173
to 172.18.124.30/23 on interface outside

109001: Auth start for user 'cse' from 99.99.99.2/11174 to
172.18.124.114/25



109011: Authen Session Start: user 'cse', sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11174
to 172.18.124.114/25 on interface outside

302001: Built inbound TCP connection 5 for faddr 99.99.99.2/11174
gaddr 99.99.99.99/25 laddr 172.18.124.114/25 (cse)

pixfirewall# 109001: Auth start for user '???' from 99.99.99.2/11175
to 172.18.124.30/23

109011: Authen Session Start: user 'pixuser',k sid 11

109005: Authentication succeeded for user 'pixuser' from 99.99.99.2/23
to 172.18.124.30/11175 on interface outside

109011: Authen Session Start: user 'pixuser',k sid 11

109007: Authorization permitted for user 'pixuser' from 99.99.99.2/11175
to 172.18.124.30/23 on interface outside

109001: Auth start for user 'pixuser' from 99.99.99.2/11176
to 172.18.124.114/25

109008: Authorization denied for user 'pixuser' from 99.99.99.2/25
to 172.18.124.114/11176 on interface outside

7te A ofRHI2
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(mail recipient (Virtual [P 99 99 .99 30 -
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aaa authentication include tcp/25 inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthOutbound
!-—- OR the new 5.2 feature allows these three statements !--- to replace the previous
statements. !--- Note: Do not mix the old and new verbiage.

access-list 101 permit tcp any any eq smtp

access-list 101 permit tcp any any eq telnet

aaa authentication match 101 inside AuthOutbound

!

!--- plus ! virtual telnet 99.99.99.30

!--- The IP address on the outside of PIX is not used for anything else.

LHEOM QB2 HAUS EUHE{H HY SAEMA BWHE T ETEE 99.99.99.302 2 EA|5tD, O]
=HH §1H HYUS SE0tE = YUes THO| WRILICH MHY0] 172.18.124.11401| A 99.99.99.20 F T
SEL|CE.

305002: Translation built for gaddr 99.99.99.99
to laddr 172.18.124.114

109001: Auth start for user '???' from
172.18.124.114/32860 to 99.99.99.30/23

109011: Authen Session Start: user 'cse', Sid 14

109005: Authentication succeeded for user 'cse'
from 172.18.124.114/32860 to 99.99.99.30/23
on interface inside

302001: Built outbound TCP connection 22 for faddr
99.99.99.2/25 gaddr 99.99.99.99/32861
laddr 172.18.124.114/32861 (cse)

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

tS ' 201

AZRE7E 7He & 1P FAa0f EUE [ show uauth BE2 LHO| W2 A[ZHE EAIFLICH AlM
Ol Bk % (AZH0] uauthol ol 1= 72 AL XP} ESTIE BIhstx 27 5t21R H4 Uyl
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A e 915

109001: Auth start for user '???'

from 172.18.124.114/32862 to 99.99.99.30/23
109011: Authen Session Start: user 'cse', Sid 15
109005: Authentication succeeded for user

'cse' from 172.18.124.114/32862 to

99.99.99.30/23 on interface inside

MmOl &

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1



user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

T i PIF

pixfirewall# 109001: Auth start for user 'cse'
from 172.18.124.114/32863 to 99.99.99.30/23

109005: Authentication succeeded for user 'cse'
from 172.18.124.114/32863 to 99.99.99.30/23
on interface inside

£ e 015 ¥

pixfirewall#show uauth

Current Most Seen
Authenticated Users 0 2
Authen In Progress 0 1
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aaa authentication include any outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
aaa authorization include tcp/40-50 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
I-—— OR the new 5.2 feature allows these three statements !--- to perform the same function as

the previous two statements. !--- Note: The old and new verbiage should not be mixed.

access-list 116 permit tcp any any range 40 50

aaa authentication match 116 outside AuthInbound

aaa authorization match 116 outside AuthInbound

1

!-—- plus ! static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

virtual telnet 99.99.99.99

TACACS+ AMH{ 7412 2{|0|M of(z= 2[/04):

user = cse {

login = cleartext "numeric"

cmd = tcp/40-50 {

permit 172.18.124.114

}

}
A}Q-X}i x| 7}AH IP =4 99.99.99.0004 ElUIGHoF & L|CH. @15 & A2 X7} PIXE S35 ZE 40-

0 #42[o] TCP E2i=!E 99.99.99.99(172.18.124.114)2 2 F AlstE4D & M cmd=tcp/40-502 C}

% I} Z0| cmd-arg=172.18.124.1142 At&3t04 TACACS+ MHHZ H&ELICt.

109001: Auth start for user '???' from 99.99.99.3/11075
to 172.18.124.114/23
109011: Authen Session Start: user 'cse',6 Sid 13
109005: Authentication succeeded for user 'cse'
from 172.18.124.114/23 to 99.99.99.3/11075
on interface outside
109001: Auth start for user 'cse' from 99.99.99.3/11077
to 172.18.124.114/49
109011: Authen Session Start: user 'cse',6 Sid 13
109007: Authorization permitted for user 'cse'
from 99.99.99.3/11077 to 172.18.124.114/49
on interface outside

HTTP, FTP & & 0|9]|o] EcHXofl CHEN AAA 0728

7he "o| -IIE-?—JEL LHF 2| ZAEof CHEH TCP/40-50 ECEE 5185t =5 At Sst=X| &l

o
= olefet BBz o] Ecf=oi cHet o7t2-E FIHELICH

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
I-—— OR the new 5.2 feature allows these !--- two statements to replace the previous statement.

!-—- Note: Do not mix the old and new verbiage.



aaa accounting match 116 outside AuthInbound
access-list 116 permit ip any any

TACACS+ 07| 2E! HZE9] of

Thu Aug 24 08:06:09 2000 172.18.124.157 cse PIX 99.99.99.3

start task_1d=0x17 foreign_ip=99.99.99.3 local_ ip=172.18.124.114
cmd=tcp/40-50

Thu Aug 24 08:06:17 2000 172.18.124.157 cse PIX 99.99.99.3

stop task _id=0x17 foreign_1ip=99.99.99.3 local_ip=172.18.124.114
cmd=tcp/40-50 elapsed_time=8 bytes_in=80 bytes_out=101

DMZ2| 9I&

ef A0|M CHE QB O|AZ O|SshE AL AHE Q& tci™ PIXo| HEE QIE{H O
A0 H%f EH‘*% UESt=F K|AIFfLICH PIXOIME CHE 22 Yaleoz T EELICH

least secure

PIX outside (security0) = 172.18.124.155

pix/intf3 (DMZ - securityl5) = 3.3.3.3 & device 3.3.3.2

pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2 (static to 3.3.3.15)
PIX inside (securityl00) = 10.32.1.250

most secure

L|E<|3 Ctolo{a 2




Internet

TACACS+ server
17218124 111

17215124 155

(outside) DIMZ intf2
2333

Dﬁ;%lﬁﬁﬁﬁ““====ﬁ_

4444

4447
(static to
3.3315)

10.321.250
Inside

S PIX 7|38 o)

07| M MHEE CHZ pix/intf3 L pix/intf4 Zto| &L ECHEIE QIS EFL|C

R & PiIX @x|aziofH

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

(nameif ethernet2 pix/intf2 securityl0)

nameif ethernet3 pix/intf3 securityl5

nameif ethernetd pix/intf4d security20

(nameif ethernetb5 pix/intf5 security25)

interface ethernet0 auto

interface ethernetl auto

(interface ethernet2 auto shutdown)

interface ethernet3 auto

interface ethernet4d auto

(interface ethernet5 auto shutdown)

ip address outside 172.18.124.155 255.255.255.0

ip address inside 10.32.1.250 255.255.255.0

ip address pix/intf3 3.3.3.3 255.255.255.0

ip address pix/intf4 4.4.4.4 255.255.255.0

static (pix/intf4,pix/intf3) 3.3.3.15 4.4.4.2 netmask
255.255.255.255 0 0




conduit permit tcp host 3.3.3.15 host 3.3.3.2
aaa-server xway protocol tacacs+
aaa-server xway (outside) host 172.18.124.111 timeout

aaa authentication include telnet pix/intf4 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway

aaa authentication include telnet pix/intf3 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway
!--- OR the new 5.2 feature allows these four statements
!--—- to replace the previous two statements. !--- Note:
Do not mix the o0ld and new verbiage.

access-list 103 permit tcp 3.3.3.0 255.255.255.0
4.4.4.0 255.255.255.0 eq telnet

access-list 104 permit tcp 4.4.4.0 255.255.255.0
3.3.3.0 255.255.255.0 eq telnet

aaa authentication match 103 pix/intf3 xway

aaa authentication match 104 pix/intf4 xway

TAC AHO|AE H 32 =&E ™
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