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172.18.124 167

pix outside
10.31.1.101
pix inside
I ﬁ I
| ] !

Yy V= i S &
10.31.1.40 10.31.1.41
device inside TACACS+ or

RADIUS

server inside

Aofl FIHE HH

B3

Ct 7ol FIHEFLICH

mjo
fijo

aaa-server topix T2 E & tacacs+
aaa server tofix host 10.31.1.41 cisco timeout 5

aaa 2I& &Y Z& tofix

A& RH= PIX HIZH S (passwd <anyt hi ng>)0ll CHEH €S & QI8 CHS RADIUS EE= TACACS AL
Xt o|§ A H|HH §(10 31.1.41 TACACS EE= RADIUS Aol X{&HE)ol|l CHEF @ d 2 =Lt
Z& ZE QI8

aaa-server topix Z2E & tacacs+

aaa server tofix host 10.31.1.41 cisco timeout 5



aaa 215 =@ & tofix

A8 RHE PIX H|Z 3 (passwd <anyt hi ng>)0ll CHEH Q2 2018t C} 2 RADIUS/TACACS AHE A}
O|S/H|2 ¥ 3 (RADIUS E & TACACS 10.31.1.41 Mol K& E)ofl CHEt 2 &S FLch.

Lo = -

Clolo{2& - VPN Client 1.1, VPN 3000 2.5 E£= VPN Client 3.0 - 2|5

172.18.124.99 device 1%&1(:2;114
with Cisco Secure VPN RADIUS or
Client 1.1, server
VPN 3000 Client 2.5, y
or VPN Client 3.0 - /

I I

I I
172.18.124 167
pix outside

10.31.1.101
PIX inside

L Vs,

10.31.1.40
device inside

CI& El Cisco Secure VPN Client 1.1 - 2|8

15 El Cisco Secure VPN Client 1.1 - 2|8 - 2} 0|HE
-

1- Myconn
My ldentity
Connection security: Secure
Renote Party ldentity and addressing
I D Type: | P address
Port all Protocol all
Pre-shared key (matches that on Pl X)

Connect using secure tunnel




ID Type: | P address
172.18. 124. 157

Aut henti cati on (Phase 1)
Proposal 1

Aut henti cation nethod: Preshared key
Encryp Al g: DES

Hash Al g: MD5

SA life: Unspecified

Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: MD5
Encap: tunne
SA life: Unspecified
no AH

2- O her Connections
Connection security: Non-secure
Local Network Interface

Name: Any

| P Addr: Any

Port: All
QIS El Cisco Secure VPN Client 1.1 - 2|18 - EE PIX T
I|agofM

i p address outside 172.18.124. 157 255. 255. 255.0
aaa-server topix (outside) host 172.18.124.114 cisco
timeout 5

aaa authentication telnet console topix

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
crypto map nymap 10 ipsec-isaknp dynam c dynmap

crypto map nymap i nterface outside

i sakmp enabl e outsi de

!--- If you know the IP address of the outside client,
use that !--- IP address in this statement. isaknp key
¥x*xxxkxx address 0.0.0.0 netrmask 0.0.0.0 ! isaknp
identity address isaknp policy 10 authentication pre-
share i saknmp policy 10 encryption des isaknp policy 10
hash nd5 isaknp policy 10 group 1 isaknmp policy 10

lifetime 86400 /--- We knew our client would access the
PIX from this !--- network. If you know the IP address
of the client, use that IP address !--- in this

statement. telnet 172.18.124.0 255.255.255.0 outside

P1EEl VPN 3000 2.5 &= VPN Client 3.0 - 2|8

CISE VPN 3000 2.5 £= VPN #2|0|HE 3.0 - 2§ - 2I0|¢iE 7

1. VPN Dialer(VPN C}0|®d2) > Properties(%4d) > Name the connection from the VPN 30002
MEdBFL|CH
2. Authentication > Group Access Informationg ME{LICt. I & 0|1} &f & vpngroup



<group_name> password ******* 20| p|X0i != Zdm k|3l ok &L}
Connect(Pi1@)E 225t™ & 53 0| LIEILI D PIX7t EIAE E0IM IP L8 Y ELICH
(VPN 3000 2 20|21 E 0| mode-configBt X|E). 2™ CIS EOIL &, g
172.18.124.1570{ @125t T AAA RQIEE 22 = U&LICH PIX2Q| telnet 192.168.1.x WA ALS
M ZEO| AL X0 M 2|F QUEHO|AZ HAZAE + U&LIC

ol

OIS EI VPN 3000 2.5 - 2| - & PIX 1|1 o|M

i p address outside 172.18.124. 157 255. 255. 255.0

i p address inside 10.31.1.101 255.255.255.0

aaa-server topix (outside) host 172.18.124.114 cisco
timeout 5

aaa aut hentication telnet consol e topix

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynami c-map dynmap 10 set transform set nyset
crypto map nymap 10 i psec-i saknp dynami ¢ dynmap

crypto map nmymap client configuration address initiate
crypto map nymap client configuration address respond
crypto map nymap i nterface outside

i saknmp enabl e outside

i saknmp identity address

| I——— ISAKMP Policy for VPN 3000 Client runs 2.5 code.
i sakmp policy 10 authentication pre-share isaknp policy

10 encryption des isakmp policy 10 hash md5 !--- The 2.5
client uses group 1 policy (PIX default). isakmp policy
10 group 1 isaknmp policy 10 lifetine 86400 !--- ISAKMP

Policy for VPN Client runs 3.0 code. isaknp policy 20
aut henti cation pre-share isaknp policy 20 encryption des
i sakmp policy 20 hash md5 !--- The 3.0 clients use D-H
group 2 policy and require PIX 6.0 code. isaknp policy
20 group 2 isakmp policy 20 lifetine 86400 ! vpngroup
vpn3000 address-pool test vpngroup vpn3000 idle-tine
1800 vpngroup vpn3000 password ******** {@g| net
192.168. 1. 0 255. 255. 255. 0 out si de

SSH - LI E& 2%

PIX 5.2= SSH(Secure Shell) H& 1 X|¥HS F 713
Hto 2 gfL|Ct SSH A 11 22 MZE S 85| X| o
SSH(Secure Shell) FAQ & X5t AA2.

L|Ct SSH 12 1995 11& IETF Zotg 7|
LICH SSHoi| CHEF REM[EF LIS

PIXE SSH A-IH-IE 7+$5.=.'LIE+ SSH Z2I0|ME(F, SSHE AldlstE A XH0iA SSH ME{(PIX)2
o| Egfjlo| &S SHELICH Y8 SSH H{X 1 22}0|HEE PIX 5.2 F—E'Elé MEo| LIELICE
Lab2] EﬂﬁEt NT2| F-Secure SSH 1.1 & Solaris& %X 1.2.262 2 & E|Q&LIC}H
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outside

172.18.124 157
pix inside

y; /7 £ /) &
172.18.124.114 172.18.124.111

device inside TACACS+ or
RADIUS server

AAA 9IF SSH 7o

AAA 915 SSHE TAd5t2dw Chg EHHIE et Bt

FO|

—

ok
%

1. SSHE 74X|Bt ALE5HX| &£ T AAAE A8 5104 PIXOf| RISIE &= JUEX| LICt.
aaa- server Aut hQut bound protocol radius (or tacacs+)
aaa aut hentication tel net consol e Aut hQutbound

aaa- server Aut hOQutbound host 172.18.124.111 ci sco
#3: SSH7I 7/ dE B2 PIX0|M ssh 172.18.124.114 255.255.255.255 7+ AlM T2 2 telnet
172.18.124.114 255.255.255 BHO| ZR5tX| t&LICH & BE ZF EHAE SHo 2 I
|0 J&LCH.

2. CHS BHE AE5l0{ SSHE FIHEfLIcH
host nane goss- d3- pi x515b
domai n-nanme rtp.cisco.com
ca gen rsa key 1024!--- caution: The RSA key is not be saved without !--- the ca save all
command. !--- The write mem comuand does not save it. !--- In addition, if the PIX has
undergone a write erase !--- or has been replaced, then cutting and pasting !--- the old
configuration does not generate the key. !--- You must re-enter the ca gen rsa key conmand.
l--- |If there is a secondary PIX in a failover pair, the write standby !--- conmand does
not copy the key fromthe primary to the secondary. !--- You nust al so generate and save
the key on the secondary device

ssh 172.18.124. 114 255. 255. 255. 255 i nsi de
ssh tinmeout 60



aaa aut hen ssh consol e Aut hQut bound
| oggi ng trap debug
| oggi ng consol e debug

3. config 22 E0{ X show ca mypubkey rsa B&E 2 A&EL|Ct.
goss-d3- pi x(confi g) #show ca mypubkey rsa
% Key pair was generated at: 08:22:25 Aug 14 2000
Key name: goss-d3-pix.rtp.cisco.com
Usage: General Purpose Key
Key Dat a:
30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00ad4bch
€9c174d5 0657a0f 3 c94e4b6d 32ac8500 6b84e754 59e20df4 f28c257d 131laf21d
4c0a8f 4c e79d8b6d a3520f aa 1a42d577 c6adfe51 9d96fa62 f3be07fb 01e082d7
133cecff bf24f 653 bc690bll ee222070 413c1920 d02321f8 4fc3c5f1 f0c6e077
81e93184 af 55438b dcdcda34 cOa5f5ad 87c435ef
67170674 4d5ba5le 6d020301 0001
% Key pair was generated at: 08:27:18 Aug 14 2000
Key name: goss-d3-pix.rtp.cisco.com server
Usage: Encryption Key
Key Dat a:
307¢300d 06092a86 4886f 70d 01010105 00036b00 30680261 00d4f 61b ec45843a
4ad9266d bl25ee26 efc63cc4 e5e9cdad 9418ee53 6ed4dl6ef 3d0dc864 4d4830c8
fa7f 110e 8a576led 4ca73ea7 5d405862 6f 3150df 9eb0dlle 9c4d3563 95ff5lae
6711d60b 9al415e4 19201d3f 03b455ea cldf 9a4l b3a5a73f 4f 020301 0001

4. Solaris 2E|O| Mo M A E B AEFLICH
rtp-evergreen#./ssh -c 3des -1 cisco -v 172.18.124.157

211 "cisco"= RADIUS/TACACS+ A 2| AF2 X} O|§ 0| 172.18.124.157= CHAMILICEH

2Z SSH FH(AAA 215 gi8)

EZ 0151t AAA A 10| PIXOl| CHEt SSH 21AE MME = JUELICEH Lt AASKHE ALS
Xt O|§2 B2 EAIL|X| A &LICEH ALEXL O|§2 &4 "pix LTt

Che B A& 5o PIXOM 22 SSHE TAIRfLICH

host nane goss- d3- pi x515b

domai n-nanme rtp.cisco.com

ca gen rsa key 1024!--- caution: The RSA key is not saved without !--- the ca save all conmand
1--- The write mem comuand does not save it. !--- In addition, if the PIX has undergone a write
erase !--- or has been replaced, then cutting and pasting !--- the old configuration does not
generate the key. !--- You nust re-enter the ca gen rsa key comand. !--- If there is a
secondary PIX in a failover pair, a write standby !--- command does not copy the key fromthe
primary to the secondary. !--- You nust al so generate and save the key on the secondary device

ssh 172.18.124. 114 255. 255. 255. 255 i nsi de
ssh timeout 60
passwd ci scol23

O| H2o| 7| ALZ X} 0|2 &4 "pix"0|2 2 PIX0|| @1Z35t= B2 (Solaris & XFQ| 3DES)2 LIS
o Z&Lct

./ssh -c 3des -1 pix -v <ip_of_pix>

SSH C|H

debug ssh E& 10| C|kH1 - 3DES & 512-cipher



109005: Aut hentication succeeded for user 'cse' fromO0.0.0.0/0
to 172.18.124.114/0 on interface SSH

109011: Authen Session Start: user 'cse', sid O

315002: Permtted SSH session from 172.18.124.114 on interface inside
for user "cse

315011: SSH session from 172.18.124. 114 on interface inside
for user "cse" terminated normally

debug ssh B& - 3DES & 512-cipherZ C|H

goss- d3- pi x#debug ssh

SSH debuggi ng on

goss- d3- pi x# Devi ce opened successfully.

SSH: host key initialised.

SSH: SSH client: IP = "'172.18.124.114"' interface # = 1

SSH1: starting SSH control process

SSH1: Exchangi ng versions - SSH 1.5-Cisco-1.25

SSH1: client version is - SSH 1.5-1.2.26

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG _PUBLI C_KEY nessage sent

SSH1: SSH CMSG SESSI ON_KEY nessage received - nmsg type 0x03, length 112

SSH1: client requests 3DES cipher: 3

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen method is 'use AAA', aaa server group ID =3

SSH(cse): starting user authentication request,
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpl eted

SSH1: aut hentication successful for csel09005

SSH1: starting exec shell Authentication succeeded for user 'cse'
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH

315002: Permitted SSH session from 172.18.124.114 on interface inside
for user "cse"

CIHH1 - 3DES & 1024-2f =

goss- d3- pi x# Devi ce opened successfully.

SSH: host key initialised.

SSH. SSH client: IP = "'172.18.124.114" interface # =1

SSH1: starting SSH control process

SSH1: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSH1: client versionis - SSH1.5-1.2.26

SSH1: decl are what cipher(s) we support: 0Ox00 0x00 0x00 0xOc

SSH1: SSH SMSG PUBLI C_KEY nessage sent

SSH1: SSH CMSG SESSI ON_KEY nessage received - MSG type 0x03, |ength 144

SSH1: client requests 3DES cipher: 3

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3

SSH(cse): starting user authentication request,
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

SSH1: aut hentication successful for csel09005:

SSH1: starting exec shell Authentication succeeded for user 'cse
from0.0.0.0/0 to 172.18.124.114/0 on interface SSH

315002: Permitted SSH session from 172.18.124.114 on interface inside
for user "cse"

C|HH1 - DES & 1024-& %



& 1: 0| £242 Solaris7} Ot SSH7F = PCOAM £24E/L|Ct.

Devi ce opened successful ly.

SSH: host key initialised.

SSH. SSH client: IP = "'172.18.124.99"' interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-C sco-1.25

SSHO: client versionis - SSH 1.5-W.0

SSHO: decl are what cipher(s) we support: 0x00 0x00 0x00 0x04

SSHO: SSH _SMSG _PUBLI C_KEY nessage sent

SSHO: SSH_CMSG_SESSI ON_KEY nessage received - MSG type 0x03, |ength 144

SSHO: client requests DES cipher: 2

SSHO: keys exchanged and encryption on

SSHO: aut hentication request for userid ssh

SSH(ssh): user authen nethod is 'use AAA', aaa server group ID =4

SSH(ssh): starting user authentication request,
and waiting for reply from AAA server

SSH(ssh): user 'ssh' is authenticated

SSH(ssh): user authentication request conpleted

SSHO: aut henticati on successful for ssh109

SSHO: invalid request - 0x2500

SSHO: starting exec shell5: Authentication succeeded for user 'ssh
from0.0.0.0/0 to 172.18.124.99/0 on interface SSH

109011: Authen Session Start: user 'ssh', sid 1

315002: Permitted SSH session from 172.18.124.99 on interface outside
for user "ssh"

CIHH1 - 3DES & 2048-2f %

&1 o] EH2 Solaris7} Okl SSH7I U= PCOHIM EZFELICL.

goss- d3- pi x# Devi ce opened successfully.

SSH: host key initialised.

SSH: SSH client: IP = "161.44.17.151" interface # = 1

SSH1: starting SSH control process

SSH1: Exchangi ng versions - SSH 1.5-Cisco-1.25

SSH1: client version is - SSH1.5-W.0

SSH1: decl are what cipher(s) we support: 0x00 0x00 0x00 0xOc

SSH1: SSH SMSG _PUBLI C_KEY nessage sent

SSH1: SSH CMSG_SESSI ON_KEY nessage received - MSG type 0x03, length 272

SSH1: client requests 3DES cipher: 3.

SSH1: keys exchanged and encryption on

SSH1: authentication request for userid cse

SSH(cse): user authen method is 'use AAA', aaa server group ID =3

SSH(cse): starting user authentication request,
and waiting for reply from AAA server

SSH(cse): user 'cse' is authenticated

SSH(cse): user authentication request conpleted

SSH1: aut hentication successful for csel0900

SSH1: invalid request - 0x255:

SSH1: starting exec shell Authentication succeeded for user 'cse'
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

109011: Authen Session Start: user 'cse', Sid 2

315002: Permitted SSH session from 161.44.17.151 on interface inside
for user "cse"

2N E = e BE

Solaris C|EH1 - 2048-cipher %! Solaris SSH



2t 1: Solaris0l M 2048 &5 & ®EIE 5= Qi&LICt

rtp-evergreen.cisco.com Initializing random
seed file /export/home/cse/.ssh/random seed
RSA key has too many bits for RSAREF to handl e (nmax 1024).

RADIUS/TACACS+ Ao ¥R E HIEHE E= ALEXL OIF

Devi ce opened successfully.
SSH: host key initialised.
SSH. SSH client: IP = "'161.44.17.151' interface # = 1
SSH1: starting SSH control process
SSH1: Exchangi ng versions - SSH-1.5-Ci sco-1.25
SSH1: client versionis - SSH1.5-W.0
SSH1: decl are what cipher(s) we support: O0x00 0x00 0x00 0xOc
SSH1: SSH SMSG PUBLI C_KEY nessage sent
SSH1: SSH CMSG _SESSI ON_KEY nessage received - MSG type 0x03, length 272
SSH1: client requests 3DES cipher: 3
SSH1: keys exchanged and encryption on
SSH1: authentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA serverss-d3-pi x#
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSH1: password authentication failed for cse
109006: Authentication failed for user 'cse'
from0.0.0.0/0 to 161.44.17.151/0 on interface SSH

CHe B S5 5B EIX| o AFRRL
ssh 172.18.124.114 255.255.255.255 LI &

43 AL

= 4.

315001: LHE QIE{m|0|A 2| 161.44.17.1510| A 7HFEl SSH A4

PIX0I A 7| XM7{(ca zero rsa B ALR) EE = ca save all W &7A XM K| f=2

Devi ce opened successfully.
SSH: unable to retrieve host public key for 'goss-d3-pix.rtp.cisco.com,

term nate SSH connecti on.
SSH 2145462416: Session di sconnected by SSH server - error Ox00 "Internal error"
315004: Fail to establish SSH session because Pl X RSA host key retrieval failed.
315011: SSH session from0.0.0.0 on interface outside for user ""

di sconnected by SSH server, reason: "Internal error" (0x00)

AAA M7t CF2 E| AR & LI

SSH: host key initialised.

SSH. SSH client: IP = "'172.18.124.114" interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: 0x00 0x00 0x00 OxOc

SSHO: SSH SMSG PUBLI C_KEY nessage sent 302010: O in use, O nost used
SSHO: SSH CMBG _SESSI ON_KEY nessage recei ved - MSG type 0x03, |length 144
SSHO: client requests 3DES cipher: 3



SSHO: keys exchanged and encryption on
SSHO: aut hentication request for userid cse
SSH(cse): user authen nmethod is 'use AAA', aaa server group ID =3
SSH(cse): starting user authentication request,
and waiting for reply from AAA server 1090
SSH(cse): user authentication for 'cse' failed
SSH(cse): user authentication request conpleted
SSHO: password aut hentication failed for cse0
SSHO: authentication failed for cse
SSHO: Session di sconnected by SSH server - error 0x03 "status code: 0x03"
2: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109002: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109002: Auth from0.0.0.0/0 to 172.18.124.114/0 failed
(server 172.18.124.111 failed) on interface outside
109006: Authentication failed for user 'cse' fromO0.0.0.0/0
to 172.18.124.114/0 on interface SSH
315003: SSH login session failed from 172.18.124. 114 (1 attenpts)
on interface outside by user "cse
315011: SSH session from 172.18.124.114 on interface outside for user "cse"
di sconnected by SSH server, reason: "status code: 0x03" (0x03)
109012: Authen Session End: user 'cse', Sid 0, elapsed 352 seconds

Zcto|AE 7t 3DESO| chell A E|RX|ZF PIXol= DES 7|2 & LICH

&1: 2CtO|E T DESE K|35t K| &H= SolarisRI& LILCE.

GOSS- PI X# Devi ce opened successful ly.

SSH: host key initialised

SSH: |icense supports DES: 1.

SSH. SSH client: IP = "'172.18.124.114" interface # = 0

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.5-Ci sco-1.25

SSHO: client versionis - SSH1.5-1.2.26

SSHO: decl are what cipher(s) we support: Ox00 0x00 0x00 0x04

SSHO: SSH SMSG PUBLI C_KEY nessage sent

SSHO: Session di sconnected by SSH server - error 0x03 "status code: 0x03"

315011: SSH session from 172.18.124.114 on interface outside for user ""
di sconnected by SSH server, reason: "status code: 0x03" (0x03)

Solaris CLIOIM CtEE =&ELICH

Sel ected ci pher type 3DES not supported by server.

PIXHA RSA 7|8 A|7{st= &Y

ca YQrsa

PIX0| RSA 7| XM&E 5= &y

ca 2§ X%

Q|5 SSH #2I0|HE M SSHE 3 &35H= Y'Y

ssh outside_ip 255.255.255.255 2|5



aaa authentication enable & tofix

(07| M tofixe M =5) TACACS L= RADIUS AHZ MEE[= AFSXL O/ HIZHS E ¢
235t2h= HIAIX|7F EAIELICH enabled] CHE @15 TZ2 2321 @15 WDt SLUSHZE AERE
7t TACACS E= RADIUSE A&5t04 PIXO| 21218 £ Q
2 TACACS == RADIUSE Sall g Mste = &Lt

>-_

olz48t EX|oll ChEh XtMIEH LHE2 Cisco 1 ID CSCdm47044(SSE nZ4Bt s1iE)E HESHAA|
o

—r .

syslog HE

AAA O{7I 282 PIXE S8t 20| CHEI M B R & 3HKIZH PIXOf| CHEE 420l AL E & gix|Tt
sysloggingO| MM El Z2 QS E ALERI7F =Tt 2ol et HE 7T syslog MH(TFEE B2
syslog MIBE &35l HIERT &2l M2 MSELICH

syslogZ7t MY E B2 CtSot 22 HAIX|7} syslog B0 E A[ELICEH

111006: Consol e Login from pi xuser at consol e

111007: Begin configuration: 10.31.1.40 reading fromternmnal
111008: User 'pixuser' executed the 'conf' command.

111008: User 'pixuser' executed the 'hostnane’ command.
EZEYHE +5YEY +F EE):

307002: 10.31.1.400{ A 3{EE & 2301 MM

AAA M7t CI2E| 2 [ HAHA &HHE

AAA ME{7} CHREl 32, 2l H|ZHS HMAE =70 PIX0l| =248t CHS AF& Xl O|Sof CHE
pixE =T CtZ HI%“.:'_"_?_OH CHEt enable HIZH 5 (enable password anything) B /238 &= U&
5 e AF2 K} O|E 0] pixE 245t 1 Enter 7|15

LIC}H PIX Hu|agf|o|Mol| g/= HIWHS E & A3
FELIC} enable I:II':'E'?'_*_?JP *"7"'E|0'| QIx|TH ot
HE 21 C|lAT 7 Zegtct.

TAC AHO|I2AE ¥ A =X ME

2ol EHERE HAHE 7E! £ x|®lo| Bt B2
Cisco TACOH|AM Ho|AE ¥o{H CIS HEE X ESHof &
LIC},

. 2X MYl aed EZZ X MR AE

. 70|AE 7| Mof| +HE EBHERE

- show tech-support 39| &34

5}
24z o2 He HIUHE B R m st Bl



//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do

- logging buffered C|HZ HH 2 At
log BE E= EXME 20 F=
st 4)ol &8
ZE CIOIHE LEEIX| g2 L A E FA|(txt)2
7 o|A0] HE A A2, Case Query Tool(SSE 124
)2 AFE350{ AHO|AE Y2 E30{ SHE #Ho|A0 HE

28 £ Ql&LICt Case Query Tool0d| M| A&

oA 39 O|HY MR Ttdo| HEE
attach@cisco.comQ £ B = IO, A O|A HE= |
ARl MF &0l A &LICt.

AAEH

Q i 2 Hu >
% o

Ir g

#ed HE

. Cisco Secure PIX Firewall E&i & X
. PIX RADIUS TACACS+



//www.cisco.com/tacpage/support/tac/tools_case_mgmt.shtml
//tools.cisco.com/RPF/register/register.do
mailto:attach@cisco.com
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
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